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Abstract
Background  Legislative reform in Ireland and Europe, including the introduction of a Health Information Bill in 
Ireland and the European Health Data Space (EHDS) Regulation, promote strong governance of health data, including 
control over how health data is used for different purposes, such as individual care, research, planning and policy-
making. The aim of this study was to explore key stakeholders’ perspectives on the role of patients in enabling 
inclusive and ethical use of health data for primary and secondary purposes in Ireland.

Methods  This was a cross-sectional qualitative study with focus group design. Thirty-five participants were evenly 
distributed across five groups: Academics and Researchers; Data Controllers, Data Protection Officers and Ethics 
Experts; Patients and Public; Healthcare Professionals and the Industry Group. A semi-structured approach guided by a 
topic guide was used, and thematic data analysis was conducted.

Results  This study identified strong support for increased patient involvement. However, contradictions in 
participants’ views within and across groups were found particularly around patient control over health data and 
data ownership and embedding Patient and Public Involvement (PPI) in research. Most of the participants agreed 
that patient autonomy over health data is of ‘vital’ importance; yet they advocated for staged and delayed patient 
access. Similarly, the participants believed that PPI was required to drive the direction of research and funding 
allocation; however, patients’ lack of understanding of research areas was a challenge. Concerns were expressed 
around informed consent required for sharing of patient data, particularly with the industry, and around the timing of 
consent when patients are at their most vulnerable.

Conclusion  Participants expressed strong support for increased patient involvement in the use of health data in 
Ireland; however, there were contrasting views in relation to data control and ownership, consent processes and 
PPI. These findings have implications for policy development in the implementation of the EHDS in Europe, and 
the establishment of the Health Data Access Body in Ireland. This study emphasises the importance of patient 
involvement to support successful implementation of new health information systems and data access infrastructure.
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Background
Health data is any data that is related to a person’s physi-
cal or mental health status and can include data on diag-
nosis (e.g. biomarker and genetic data), treatment plans, 
and other information, for example, from wearable 
devices that track health metrics [1]. As per the defini-
tions set out in EU Regulation 2025/327 (Article 2), the 
primary use of health data is focused on the direct use 
for healthcare, while the secondary use of health data 
involves reusing health data for purposes other than 
those for which they were originally required [2, 3]. The 
primary use of health data enables providing real-time, 
direct care to the patients, as well as patient access to and 
sharing of their digital health data to ensure continuity 
of care [4]. The secondary use of health data can inform 
planning and management of healthcare services, guide 
policy making, inform health technology assessment of 
new technologies and identify opportunities for future 
research and innovation, thereby leading to improved 
knowledge about diseases and treatments and improve 
patient outcomes [2]. A digitalised health environment 
where data is used, for primary and secondary purpose, 
in an effective and secure manner is likely to encourage 
trust in data management systems, promote safer bet-
ter care, and improve health and wellbeing outcomes for 
service users [2, 5]. Notwithstanding the benefits of pri-
mary and secondary use of health data, questions remain 
about the processes to access and share data, owner-
ship of the data, the need for consent, and the role of the 
patients in how their own data is accessed, shared and 
used in future research [6, 7]. Although concerns relating 
to confidentiality, control over data, misuse of data, dis-
crimination and stigma have been reported, patients and 
public are generally supportive of data use, sharing and 

linkage if the organisation conducting or sharing the data 
is considered a trusted body and there is actual or per-
ceived benefit for the public [8–13]. In addition, previous 
research suggests that there is a need to support public 
education and information provision around the exist-
ing practices, security and safeguards related to primary 
and secondary use of health data, in order to address low 
levels of awareness among patients and public exist [6, 8–
13]. For example, misunderstanding exists in relation to 
health data definitions. Data ownership is often confused 
with terms including data controller, data processor and 
joint controller and the rights attributed to a data subject 
including “right to access” and “health data holders” [14–
17]. Although these terms are clearly outlined in the leg-
islative frameworks, it is important that these terms are 
aligned and clearly explained within the Irish Healthcare 
landscape.

Since 2018, significant European legislative develop-
ments, including the General Data Protection Regula-
tion (GDPR) recognise that high quality data can improve 
the efficiency of services, while recognising service users 
concerns regarding confidentiality, inclusivity, and ethical 
considerations [1, 18, 19]. Additional legislative reform in 
Europe and Ireland including the European Health Data 
Space (EHDS) Regulation and the Health Information Bill 
promote the re-use of data, efficient exchange of data and 
reinforce the requirement for strong governance of health 
data including sufficient safeguards for data protection, 
security, confidentiality and ethical use [5, 17, 20–22]. 
The EHDS Regulation (EU) 2025/237 became effective 
on 26 March 2025 and stated that the European Com-
mission must adopt implementing acts. In March 2029, 
important parts of the EHDS Regulation will enter into 
application, and in March 2031 all EU Member States will 
have enabled the exchange of 17 categories of health data 

Plain English summary
New legal and regulatory frameworks are being introduced across Europe, including the European Health Data 
Space Regulation, which will make it easier to use and exchange electronic patient health records for care in the 
European Union. This regulation also promotes strong control over how health data is managed and used for 
different purposes, including health research. Data that is used for individual health care is referred to as primary 
use, and if it is used for other purposes, for example in research, it is referred to as secondary use. This study aims 
to explore the perspectives of key people on the role of patients in how their health data is used for primary 
and secondary purposes in Ireland. The study involved focus groups with academics and researchers; data and 
ethics experts; healthcare professionals; patients and public; and the industry. Focus groups involve meetings 
with participants with different backgrounds to discuss specific topics to help explore different perspectives. The 
findings suggested strong support for increased patient involvement in decisions around how their data is used, 
although views were inconsistent around who should have control over, or who owns health data, and how to 
incorporate Patient and Public Involvement (PPI) in research. This study emphasises the importance of increased 
patient involvement to support successful implementation of new health information systems and policies in all 
European Union (EU) Member States.
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Ethical use, Ireland.
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[17]. This comes after Regulation (EU) 2016/679 GDPR 
and Regulation (EU) 2022/868 Data Governance Act, but 
it is intended to provide extra protection for access to 
health data [1, 21]. In Ireland, as set out in Sect. 8(1) of 
the Health Act 2007, the Health Information and Quality 
Authority (HIQA) has responsibility for setting standards 
for health information, monitoring compliance against 
those standards and evaluating the quality of the health 
information [23]. HIQA make recommendations to the 
Minister for Health and Health Service Executive (HSE) 
in relation to improving the health information system, 
including adopting a standardised approach to the collec-
tion, use and sharing of health information [2].

A human rights-based approach may help to balance 
the ethical debate of individual privacy versus soci-
etal benefit for the primary and secondary use of health 
data [7, 24–26]. This approach is supported by FREDA, 
an internationally recognised framework through which 
human rights is considered under five principles: Fair-
ness, Respect, Equality, Dignity and Autonomy (FREDA) 
[27]. When considering application in practice, a human 
rights-based approach ensures that service providers and 
organisations managing data consider those about whom 
it holds information as equal partners in planning, devel-
oping and monitoring information management policies 
and processes. This should inform impartial information 
management practices in which the health value created 
from the data must equitably benefit individuals, groups 
and communities [2, 28]. In addition, this framework 
supports greater Patient and Public Involvement (PPI), 
which can be defined as ‘a collaboration or partnership 
with patients, carers, service users, families, people with 
lived experience, or the public, in planning, designing, 
managing, conducting, dissemination and translation 
of research’ [29]. Reasons for including PPI in health 
research include the following: (1) researchers have a 
moral duty and patients have a right to have an input into 
research on their own conditions (2), a real-world lived 
experience improves the efficiency and value of research 
and (3) it increases the accountability and transparency 
of research and thus may help to attract more resources 
[30–33]. There is however limited evidence in Ireland on 
key stakeholders’ perspectives on the role of the patients 
in how their data should be accessed, shared and used. 
Key stakeholders are the main groups of people that 
either work with health data (Academics and Research-
ers; Data and Ethics Experts; Healthcare Professionals 
and the Industry Group), or that may be impacted by the 
use of their health data (Patients and Public). The aim 
of this study was to explore the perspectives of the key 
stakeholders on the role of patients in enabling inclusive 
and ethical use of health data for primary and secondary 
purposes in Ireland.

Methods
Study design
A cross-sectional qualitative study of key stakeholders’ 
knowledge and views on building trust and confidence 
in the secondary use of health data in Ireland was con-
ducted. The Consolidated criteria for Reporting Qualita-
tive research (COREQ) guidelines were followed in the 
conduct and reporting of this study [34]. Further details 
on the study design and methodology are found else-
where [35, 36].

Participants and recruitment
The sample consisted of thirty-five participants distrib-
uted across five study groups, with seven participants in 
each group: Academics and Researchers; Data Control-
lers, Data Protection Officers (DPOs) and Ethics Experts; 
Patients and Public; Healthcare Professionals; and Indus-
try Group. A combination of purposive, convenience and 
snowballing sampling methods were deployed in recruit-
ment. Participants for the Patients and Public group were 
recruited through social media and PPI Panels avail-
able to the researcher, and all other participants were 
recruited through professional networks and gatekeep-
ers. The majority of participants identified as Irish (94%), 
represented across 50% of the counties in Ireland and 
two thirds were female. A detailed overview of partici-
pant characteristics is found in the earlier research article 
resulting from the qualitative study [36]. Participants in 
the Patients and Public group received an honorarium 
(voucher) for their time and contribution to the study.

Data collection
The data was collected through online focus groups via 
the Zoom platform in 2023 utilising a semi-structured 
approach. Focus groups were guided by a topic guide 
(Additional file 1) that was informed by the literature 
review and consultations with relevant stakeholders 
including a PPI Panel in the RCSI University of Medicine 
and Health Sciences and HIQA. Participants were asked 
questions across three overarching themes regarding sec-
ondary use of health data: (1) knowledge, experiences 
and perspectives; (2) standards and regulation; and (3) 
public trust and confidence. The focus groups were audio 
recorded and transcribed verbatim, and all identifying 
markers were removed prior to analysis.

Data analysis
NVivo 12 software was used to organise the data and 
facilitate the analysis. Data was analysed thematically to 
allow for flexibility, adaptability and production of rich 
data. The transcripts were scrutinised to identify recur-
rent patterns of meanings and generate themes, in line 
with the six phases of analysis employed in reflexive the-
matic analysis: familiarization with the data; generating 



Page 4 of 12Bedenik et al. Research Involvement and Engagement           (2025) 11:87 

initial codes; searching for themes; reviewing themes; 
defining and naming themes and producing the report 
[37, 38]. Both a deductive and inductive approach were 
implemented. The data were initially coded in one of the 
three overarching themes: (1) knowledge, experiences 
and perspectives; (2) standards and regulation; and (3) 
public trust and confidence, and the main themes and 
sub-themes were subsequently identified, organised and 
reduced in number. Under the overarching theme (2) 
standards and regulation, the theme of patient involve-
ment had the highest number of references in the dataset, 
which is why it had been chosen as the focus of this arti-
cle, and similarly the sub-themes have been chosen their 
prevalence in the dataset.

Results
The theme of patient involvement captures three sub-
themes: (1) patient control over health data and data 
ownership (2), informed consent to enable the use of 
patient data and (3) embedding Patient and Public 
Involvement (PPI) in research. Although the qualitative 
study focused on secondary use of health data, questions 
were asked about primary use as well, and participants 
sometimes referred to secondary and primary use inter-
changeably. Therefore, both secondary and primary use 
of health data are considered in this article.

Patient control over health data and data ownership
The participants across all five groups discussed the ethi-
cal implications of giving patients full control over their 
health data for primary use. The academics and research-
ers agreed that patient autonomy is of ‘vital’ importance, 
yet they also advocated for a staged or delayed access 
to health data for primary use to protect patients from 
information that may be distressing to receive.

There are scenarios where maybe somebody doesn’t 
need to know about a particular risk. I’m thinking 
of one particular example in a rare condition where 
you can have a catastrophic bleed out that could 
happen at any time. And that’s it for you then, if that 
happens. And certainly, some people who found that 
out would rather they had never known. (Academics 
and Researchers; P1)

Academics and researchers thought that health data 
needs to be contextualised by healthcare professionals 
before patients gain full control over access. Releasing all 
the information could overwhelm the patients, who may 
not have the knowledge to understand the implications of 
their conditions.

With tests, whether you hold off and maybe give it 
a week so that healthcare professionals have had a 

chance to look at it, and maybe talk to the patient? 
Or do you release it straight away and then you 
cause the risk of maybe causing health care anxiety, 
them looking up stuff on Google, and not getting the 
correct support and counselling that they might need 
to understand it? (Academics and Researchers; P3)

The academics and researchers also suggested that 
patients could be provided with full control over their 
health data and exercise their right to not look at the 
data. Similarly, the data controllers, DPOs and ethics 
experts group favoured a cautious approach and stressed 
the necessity of allowing sufficient time and support to 
process the information. They reflected on patient data 
access practices internationally, in an effort to illustrate 
what staged access may look like.

I think it was Estonia, you have a locked box, I think 
also in Canada, and there are certain aspects of 
your care that you only allow certain people to see. 
So, mental health would be a big one. Obviously, 
anything around reproductive rights, like if you 
don’t want someone to see that you can tick that 
only those who are involved in your care see it. And I 
think giving people that level of access over their care 
is really important. (Data controllers, DPOs and 
ethics experts; P10).

Interestingly, unlike the staged approach advocated by 
academics and researchers wherein the health service 
may restrict patients’ access to health data, in this sce-
nario it was the patients who had the power to restrict 
healthcare professionals’ access to their data. This in turn 
gives patients power over their data and ultimately care, 
and fosters transparency and trust. The participants in 
this group also highlighted that patients themselves may 
not want to have full access to their health data.

I suppose that in theory it sounds perfect. Of course, 
you should have access to all your data, and noth-
ing about me without me, and all of that. But not 
everybody wants to know everything at any particu-
lar time. (Data controllers, DPOs and ethics experts; 
P14).

Nonetheless, the data controllers, DPOs and ethics 
experts acknowledged that giving patients control over 
their data and care is empowering, and underscored that 
‘the more engaged patients – the better their outcomes’. 
In the healthcare professionals group differing views 
were expressed about data ownership. Some participants 
in this group believed that health data belongs to the 
health service, rather than the patients.
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I could be 30 years out of date on this, but I think 
legally your data is actually the property of the 
health service that you’re dealing with. So, it’s not 
actually my data. When I want to know my blood 
results, I have to ask the GP practice to share them 
with me. If I want correspondence, I have to ask for 
it. It doesn’t routinely come to me. And it actually 
doesn’t belong to me. (Healthcare Professionals; 
P23).

Whilst some healthcare professionals contended that the 
health service owns the data that can be used for second-
ary purposes without patient consent, other participants 
in that group believed the exact opposite.

We will always treat that our patient data is the 
patients’ data in every decision that we make around 
the use of it. Now, we’d like for our patients to have 
access to their data in the register, that’s where we’re 
going down the road. But, we would always say it’s 
their data. (Healthcare Professionals; P27)

Given these conflicting views, the healthcare profes-
sionals concluded that data ownership is a ‘complicated’ 
matter and that EU GDPR, the regulation governing the 
protection of data in the European Union, ‘hasn’t been 
implemented so well’ [1, 18]. Participants in the industry 
group argued that full control over access to health data 
for primary use is not beneficial in circumstances such 
as genetic screening. Although patients sometimes may 
‘prefer to be in the dark’, it was highlighted that they also 
need to be brought into the decision-making process.

I think one of the things that we always see absent in 
the conversations that we have with clients around 
utilisation of data is the actual data subject, patient 
themselves. And more often than not they’re not con-
sulted in the way that they perhaps should be con-
sulted. (Industry Group; P32)

This particular view was also echoed in the patients and 
public group, wherein participants asserted that they 
wish to have more control and the ability to decide who is 
accessing their data for primary or secondary purposes, 
and how.

We as patients have to take back our data. There 
is this belief that you go to a doctor or you go to a 
hospital, you just let them take care of you– you 
don’t even ask the questions. But I think we have to 
take back the knowledge, and we’ve to take back the 
power, and the data is ours. If it wasn’t for us, there 
would be no data. (Patients and Public; P21)

When queried further about the level of control that 
patients should have over the use of their data for sec-
ondary purposes, the patients and public group found it 
difficult to locate the fine balance.

I think that’s a hard question to quantify or to say, 
because yes, you want to stay informed, but would I 
want to know every single time my data was looked 
at, or my data was shared, or my data was used for 
a study? I don’t know, I don’t think so. (Patients and 
Public; P19)

It was revealed in the discussion with the patients and 
public group that the participants were informed about 
patient rights under the GDPR regarding the primary use 
of health data, including the right to withdraw consent, 
the right to erasure and the right to have the data recti-
fied, and they also stressed that all patients need to be 
educated about these rights [24, 26].

Informed consent to enable the use of patient data
The academics and researchers group stated that patient 
consent to enable the use of health data for secondary 
purposes needs to be sought on an ongoing basis. How-
ever, the participants emphasised that not all patients will 
have the same ability or capacity to give consent due to 
health inequalities.

There’s an element of equity in this as well, that peo-
ple with lesser education or struggling with cognition 
or just plain lower health literacy are going to be less 
involved in this process always, which is a problem 
(Academics and Researchers; P8).

The data controllers, DPOs and ethics experts group 
expressed concerns around consent and data sharing 
with for-profit institutions for secondary use, which they 
thought was a ‘very sensitive area’ [39]. Although benefi-
cial due to the industry’s access to ‘better, quicker, more 
resourced technology’ than those in universities, the 
patients need to be given the option to consent to their 
data being shared for secondary use.

I think a big one that comes up is around the com-
mercialisation and when there’s big money involved 
at the outcome. Without their explicit consent, in 
the sense that if they know this is going to create this 
drug and X, Y and Z and they agree with that – fine. 
But sometimes in Ireland, a drug could be paraded 
on the back of a trial someone participated in, and 
they can’t get access to the drug, or the health service 
here isn’t funding that drug yet. I think that’s quite 
a challenge. (Data controllers, DPOs and ethics 
experts; P9)



Page 6 of 12Bedenik et al. Research Involvement and Engagement           (2025) 11:87 

The data controllers, DPOs and ethics experts believed 
that given the speed with which cancer research and per-
sonalised medicine is progressing, the collaboration with 
the industry is needed, upon the principle of transpar-
ency. In a similar vein, the industry group focused on the 
grey area around patient consent that occurs when data 
is transferred on to the private entities for secondary use.

There is definitely aggregated data sets that we’ve 
come across and the question is ‘Well, we don’t have 
explicit consent for exactly what we’re doing here, 
but it’s aggregated data so protection of the patient 
is probably there’. These patients aren’t going to be 
exposed, but realistically is it ethical that we use this 
aggregated data for whatever purpose? (Industry 
Group; P33)

Participants in the industry group called for a transfer 
of power onto gatekeepers that could make impartial 
decisions around consent and safeguard patients’ rights 
regarding secondary use of their data. Healthcare pro-
fessionals on the other hand expressed concerns around 
high opt-out rates among patients, and how these may 
impact on sample representativeness when using data for 
secondary purposes to improve health system efficiency.

There will always be some people who find any data 
use sensitive and inappropriate and would opt out if 
given the opportunity. But the moment patients opt 
out, the whole dataset becomes unrepresentative. 
And you can’t make health service decisions if you’re 
going to get high opt-out rates. (Healthcare Profes-
sionals; P24)

Some healthcare professionals suggested that once all 
identifying information is removed, patient consent 
for secondary use is redundant. The patients and pub-
lic group underscored that consent for secondary use is 
often sought when patients are at their most vulnerable, 
and attention needs to be given to the timing of consent 
processes.

Often you might only get [a consent form] on the 
day of the surgery, if you are very lucky it’s maybe a 
couple of days beforehand on the confirmation let-
ter or email. You are already at a heightened state of 
stress. Are you fully aware of what you are consent-
ing to? (Patients and Public; 21)

In addition, the patients and public considered the role 
of health literacy that may hinder patients’ ability to opt 
in and share their health data for research studies, with 
implications for sample representativeness and ultimately 
usefulness of research.

The NALA [National Adult Literacy Agency] basic 
language should be used… People don’t have access, 
not everyone has access to emails. I think an awful 
lot of people could be missing out, and if you are 
getting the data there’s no point – 95% [of data will 
come from] white female who has been in a private 
setting all their lives. (Patients and Public; P19).

Embedding patient and public involvement (PPI) in 
research
The academics and researchers group contended that 
PPI is ‘a moving phenomenon’, and integration of PPI 
in health and medical research is necessary to drive 
the direction of research and funding allocation. This 
included research that is based on secondary use of 
health data. However, they noted that patients’ lack of 
understanding and knowledge on a specific research 
topic may preclude meaningful involvement.

There’s a significant amount of work happening at 
[the EU] level in relation to clinical trials, educa-
tion programs for patient representatives. So while 
it’s a slow burn, it’s happening in the background. 
That being said, I’ve been on a couple of committees 
and the patient representatives didn’t really under-
stand a lot of what was being said. (Academics and 
Researchers; P7)

Similarly, the data controllers, DPOs and ethics experts 
group stressed the need for building partnerships with 
patients and sharing control over research projects. Some 
participants argued that academia and the health sec-
tor have a reputation of being ‘quite paternalistic’, which 
needs to be challenged.

People often from a very good place are saying ‘Well, 
we’re doing this in the public interest or the interest 
of all’, but to an individual it doesn’t mean much. So 
actually, properly engaging with people, and giving 
them options [is required]. (Data controllers, DPOs 
and ethics experts; P10)

The healthcare professionals stated that patients can 
advise on consent forms and patient information leaf-
lets, audit submissions and ethics applications – patient 
involvement is the ‘key’.

Having their support often brings a lot more gravitas 
to whatever group you’re submitting it [to]. I know 
that’s been very key for us – having our patients 
being part of that group. We often get them over the 
line a lot quicker than the audits or studies that we 
don’t have them involved [in]. (Healthcare Profes-
sionals; P27)
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The healthcare professionals also emphasised the need 
for appropriate PPI acknowledgement and remuneration 
to increase representation and to assist in building trust-
ing partnerships. Institutions in Ireland have differing 
policies regarding reimbursement of PPI contributors, 
but this activity often takes place without reimburse-
ment, which is a moral, ethical and practical issue.

Yes, we have to make some great strides in terms 
of PPI, but it’s still all done on a voluntary and an 
altruistic sense. And that seems wrong. I don’t go to 
work for fun. I’m not being asked to do an extra day 
to support the data. But yet we expect patients and 
public involvement to be done in that manner, and 
that seems wrong to me. (Healthcare Professionals; 
P26)

The industry group reflected on the knowledge discrep-
ancies and costs associated with embedding PPI in clini-
cal trials. However, the industry participants agreed that 
PPI contributes towards reducing ‘tension between what 
is being done and what is in the public’s best interest’. For 
example, patient collaborators in clinical trials can iden-
tify scheduling problems that might lead to high partici-
pant dropout rates in trials.

We did [a trial] and I can’t remember the indica-
tion, but it was for children. And they interviewed 
the parents, and the parents looked at the schedule 
of assessment and said: ‘There’s no way we’d get our 
child to do that – you’re talking about taking blood 
draws first thing in the morning, there’s no way that’s 
going to happen.’ (Industry Group; P30).

Interestingly, the patients and public group also expressed 
a wish to collaborate more closely with industry, as finan-
cial resources can help to support patient organisations 
and therefore proliferation of PPI more widely.

There’s a huge aspect where pharmaceuticals could 
support patient organisations better and help fund 
different aspects. Because there’s lots of things that 
the patient organisations need support with, but 
don’t have the funds to be able to build education 
programmes, or literacy brochures, or other ways to 
support research that they may want to get engaged 
in. (Patients and Public; P21)

Discussion
Overview of the findings
This paper explored the key stakeholders’ perspectives 
on the role of patients in facilitating inclusive and ethical 
use of health data for primary and secondary purposes in 
Ireland. We found inconsistencies and contradictions in 

participants’ views within and particularly across groups 
regarding patient control over health data, consent pro-
cesses to facilitate the use of patient data, and embedding 
PPI in research.

Patient control over health data and data ownership
There was an agreement among the academics and 
researchers, data controllers, DPOs and ethics experts, 
and the industry that a staged or delayed patient access 
to their health records is required to protect patients’ 
well-being, despite the opinion that patient control over 
health data is of ‘vital’ importance and empowering. 
However, views were also expressed in the data control-
lers, DPOs and ethics experts group in support of giving 
patients the power to restrict healthcare professionals’ 
access to their health data, particularly sensitive data 
related to sexual and reproductive health. In contrast to 
these three groups, patients and public group wanted 
more power over health data access and use; however, 
they found it challenging to identify an ‘optimal’ level of 
control. In the healthcare professionals group conflict-
ing views were expressed about data ownership, revealing 
concerning knowledge gaps with regards to GDPR and 
data protection.

Informed consent to enable the use of patient data
Different perspectives between groups were identified 
regarding informed consent to enable the use of patient 
data. The academics and researchers were concerned 
by the varying levels of health literacy among patients 
that can impact on the willingness to provide consent, 
whereas the healthcare professionals focused on the high 
opt-out rates among patients that may influence sample 
representativeness. On the other hand, the data control-
lers, DPOs and ethics experts, and the industry group 
were cognisant of the ‘grey area’ that included sharing 
patient data with for-profit entities without explicit con-
sent. Both groups emphasised that patients need to be 
given the option to consent to their data being shared, 
and the industry group suggested deployment of gate-
keepers to protect patients’ interests. This suggests that 
the industry group was open to an exploration of ethi-
cal challenges that arise when monetary incentives are 
involved, and they were mindful and supportive of 
patient data protection. The patient and public were con-
cerned with the timing of seeking consent for the use of 
health data for secondary purposes. This may happen as 
late as on the day of the surgery, when patient may be 
under stress, and may not be fully aware what they are 
being asked or are agreeing to.
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Embedding patient and public involvement (PPI) in 
research
Inconsistencies were also evident in participants’ views 
on embedding PPI in research. Notwithstanding a strong 
agreement across all groups that PPI was necessary to 
drive the direction of research and funding allocation, 
participants identified a number of issues that preclude 
PPI. The academics and researchers and the industry 
group centred on patients’ lack of knowledge to make a 
meaningful contribution, exacerbated by the cost imple-
menting PPI in research. On the other hand, concerns 
around a lack of remuneration for PPI contributors 
were expressed, interestingly, by healthcare profession-
als. An absence of standardised remuneration is an ethi-
cal and practical problem that interferes with patient 
representation and building trust, and healthcare pro-
fessionals highlighting this subject shows that partici-
pants were taking into account other groups’ interests. 
Finally, patients and public voiced a desire to collaborate 
more closely with the industry, and avail of the financial 
resources that can support patient organisations.

Comparison with other research
Our findings and those of others recognise that patients 
have an essential role in the primary and secondary 
use of health data, and this is being recognised more in 
research, policy and legislation [12, 13, 40, 41]. However, 
a review by Hutchings et al. reported that although there 
is widespread support for health data sharing, concerns 
remain among patients and the public regarding privacy, 
data control, consent and access [13]. As identified in 
our study, a one size fits all approach is not sufficient to 
manage these concerns. Baines et al. suggest that flex-
ible models of data control and consent would facilitate 
transparency to support sustained patient involvement 
and empowerment, and also provide an opportunity to 
incorporate future technological, regulatory and legal 
developments in health data that prioritise individual 
or community benefits over commercial gain [42, 43]. 
Davey et al. examined the knowledge and expectations 
of patients and doctors in Ireland regarding GDPR and 
future research, and identified differences in percep-
tions of GDPR and willingness to consent to data being 
used for research [44]. Our study supports their findings 
on the knowledge gaps among healthcare professionals 
regarding GDPR and data protection, and underscores 
the importance of appropriate and ongoing education 
and training for this group. In regards to how PPI should 
be involved in research, there is a consensus regard-
ing a need to consider the principles of meaningful PPI 
in research, and include these principles to inform evi-
dence-based guidance and frameworks that stakeholders 
can adapt and use within their own research to achieve 
this [32, 41]. Factors such as incentives, compensation 

and equitable benefits for PPI involvement have been 
previously cited, and our findings suggest these as impor-
tant and influential in facilitating PPI contributions and 
data sharing intentions [43, 45]. There are many frame-
works for supporting, evaluating and reporting patient 
and public involvement in research, but Greenhalgh et al. 
suggest that evidence-based resources that stakeholders 
can use to co‐design their own frameworks may be most 
useful [32].

Our previously published article from this qualita-
tive study explored the challenges of secondary use 
of health data in Ireland, and reported on the difficul-
ties with consent processes and low health data literacy 
among the patients and public and how these influence 
data-sharing practices [36]. The increasing complexity 
of consent forms and patient information leaflets, fur-
ther exacerbated by socio-economic disparities also con-
tributed. This supports the requirement for increased 
patient involvement in consent processes. We previously 
reported that the healthcare practitioners had questioned 
whether patients understand the concept of second-
ary use, and some participants in the patients and pub-
lic group were unaware that their data was already used 
for secondary purposes. In contrast to those findings, in 
the present study we report that patients can also be very 
informed about their rights under GDPR as data hold-
ers – sometimes even more informed than the health-
care professionals. Lastly, we previously reported how 
patients and public with caring responsibilities encounter 
barriers with gaining access to health data of those they 
care for.

Study implications and contributions
Implementation of the EHDS regulation in the EU
The study provides useful insights for key stakeholders, 
particularly across Europe, who use health data to inform 
future research, industry, policy and legislative develop-
ments and those responsible for the implementation 
of the EHDS Regulation. It is also of relevance to those 
organisations and/or bodies setting and adopting stan-
dards for health information in Europe. In Europe, the 
EHDS Regulation requires organisations and services 
to adhere to the international best practice guidelines 
to manage information and comply with requirements 
in data security, data quality and data interoperability 
standards. All organisations and services responsible for 
the implementation of the EHDS Regulation, and asso-
ciated standards for health information in Europe, need 
to take a strategic approach to information management 
to ensure data is collected, used, shared, controlled and 
processed effectively with the appropriate safeguards 
to protect privacy and confidentiality. These standards 
must also consider using a human rights-based approach 
including involvement of service-users, patients, public 
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and professionals, and incorporation of their perspec-
tives into how health information is managed [2, 28].

Fostering an active patient role in data use and re-use
Patients should have a key role in the primary and sec-
ondary use of their health data, including the right to 
access, modify, and control their data. They should be 
informed about how their data is being used, include 
the ability to consent or opt-out, and be involved in the 
decision-making processes regarding data sharing [46]. 
The experts and policymakers should actively involve the 
patient perspective in the discussion and development of 
policies related to primary and secondary use of health 
data. This can be achieved through various methods, 
including patient advisory boards, focus groups and sur-
veys, to ensure that patient perspectives are considered 
in the design and implementation of data-related policies 
and practices. Some participants in this study advocated 
for a staged patient access to health data for primary use, 
in order to protect patients from information that may 
be distressing to receive. Contrary to this view, others 
thought that staged access could refer to patients’ right 
to restrict healthcare professionals’ access to their data. 
Interestingly, the Irish Health Information Bill 2024 
may allow for both occurrences. The Bill proposes that 
a health services provider may restrict patients’ access 
to their Digital Health Record upon reasonable grounds 
for believing that it would likely cause serious harm to 
their physical or mental health (Article 12(4)) [5]. At the 
same time, patients may restrict access by health services 
providers to all or part of the patient’s Digital Health 
Record (Article 13(1)) [5]. However, even if patients exer-
cise their right to restrict access, health services provider 
may access patient’s data when such access is necessary 
to protect the vital interests of the patient (Article 13(4)) 
[5]. This suggests that the power ultimately rests with 
the health services provider, and an on-going and open 
dialogue with patients, patient organisations and public 
is required to foster and support an active and engaged 
patient role. Information and understanding of health 
data and how and why it might be used is essential for 
this dialogue, similar to initiatives such as the UK ‘Under-
standing patient data’. Meaningful public and patient 
involvement requires provision of information on legisla-
tion such as data protection, health information and the 
EHDS, so that the implications of primary and secondary 
use of health data are fully understood. Other aspects for 
consideration include the use of aggregated health data, 
recommendations for Trusted Health Research Environ-
ments and consent for anonymisation of health data for 
secondary use providing exemption from data protection 
principles under the EU GDPR [17, 18].

Development of national health policy standards and 
recommendations
These findings also support the development of national 
health policy and standards for health information in Ire-
land, and the development of guidance and tools to help 
services and organisations implement these standards. 
The findings can be used to inform the implementation 
of a Health Data Access Body (HDAB), a service allowing 
data users, including policy makers and researchers, to 
apply for access to health data, within strict protocols and 
processing environments (required under the EHDS Reg-
ulation). The study also provides evidence in the develop-
ment of recommendations to inform national policy on 
health information in Ireland. In collaboration with the 
Health Services Executive, Department of Health, Health 
Research Board and other key stakeholders across the 
Irish health system, HIQA are co-ordinating key pro-
grammes of work under the HealthData@IE project to 
ensure that Ireland meets its obligations relating to the 
secondary use of data under the EHDS Regulation. This 
research contributes to the body of evidence that will be 
used to influence the development of the Health Infor-
mation Bill [5] and it will also be used to influence the 
implementation of the Department of Health’s ‘Digital for 
Care: A Digital Health Framework for Ireland 2024–2030’ 
which sets out a roadmap to digitally transform health 
services in Ireland and improve access for patients [47].

Strengths and limitations of the study
The study has a number of strengths including the par-
ticipation of a wide range of stakeholders, from diverse 
backgrounds and perspectives. The qualitative method-
ology used and data collection provided more detailed 
information to explore patient involvement in decisions 
around their own data. The study was conducted at a 
time when Ireland was transitioning to implementation 
of the EHDS and advancement of national health infor-
mation legislation and rollout of the Individual Health 
Identifier (IHI). The findings emphasise the importance 
of patient and public involvement to support success-
ful implementation of innovation and developments in 
the area of health information, especially in relation to 
the EHDS. This will be revolutionary for patients and 
the public, healthcare professionals, policy and decision 
makers.

Limitations of the study include a lack of male par-
ticipation in the public and patients focus group. The 
method of recruitment involved purposive and conve-
nience sampling, and use of social media, which may have 
introduced bias in those participants agreeing to attend 
the focus groups. Patient and public participants were 
provided with additional optional reading on secondary 
use of health data before the focus groups, but they were 
not asked explicitly if they had read these, so it is unclear 
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whether this would have had any impact. Another limi-
tation was that different experts, for example ethical and 
technical, were combined into one group, and this may 
have resulted in differing viewpoints, and/or less time 
on the individual ethical and technical discussion. Also, 
expertise from specific representatives, for example, 
policy makers, civil servants, and governmental depart-
ments were not included and this would have contrib-
uted an additional perspective, for example, in relation to 
the code of conduct for civil servants and the principle 
of impartiality which may be of relevance [48]. Types of 
health data include electronic health records, administra-
tive or claims data, patient or disease registries, health 
surveys, clinical trial data and genomic data. These data 
provide information on diagnosis, including genetic data, 
or treatment, which may have an impact if shared outside 
of direct healthcare (e.g. insurance organisations). We did 
not ask participants about their understanding of differ-
ent types of health data and their implications. Although 
the findings may not be generalisable to all countries, 
there were aspects, including public and patient involve-
ment and control of health data, consent processes, shar-
ing of data with for-profit organisations and improving 
health literacy, which will be of interest to the EU mem-
ber states also implementing the EHDS.

Future research
Further research needs to consider the implementation 
of standardised reimbursement of PPI contributors to 
ensure that different patient voices are represented in 
research. In addition, the timing of consent processes 
requires a deeper explanation, for seeking consent for 
secondary use of data shortly before medical procedures 
impacts on patients’ ability to consent. The mechanisms 
for ensuring responsible sharing of health data with for-
profit sector requires consideration, and the ways in 
which trusting partnerships can be developed between 
the industry and patient organisations. Finally, the rights 
and responsibilities of carers in the context of both pri-
mary and secondary use of health data require further 
consideration.

Conclusion
The study findings provide important evidence for key 
stakeholders on the primary and secondary use of health 
data to inform future research, industry, policy and leg-
islative developments and in the implementation of the 
EHDS Regulation and standards for health information 
in Europe and in Ireland. Patient and public involvement 
is essential in driving forward the use of primary use of 
health data to streamline healthcare, and secondary use 
of health data to drive research, policy, legislation and 
planning.
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