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ABSTRACT 

The Management of Critical Infrastructure Resilience in Irish Hospitals  

and the Impact of Extreme Weather Events 

 

By 

 

Yvonne Gregory 

 

 

Researchers have determined that modern societies are dependent on highly interconnected 

technological systems such as, water supply, power supply and telecommunications, all of 

which provide essential services. These are collectively known as critical infrastructure. The 

disturbance of any one of these essential services as a result of poor design, or improper 

maintenance will significantly impact a constituent part of society. Hospital infrastructure is a 

microcosm of that found in society, offering essential services to patients and supporting staff 

to deliver healthcare services. Critical infrastructure in hospitals needs to be resilient to ensure 

safe quality care. Critical infrastructure may face additional challenges during an extreme 

weather event including physical damage to buildings and surrounding infrastructure, which 

may curtail the delivery of services, or threaten the safety of patients and staff. Many hospitals 

are not prepared for the scenario of extreme weather and may lack the resilience to cope with 

the impact caused by flooding, accumulated snow or severe wind damage. Organisational 

resilience has been explored extensively over the years, as it affects people and processes, but 

there has been less research in to the built environment, and in particular critical infrastructure 

and the impact of extreme weather. 

 

This study explores how Irish hospitals manage the core components of critical infrastructure 

resilience, and how this can be developed further to mitigate the impact of extreme weather 

events. The findings suggest that management of the core components of critical infrastructure 

in Irish hospitals is inconsistent and not undertaken in a planned or preventative way. The 

findings also illustrate that the risks associated with a critical infrastructure failure are not 

addressed proactively. The study also shows that one of the biggest inhibitors to critical 

infrastructure resilience is inadequate funding. 

 

This study makes several contributions to research. Firstly, the study contributes to the very 

limited research examining the management of critical infrastructure resilience in Irish 

hospitals. Secondly, the study contributes to the limited research and focus on the impact of 

extreme weather events on critical hospital infrastructure. Thirdly, it examine key relationships 

including education and training and sustainability and resilience. Finally, the study identifies 

the key role that investment plays in maintaining critical infrastructure resilience, to ensure that 

hospitals function safely, effectively and efficiently maintaining services at all times. 
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CHAPTER ONE: INTRODUCTION 
 

1.1 INTRODUCTION 
 

This chapter introduces this study and begins by outlining the rationale for the research 

into how Irish hospitals manage the core components of critical infrastructure resilience, 

and how this can be developed further to mitigate the impact of extreme weather events. 

The research objectives are then outlined, followed by a summary of the dissertation 

structure. 

 

1.2 RATIONALE 
 

Modern societies are dependent on highly interconnected technological systems such as 

water supply, power supply and telecommunications, all of which provide vital services. 

These are collectively known as critical infrastructure. The disturbance of any one of these 

essential services as a result of poor design, or improper maintenance will significantly 

impact a constituent part of society, (European Commission, 2020). According to the 

Strategic Emergency Management Guideline 3, “a modern State depends on multiple 

layers of infrastructure, some of which are critical”, (Department of Defence, 2019, p. 3). 

Critical infrastructure is further defined as “an asset, system or part thereof considered 

essential for the maintenance of vital society functions, the interruption or destruction of 

which would have significant impact on the population”, (Department of Defence, 2019, 

p. 3). 

 

Hospital infrastructure is a microcosm of that found in society, offering essential services 

to patients and supporting staff to deliver healthcare services. Critical infrastructure in 

hospitals needs to be resilient to ensure the safe and effective delivery of quality care. 

Critical infrastructure may face additional challenges during an extreme weather event, 
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including physical damage to buildings and surrounding infrastructure, which may curtail 

the delivery of services, or threaten the safety of patients and staff. Many hospitals are 

therefore not prepared for the scenario of extreme weather and may lack the resilience to 

cope with the impact caused by flooding, accumulated snow or severe wind damage. 

 

Hospital resilience is highly dependent on a network of vulnerable critical infrastructure 

such as power, water supply and telecommunications and therefore needs to be viewed 

within this wider sphere, rather than as an isolated entity, (Hiete, et al., 2011), (Nierop, 

2014), (Monstadt & Schmidt, 2019), (Kandaperumal & Srivastava, 2020). Organisational 

resilience has been explored extensively over the years, as it affects people and processes, 

but there has been less research in to the built environment, and in particular critical 

infrastructure. 

 

Acute hospital infrastructure in Ireland accounts for almost half of the healthcare estate. 

The buildings are spread across 70,000 km2 of geography and range in age from pre -18th 

century, to facilities built post-2010. Initial findings following recent structural surveys of 

hospital building accommodation indicate the infrastructural risk minor capital works 

requirement over the next five years will be circa €480-540 million. Based on existing 

capital allocations, the expected levels of investment will be circa €200m. At this level of 

investment, funding will not keep pace with the requirements, which will result in an ever-

deteriorating estate. Unaddressed minor maintenance requirements tend to increase 

significantly as deterioration in the structure accelerates, resulting in much costlier options 

such as replacement of components or the entire building. This is a more risk laden and 

less economical approach than ongoing maintenance and repair.  
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These findings are in-line with research, including a report by the Irish Government 

Economic and Evaluation Service, which identified under-investment in infrastructure 

over an extended period, due primarily to severe constraints on public capital investment, 

(Hennessy, et al., 2021). The authors found that despite limitations in the ability to directly 

compare international health expenditure, available data suggests that Irish healthcare 

capital spending equated to 66% of the investment made by European Union peers in a 

twenty-five year period to the end of the 1990’s. This gap may have narrowed in recent 

years, but has left a legacy of lower grade hospital stock in Ireland, relative to international 

comparators. Within the total available health budget, growth in current (revenue) 

expenditure has been consistently prioritised over capital expenditure, which has 

historically equated to a small proportion of the total spend on health.  

 

 

1.3 RESEARCH OBJECTIVES 
 

The key objectives of this research are to investigate how hospitals currently manage the 

core components of critical infrastructure. The research will examine how hospitals might 

develop critical infrastructure management further in order to create greater resilience. 

Finally, the research will investigate if the development of this management can mitigate 

the impact of extreme weather events.  

 

1.4 DISSERTATION STRUCTURE 
 

This dissertation consists of five chapters including the introductory chapter. Chapter two 

provides an extensive review of the literature relevant to the study and concludes with a 

description of the research model and an outline of the objectives of the study. Chapter 

three outlines the research methodology used in the study. This is followed by the findings 
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of the study in chapter four. Finally, chapter five draws conclusions and recommendations. 

A reference list, bibliography and appendices complete the dissertation. 

 

1.5 CONCLUSION 
 

This chapter has provided an overview of the study and the rationale for the research. The 

research objectives were outlined and were followed by an overview of the dissertation 

structure. The subsequent chapter provides a detailed review of the relevant literature. 
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CHAPTER TWO: LITERATURE REVIEW 
 

 

2.1 INTRODUCTION 
 

This chapter provides an overview of the literature relevant to the study into how Irish 

hospitals manage the core components of critical infrastructure resilience and how these 

can be developed further to mitigate the impact of extreme weather events. It is divided in 

to four sections. The first section provides an overview of the methods to conduct the 

literature search. The second section details the results from the search of the literature into 

the approach taken by Irish hospitals to identify, mitigate and manage the core components 

of critical infrastructure resilience in the context of the impact of extreme weather events. 

The third section examines the literature and makes several observations. The final section 

of the chapter draws summary conclusions of the research, based on the key elements 

found in the context of the study objectives.  

 

2.2 BACKGROUND 
 

Modern societies depend on highly interconnected technological systems such as water 

supply, power supply and telecommunications all of which provide essential services. 

These are collectively known as a critical infrastructure. The disturbance of any one of 

these essential services because of poor design, or improper maintenance will significantly 

affect a constituent part of society, (European Commission, 2020). According to the 

Strategic Emergency Management Guideline 3, (Department of Defence, 2019, p. 3), “a 

modern State depends on multiple layers of infrastructure, some of which are critical”. 

Critical infrastructure is further defined as “an asset, system or part thereof which is 

considered essential for the maintenance of essential society functions, the interruption or 

destruction of which would have a significant impact on the population”, (Department of 

Defence, 2019, p. 3).  
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The use of the term resilience in an emergency planning context infers capacity within 

individuals, organisations and infrastructure to resist and rebound from shocks, (Castleden, 

et al., 2011). In the context of infrastructure resilience, this describes the capacity of built 

infrastructure to continue functioning during an emergency or crisis, (McDaniels, et al., 

2008), (Castleden, et al., 2011). Social-ecological resilience overlaps with this concept, 

and reflects the buffering capacity of the physical and natural environment combined with 

the adaptive capacity of the people within it, to sustain itself in the face of a disturbance, 

which may lead to failure and loss of structure or identity, (Walker, et al., 2004). 

 

An extreme weather event is determined as an occurrence of a value of weather or climate 

variable, which is above or below a threshold value, at the upper or lower end of a range 

of observed values. Extreme weather events can take many forms including heatwaves, 

severe windstorms, prolonged drought, heavy rainfall, major flooding events or cold 

waves. Such events may not always result in disasters, but may often be associated with 

disasters and can have a high probability of disrupting essential societal functions 

including healthcare, (Mirti Chand & Loosemore, 2015).  

 

This research will focus on how the resilience of hospital infrastructure to extreme weather 

events is understood and how it can be enhanced. While hospitals are but one of many 

institutions of healthcare provision, they are nonetheless the most complex. They 

accommodate multiple stakeholders, deliver a wide range of services and play a pivotal 

role in the community. The hospital infrastructure in which healthcare is delivered may 

face a number of challenges during an extreme weather event including, physical damage 

to buildings and surrounding infrastructure, which may curtail the delivery of services, or 

threaten the safety of patients and staff. Many hospitals are not designed with this scenario 
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in mind. They may lack the resilience to cope with the impact of flooding, accumulated 

snow or severe wind damage. There may be other co-dependencies such as increased 

casualties for admission, an increase in staff called to assist or unable to travel between 

their homes and work.  

 

Hospital resilience is highly dependent on other vulnerable critical infrastructure such as 

power, water supply and telecommunications and therefore needs to be viewed within a 

wider sphere rather than an isolated entity, (Hiete, et al., 2011), (Nierop, 2014), (Monstadt 

& Schmidt, 2019), (Kandaperumal & Srivastava, 2020). There has been considerable 

research into organisational resilience over the years as it impacts on people and processes, 

but less so in the context of the built environment, despite the fact that many are critical 

assets, (Department of Defence, 2019). In particular, there is little known about how the 

multiple stakeholders involved in a hospital facility, gain knowledge of their built 

environment, before, during and after an extreme weather event, nor how the learning 

accrued is translated in to lessons learned ahead of the next event. This is critical in 

developing the management of critical infrastructure and mitigating the potential impact 

of future events. 

 

2.3 METHODS 
 

Chapter 2 will review the literature and the generic qualitative methodology for critical 

infrastructure resilience. The objective of the literature review is to explore the studies for 

the management of the core components of critical infrastructure resilience. The literature 

review is designed to examine the models, presumptions and findings in the existing 

literature. This topic is embedded with the processes of risk reduction, planning, 

preparedness and recovery. The literature review therefore includes crisis management, 



8 
 

risk management, critical infrastructure, resilience, climate change, extreme weather, 

healthcare and hospitals. 

 

The literature search was conducted utilising, the Dublin City University Library search 

tool using the A-Z Database and the database of the Health Service Executive Library. 

Boolean search techniques ensured consistent results with varying numbers of articles. The 

two institutional search tools in the main utilised Springer, PubMed, Science Direct and 

ProQuest databases to locate research studies completed in the service sectors, fields of 

engineering and design, climate change, extreme weather and the management of 

emergencies and crises in hospital settings. Google Scholar and Google were also used in 

the search. 

 

The systematic literature review for the study of critical infrastructure resilience in 

hospitals and the impact of extreme weather events was undertaken using key words such 

as ‘critical infrastructure’, ‘resilience’, ‘mitigate’, ‘impact’, ‘healthcare’ and ‘hospital’. 

These were simultaneously combined with the following words: ‘disaster resilience’, 

‘crisis management’, ‘disaster management’, ‘emergency management’ ‘planning’, 

‘adaptation’ and ‘recovery’. Using these words helped to define the sources that were 

chosen to evaluate how hospital managers and decision makers identified the components 

of critical infrastructure resilience to mitigate the impact of extreme weather events. The 

terms; disasters, crisis management, and emergency presented a wide range of results for 

the topic, which if attempting to address, would have widened the scope of this dissertation 

beyond the parameters and latitude of the researcher, and would also have diverted the 

reader from the original question. Studies indicate an examination of the relevance of risk 

management and traditional top-down crisis management cannot be disregarded in the 
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response to critical infrastructure resilience, (Boin & McConnell, 2007), (Aven, 2016). 

The requirement to have strict inclusion and exclusion criteria was necessary to keep the 

review focused and manageable, particularly when there are so many articles published on 

the topic of resilience. For instance, any article referring to personal resilience was 

excluded from this study.  

 

The search strategy required a process for evaluating the various scholarly, peer-reviewed 

sources for historical, seminal, and topical references. There was a focus on scholarly 

articles and peer-reviewed journals for a contextual foundation for risk perception, risk 

identification, critical infrastructure, resilience and climate induced events.  The peer-

reviewed journals most frequently accessed included:  

 The Journal of Disaster Resilience in the Built Environment;  

 The International Journal of Environmental Research and Public Health;  

 The Journal of Engineering;  

 Engineering Construction and Architectural Management;  

 The Journal of Global Environmental Change;  

 The Journal of Disaster Prevention and Management;  

 The International Journal of Health Policy Management;  

 The International Journal of Critical Infrastructure Protection;  

 The International Journal of Disaster Risk Reduction;  

 The Journal of Contingencies and Crisis Management.  

 

There was no time parameter used in the search, and all studies located were considered. 

The selected articles underwent examination, providing a broad and diverse foundation for 

the study to advance knowledge and present the fundamental concepts of managing critical 
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infrastructure resilience and developing a mitigation approach to the impact of extreme 

weather events. The following inclusion criteria were used: papers published in the English 

language and papers reporting theoretical, empirical or prescriptive studies. The first step 

in the literature search resulted in a total of 436 records identified from the principle search 

sources. A further 58 records were identified from other sources. When duplicates were 

removed, the total number of records available for further analysis was 447. These were 

then screened by their abstracts, which resulted in a further 345 being eliminated. The 

remaining 102 articles were screened by their full text. This resulted in 45 being 

eliminated, including a further two duplicates. The remaining 57 were included in the 

research. A PRISMA 2009 Flow Diagram shows the process of identification, screening, 

eligibility and inclusion of the records. 
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Figure 2-1: PRISMA 2009 Flow Diagram 

 

 

 

Source: PRISMA Statement - www.prisma-statement.org  

 

Table 2-1 shows the characteristics of the 57 papers included in the research. Even though 

there were no parameters used in the search, the oldest publication that met the search 

criteria was published in 1973, (Holling). The vast majority of the remaining papers were 

published in the last two decades, with the highest number of studies produced from 2010-

2019. This highlights the fact that research into critical infrastructure resilience in 
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healthcare and in particular hospitals is fairly recent. Of the 57 papers included in the 

research, nine focused on the geographical region of the southern hemisphere, with 

nineteen emanating from or focused on the United States and Canada. Thirteen papers are 

by authors from the United Kingdom, who in the main referenced their work to this 

geographical area. The remainder were studies from European countries (13) or elsewhere. 

A complete summary analysis of the papers used is in Appendix A. 

 

Table 2-1: Summary Characteristics of Selected Records 

 

Geographic Region Total Papers Decade Total Papers 

Australia & New Zealand 9 Pre - 2000 1 

United States & Canada 19 2000-2009 10 

United Kingdom 13 2010-2019 43 

Europe 13 2020 Onwards 3 

Other 3   

 

Of the selected papers, twenty five were based on health or hospital sector experiences, 

eight studies emanating from engineering, while the remaining twenty four papers mainly 

explored the concepts of resilience, risk management and emergency management. Based 

on the selected papers, it appears that there is a large body of work on organisational 

resilience that has focused on the characteristics that make systems resilient. For example, 

in a finding indicating that if hospitals are to be made more resilient in the future 

(Loosemore & Mirti Chand, 2016), then a paradigm shift is required in disaster 

management planning that is driven by a more holistic approach and supported by new 

technology, systems and governance structures. On the other hand (Achour & Price, 2010), 

explored the healthcare resilience strategies of healthcare organisations in the United 
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Kingdom to economic challenges. In the paper by (Mirti Chand & Loosemore, 2016), they 

talk about the high variability of the role of built facilities during an extreme weather event 

and the highly questionable assumptions and unawareness of risks by users that buildings 

pose to healthcare delivery during such an event. Relatedly (Forzieri, et al., 2017), 

undertake an examination of multiple climate extremes and extreme weather events and 

the impact to critical infrastructure at regional to continental scale, showing how single 

and multi-hazard damage to critical infrastructure is likely to develop until the year 2100 

under the influence of climate change. 

 

The style of construction of papers varied, and the observation is that papers from the 

health sector were structured in the common tradition of health science, with an 

introduction, methods, results, discussions and conclusions. Papers from other sectors 

were more heterogeneous in terms of structure, with some tending to focus on discussing 

findings and less on the methods, while others were dense in methodology and on occasion 

highly mathematical. The difference is attributed to style and writing practice, which did 

not differentiate the quality.  

 

In summary, a systematic and thematic review of the selected papers was concluded and 

involved a number of steps: familiarisation with the data by reading through the selected 

papers; generating a series of themes to create a framework to support the approach to the 

research; further reading of the selected papers to analyse the themes and the emerging 

ideas and concepts; integrating these ideas and concepts into coherent findings. 
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2.4 RESULTS 
 

Narrowing down a theoretical framework to view the research, focused not only on the 

criteria associated with infrastructural resilience, but also on the relationship with hazard 

identification, risk management, planning for and the response to crisis events. This had 

the potential to be a vast exercise. In the context of understanding critical infrastructure 

resilience though, the theory and practice associated with risk was considered valuable and 

included. The current level of resilience of any organisation is determined by the existing 

safety measures, which are within the context of assessments undertaken to determine the 

level of crisis preparedness, redundancy, detection capability as well as the human, 

financial or material  resources required, (Rehak, et al., 2019). The science of resilience is 

evolving, just as with risk analysis in the early 1970s and 1980s. Even though significant 

academic investigation exists, the work to develop analytic methods for resilience that are 

appropriate for widespread governance continues, as well as efforts to collect the data 

required to implement them, (Balbus, et al., 2016), (Bostick, et al., 2018). Use of the term 

resilience in the context of critical infrastructure was first defined in 2009 as “the ability 

to absorb, adapt to, and/or rapidly recover from a potentially disruptive event”, (NIAC, 

2009, p. 8). In the intervening period, critical infrastructure has undergone additional 

research, particularly with respect to assessment, (Rehak, et al., 2019). The literature has 

identified that linking the information gathered from critical infrastructure research to the 

process of risk management will strengthen overall system elements. Within the literature 

also is the argument to modify crisis management tools for responding to events, as distinct 

from resilience action plans based on risk management alone, (Labaka, et al., 2015).  
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2.5 CRISIS MANAGEMENT 
 

Planning and preparing for a crisis should be an integrated part of institutional policy, be 

well-resourced and led by forward thinking contingency planning as the approach needed 

to gain control over a crisis should it occur, (McConnell & Drennan, 2006). Mitroff, 

(2001), quoted in (McConnell & Drennan, 2006, p. 60) said that “ideal preparedness does 

not reside in simply having a plan”, but extends to the thought that individuals are prepared 

to give to potential threats and the willingness they have to adapt their systems and 

behaviour to prepare. Disruption to critical infrastructure can quite easily generate a sense 

of crisis, but in the context of the definition, may not be seen in terms of a disaster as life, 

property and infrastructure usually remain intact. 

 

The production of a single plan response by an organisation for every eventuality would 

be an impossibility. It is for this reason that most public sector institutions have adopted 

the all-hazards approach to preparing for potential crises, including extreme weather 

events. The response, presented usually as one generic plan, with recognition for specific 

threats, and appended sub-plans, provides a basis for cohesion and control. It also offers 

opportunities for synergies with partner agencies. Waugh (2005), cited in (Gregory, 2015), 

tells us that the most advantageous use of the all-hazards approach, is its cost effectiveness, 

implying that similar preparations will suffice for an extreme weather event in the same 

way as a terrorist attack, therefore earning the approach some criticism. Godschalk, (2003), 

in (Gregory, 2015, p. 2) argues, “the principles of disaster resilience are the same for both”. 

The title all-hazards has proven to be confusing and may lull management and decision 

makers in to a false sense of security. Gregory, (2015), goes on to argue that a plan is of 

little value without knowledge and preparation required to make it effective, create 

response capacity and resilience, and give comfort to some in the mere fact that it exists.  



16 
 

2.6 RISK MANAGEMENT 
 

Referring to the process of planning, (Alexander, 2016) puts the emphasis not on the 

creation of a document, but rather on the process of planning, and the belief that preparing 

for potential crises should be a flexible and dynamic process, agile enough to adjust to 

changing situations. In other terms, it is an iterative, living document, which should 

continue through crises to the recovery and beyond, adapting to accommodate changes in 

the threat environment – a cycle that will never be completed, (Perry & Lindell, 2003).  

Citing Godschalk, (1991), (McEntire & Myers, 2004), identified the necessity of 

evaluating the diverse characteristics of a hazard, and the fact that it can vary by location. 

The risk assessment therefore needs to consider the highly salient risks, but also those 

which are vaguer and less probable. Available resources are rarely equal to the threat, 

(Perry & Lindell, 2003). An outline of a risk assessment process is illustrated below. 

 

Figure 2-2: The 4 Stages of a Risk Management Process 

 

Source: Created by Researcher 

Stage 1 

Establish 
context and 

describe area

Stage 2 

Identify 
potential 

hazards and 
record

Stage 3    

Assess each 
hazard for 

consequences 
and likelihood

Stage 4 

Plot each 
hazard on risk 

matrix and 
undertake 

mitigation and 
management



17 
 

Some Irish hospitals undertake a process of active risk management in accordance with 

agreed protocols, including efforts to promote resilience for services, infrastructure and 

the community, (Framework for Major Emergency Management, 2006). Hospital 

managers and those charged with critical infrastructure resilience should ensure the safety 

of patients and staff during catastrophic events by implementing preparedness activities 

identified via risk analysis and application. Risk management requires a dynamic approach 

to risk identification through hazard analysis to reduce undesired outcomes, (Powell, et al., 

2016). The ability of hospital managers and decision-makers to define risk for their 

hospitals is indicative of the effectiveness of the risk assessment process. Risk is a complex 

concept, as there are numerous definitions of, and approaches to risk, based on various 

ideas and assessment techniques. The expressions, perceptions, measurement, probability 

expression, and acceptability levels of risk are significant factors to consider by any 

organisation when assessing resilience. If strategic managers and hospital decision makers 

are seriously aspirational about dealing with the potential issues associated with a failure 

of critical infrastructure resilience, there is a need to identify the strengths and weaknesses 

of traditional risk management approaches. There is also a requirement to develop a robust 

strategy for enhancing capability to manage the core components of critical infrastructure 

resilience, and to ensure that this is cascaded fully to those who may be impacted.  

 

2.7 THE CONCEPT OF RESILIENCE 
 

Resilience is derived from the Latin term ‘resilire’ which means to bounce back. Based on 

this, a number of definitions have been proposed. The definition from NIAC, (2009) of 

systems resilience referred to earlier has also been referenced in the context of community 

resilience and the need to ensure that disaster risk reduction and building resilience to 

disasters become priorities for governments and local communities worldwide, (Cutter, et 
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al., 2013). There is still ambiguity around the definition, terms and application of the 

concept of resilience, and without a clear understanding, this may lead to poor planning, 

both ex and post disruptive event.  

 

A resilient health system is one that is integrated with existing efforts to strengthen health 

systems and is able to detect and interpret warning signs and quickly call for support, 

(Kruk, et al., 2015), (Champagne & Aktas, 2016). In simple terms, it can bounce back 

faster, (Mirti Chand & Loosemore, 2016). This it needs to do while maintaining core 

functions and being able to isolate a threat or its impact. The WHO has defined resilience 

in healthcare as, “the capability to anticipate, respond, cope with, recover from and adapt 

to shocks so as to bring sustained improvements in population health, despite an unstable 

climate”, (World Health Organisation, 2015, p. 9). Resilience may also be viewed in linked 

human and natural systems involving three properties; the capacity to absorb disturbance 

while maintaining function, the potential for self-organisation and, the capacity for 

learning and adaptation, (McDaniels, et al., 2008). A distinction is made between 

engineering and ecological resilience within complex systems, with the former involving 

efficiency, constancy and predictability and concentrating on a steady state, while the latter 

involves concepts of persistence, change and unpredictability, (Holling, 1973). Across the 

many potential definitions however, resilience is commonly understood to entail both 

strength and flexibility, (McDaniels, et al., 2008). 

 

2.8 CRITICAL RESILIENCE 
 

Critical resilience is a dynamic process that applies an all-hazards risk based method to 

reduce the magnitude, severity, scope and duration of the disruptive shock, and the 

resultant recovery. A resilient approach is a holistic set of measures, and building critical 

resilience is as much about procedures as it is outcomes. A five-step approach is required 
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to evaluate essential services and assets, critically rating these based on impact. The 

diagram below is created based on findings in (Mirti Chand & Loosemore, 2016). 

 

Figure 2-3: A 5 Step Process for Evaluating Essential Services and Assets 

 
 

 
 

A criticality scale may then be produced, to determine the loss of which component of 

infrastructure is the greater in terms of impact. This is known as the Criticality Pyramid. 

The below diagram has been created by the researcher with reference to Strategic 

Emergency Management Guideline No. 3, (Department of Defence, 2019). 

 

Figure 2-4: The Criticality Pyramid 
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Enhancing the resilience of critical infrastructure requires owners or operators to determine 

the ability of the system to withstand specific threats, minimise or mitigate potential 

impacts and to return to normal operations as quickly as possible. A resilience 

methodology therefore requires a comprehensive assessment of critical infrastructure 

systems and assets, from threat to consequence. This methodology needs to support 

decision making, disaster response and business continuity, (Petit, et al., 2013). It has been 

found to be as much linked to leadership as it is to engineering, (Masko, et al., 2011). The 

process by which evolving hierarchical systems with multiple interrelated elements 

interact with and adapt to an ever changing environment in order to remain stable is 

referred to as panarchy, and the adaptive cycle comprised of four phases; rapid growth, 

conservation, release and re-organisation defines this process, (Mirti Chand & Loosemore, 

2015). Resilience broadly defined as the capacity to resist and recover from loss, has 

developed as a concept in recent decades, often used as a general term to explain the 

restoration of infrastructure after disasters (Fekete, et al., 2014). Resilience of critical 

infrastructure is part of the robustness, resourcefulness, recovery, and redundancy 

measures when crises occur. The need for critical resilience in infrastructure under an ever-

changing environment that limited access to response and recovery, was evidenced in 

super storm Sandy in the United States in 2009, (Federal Emergency Management Agency, 

2010). By supportive comparison, using a disaster resilient perspective made it possible to 

explore why things are done the way they are globally when making pre-disaster 

investment decisions for resilient critical infrastructure, (Forzieri, et al., 2017). Knowing 

that so called natural disasters find weaknesses and vulnerabilities of infrastructure, there 

are opportunities for encouraging building and rebuilding practices that address resilience 

through building excellence in infrastructure systems to resist impacts to natural disasters. 
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Therefore, the quality and reliability of infrastructure pre-disaster significantly reduces 

disaster recovery and reconstruction post-disaster, (Bostick, et al., 2018).  

 

2.9 CRITICAL HEALTHCARE RESILIENCE 
 

 

The literature indicates multiple capacities necessary for health system resilience. These 

can be synthesised as: 

a) Ability to sustain baseline levels of routine healthcare delivery during a crisis; 

b) Capability to dismantle barriers to accessing care during emergencies; 

c) Developing plans for weather interruptions to critical infrastructure; 

d) Timely accessibility to finance to better respond to emergencies; 

e) Ensuring available options and redundancy in the system; 

f) Having visionary leadership that is de-centralised, with distributed control; 

g) Promoting a culture that views challenges as opportunistic; 

h) Having a clear and flexible plan of response that is frequently exercised; 

i) Collaborating with partners both within and external to itself; 

j) Possessing clear channels of communication with all stakeholders; 

k) Being flexible and adaptive to evolving situations; 

l) Having capacity to ‘surge’ during an emergency to continue care delivery; 

m) Maintaining adequate and well trained staff who are organisationally committed; 

n) Using material resources strategically; 

o) Organising and managing information well; 

p) Having adequate access to medical supplies and consumables via multiple sources; 

q) Developing and maintaining comprehensive protocols for managing in a crisis; 

r) Being committed to continuous quality improvement to garner and maintain trust; 

s) Planning in advance for post-event recovery across all spheres of operations; 
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t) Recognising that past behaviour is not a predictor of future occurrence; 

u) Thinking for the long term rather than the short term; 

v) Acknowledging vulnerabilities and investing in scientific, technical and 

engineering solutions,  

(McManus, et al., 2007), (Stephenson, et al., 2010), (Hiete, et al., 2011) (Cutter, et al., 

2013) (Sawalha, 2015), (Hassall, et al., 2014), (Mirti Chand & Loosemore, 2015), (Barasa, 

et al., 2018), (Nuzzo, et al., 2019). 

 

 

2.10 HOSPITAL INFRASTRUCTURE RESILIENCE 
 

Assessing resilience in any system cannot be achieved by one single measure, and different 

metrics are required for different critical systems, (International Strategy for Disaster 

Reduction, 2005). Assessing and building the resilience of hospitals, it is argued, will 

reduce their vulnerability to crisis, by ensuring that they are better prepared to effectively 

respond, and manage disruption to the delivery of core services, (Kruk, et al., 2015), 

(Blanchet, et al., 2017). However, the health sector in general does not have a long history 

of engaging with the concept of managing critical infrastructure resilience, (Barasa, et al., 

2018). The main problem with responding to this challenge is that most healthcare facilities 

have not been built with extreme weather events in mind, and while mitigation may be 

essential, adaptation is inevitable, (Carthey, et al., 2009). The drive for efficient use of 

public money is also somehow at odds with the capital investment required to support 

resilience to critical incidents including extreme weather event strategies, since this 

involves preparing for a seldom event. Attaining resilience in the hospital sector will also 

require managers and operators to embrace the sustainability agenda. Such developments 

will meet the needs of the present without compromising the ability of future generations 

to meet their own needs, (Trim, 2004). This is in the context of the evolution of technology. 
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There is a strong relationship between sustainability and resilience as they complement 

one another and aim to suppress future environmental complications, (Champagne & 

Aktas, 2016), concepts also identified by (Achour & Price, 2010) and (Achour, et al., 

2014). Ensuring such a focus on sustainability will require active integration of the design 

and construction industry in the management of critical infrastructure.  

 

Threats to hospital infrastructure are diverse in terms of extreme weather events, and 

include floods and storms, cold waves, heatwaves and periods of drought, the magnitude 

and frequency of which is increasing, (Achour, et al., 2014), (UK Climate Impacts 

Programme, 2016). There is therefore a requirement to ensure that building stock is 

retrofitted or replaced in a timely manner and within its natural lifecycle in as far as 

possible, (Ariyo, et al., 2005), (Champagne & Aktas, 2016). Generally, the older the 

building the more vulnerable it is to damage, (Spence, 2004). Existing hospitals were 

designed and built to last a long time, and so are increasingly likely to fall short on safety 

codes and standards over the coming decades. Conversely, (Crichton, 2005), concludes 

that modern buildings, although built to code are more susceptible to damage as older 

buildings were ‘over-engineered’.  

 

Hospitals are highly dependent on critical community services such as electricity, potable 

water, food supplies, medical supplies and waste disposal, which are all vulnerable to 

power disruption. A false sense of security can exist within hospital management that 

critical services will be available during emergencies, (Hiete, et al., 2011). A significant 

number of case studies have been undertaken illustrating the impact of utility failure on 

hospitals as a direct result of adverse weather events, but more research is needed,  (Achour 

& Price, 2010), (Hiete, et al., 2011), (Achour, et al., 2014).  
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Hospitals are also large consumers of energy and emit significant levels of greenhouse gas. 

Based on estimates from the United Kingdom, the contribution of healthcare facilities is 

in the range of 8-10% of national emissions, (National Health Service Sustainable 

Development Unit, 2019). In Ireland the figure for carbon emissions associated with health 

delivery is 12-15%, (Department of Communications, Climate Action & the Environment, 

2019). Hospitals that embrace energy efficiency are more resource resilient than those who 

do not. This may be the difference between keeping the lights on during a power outage 

and keeping people safe.   

 

2.11 CLIMATE CHANGE AND EXTREME EVENTS 
 

Prevention of crisis, and preparation for extreme events, requires that there is knowledge 

of the source and dynamic of all possible threats. In the case of extreme weather in Ireland, 

we are not considered to live in an environment of extremes, although there is increasing 

and verifiable evidence of climate change contributing to such events, (Hawchar, et al., 

2019). Knowledge of the impacts of climate change and extreme weather events on health 

facilities is increasing, however guidance for developing comprehensive adaptation 

strategies is needed, (Loosemore, et al., 2011). Several authors have deemed that a 

universal toolkit to support the assessment of climate change resiliency is required, 

(Paterson, et al., 2014), (Balbus, et al., 2016).  Some have identified climate change 

resiliency indicators, and indicators for climate proofing and greening operations, as well 

as protocols for managing specific threats such as heatwaves or flooding, (Paterson, et al., 

2014), (Balbus, et al., 2016). To ensure wide and sustained use, these toolkits should be 

tailored to the needs of users, with complexity of design associated with the size of the 

facility.  
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Extreme events that have occurred in the recent past have resulted in extended periods 

without critical infrastructure such as power supply. While hospitals put in place 

contingencies such as generators and uninterruptible power supplies, these are not an 

option over a prolonged time span, (Hiete, et al., 2011), (Achour, et al., 2014). Extreme 

events such as severe flooding, may also be responsible for power supply or 

telecommunications outages. Such extreme events have demonstrated that preventing or 

even anticipating all possible hazards or their disruptive impact may not be necessarily 

possible in all instances, (Achour & Price, 2010). Similarly, lessons from the research 

indicate that there are cognitive, cultural, resourcing and sometimes even political barriers 

to being able to prevent every threat, (Boin & McConnell, 2007). 

 

The management of disruption which has a low probability, but high consequence rating 

will be challenging to any organisation, not least of all in a hospital setting where the focus 

is very likely to be on matters which are of immediate higher clinical importance. The 

concept of resilience, is not designed to replace risk management. It is therefore essential 

that the two be considered together. In disruptive crises, the deployment of a sufficiently 

measured response is needed, instigated by early warning systems and a swift process of 

recovery, (Achour & Price, 2010). The research also found that there was an over emphasis 

on man-made disasters rather than on the impact of extreme weather events, (Mirti Chand 

& Loosemore, 2015). 

 

Defining and modelling climate change in order to future proof is a necessity. Prospective 

adjustments to models for the next two to three decades will be required to ensure they 

remain current, given predicted changes in climate resulting in increased extreme weather 

events and potential infrastructure damage, (Oven, et al., 2012). This was also emphasised 
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by (Seltenrich, 2018). These points are significant in the context of the Climate Action and 

Low Carbon Development (Amendment) Bill, 2021. There will be increased demands for 

power and for water due to increased temperatures, while lower temperatures will demand 

increased capacity and performance of the built infrastructure. Interruption to fuel supply 

is also likely to be problematic, (Oven, et al., 2012). The impact of flooding on hospitals 

is greater than the impact associated with extreme temperatures, and while possible to 

model flood levels, this requires foresight and action from Government, planners, 

architects and others in the construction industry to ensure that sites for development are 

carefully chosen and essential services located above ground level, (Achour & Price, 

2010), (Oven, et al., 2012).  

 

 

2.12 DISCUSSION 
 

Much of the research had focused on strengthening the resilience of critical infrastructure 

for risk and vulnerability reduction when a natural disaster occurs, as well as highlighting 

funding challenges to initiate this. It is difficult for Government, and as a result, hospital 

managers to have a good workable mitigation plan due to the lack of knowledge, 

experience, capabilities and capacities, and most importantly, the resources to develop and 

implement a response. The conclusions in much of the literature detailed the cost of 

impacts, resilience and adaptation, and the interdependencies of infrastructure across the 

public service sector. There is no ambiguity about the dependencies and essential nature 

of these. The literature also highlighted the continuous nature of process of critical 

infrastructure resilience and significantly identified that no matter what was undertaken to 

mitigate impact, each crisis or disaster despite the apparent infrequency, would continue 

to expose weaknesses. This is why a continuous loop system of hazard identification, risk 

management and treatment are critical for these dynamic threats.  



27 
 

The literature review sets the scene for a mixed methods approach involving qualitative 

and quantitative methods to investigate the challenges experienced by hospital managers 

in managing the core components of critical infrastructure resilience and developing these 

further to mitigate the impact of extreme weather events.  

 

2.13 CONCLUSIONS 
 

The body of research suggests that conventional prevention and contingency planning, as 

well as traditional crisis management approaches are limiting in their approach to managing 

critical infrastructure risk and resilience. Instead the literature suggests that the focus needs 

to be on the promotion of pro-active resilience, (Boin & McConnell, 2007). The capacity 

of an organisation to respond to the impact of an emergency or crisis will depend entirely 

on whether it has prepared plans in this context. Many studies have investigated critical 

infrastructure resilience and the methods for reducing or eliminating associated risks using 

various methodologies.  A large number of the studies which had been found concentrated 

on the risk associated with utilities. While there were a sizeable number of studies 

associated with infrastructural resilience in hospitals, few were associated with the impact 

of extreme weather, with the exception of papers primarily from Australia and America. 

The past few decades has seen the emergence of theory development, updated policy and 

practice, and knowledge about disaster resilient infrastructure. These will bring value to 

the development of accepted criteria for measuring infrastructural resilience which can be 

applied universally.  
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CHAPTER THREE: METHODOLOGY 
 
 

3.1 INTRODUCTION 
 

This chapter outlines the methodology used in the study to assess how Irish hospitals 

manage the core components of critical infrastructure resilience, and how these can be 

developed further to mitigate the impact of extreme weather events. The research objectives 

are outlined initially and are followed by sections outlining the research philosophy, 

approach, strategy and design. The next sections describe the research sample and the data 

collection procedures used. This is followed by a breakdown of the response rate. An 

illustration of the measures used is then provided. The ethical considerations and 

procedures for analysing the data is then described. The chapter ends with a conclusion. 

 

 

3.2 RESEARCH OBJECTIVES 
 

This research has three purposes. Firstly it will investigate how hospitals currently manage 

the core components of critical infrastructure, which for the purposes of this study are 

defined as; essential highly interconnected technological systems such as water supply, 

power supply and telecommunications. The research will investigate how hospitals might 

develop critical infrastructure management further in order to create greater resilience. 

Finally, the research will investigate if the development of this management capacity can 

mitigate the impact of extreme weather events.  

 

3.3 RESEARCH PHILOSOPHY AND APPROACH 
 

Research philosophy depends on how a researcher contemplates the development of 

knowledge, (Saunders, et al., 2019). There are two principle research paradigms: positivism 

and interpretivism, (Collins & Hussey, 2014). Positivism supports the assumption that 
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social reality is singular and objective and is not affected in any way by the investigation 

of it. Conversely, interpretivism supports the assumption that social reality exists in our 

minds, is subjective and multiple, and is affected by the act of investigating it, (Collins & 

Hussey, 2014). The positivist ontology adopted in this research is linked to a pragmatist 

epistemology. Positivism involves the use of existing theory and is supported by the use of 

structured research methodology. This will allow the replication of the same study in the 

future if required. A mixed methods, quantitative and qualitative analysis is utilised for the 

study. Figure 3-1 illustrates the research approach, (Saunders, et al., 2019). 

 

Figure 3-1: The Research Onion, taken from Saunders, Lewis and Thornhill,  

 

 

 

 

Research Approach 
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3.4 RESEARCH STRATEGY AND DESIGN 
 

Research often mistaken for gathering information and documenting facts, is in reality the 

process of collecting, analysing, and interpreting data in order to understand a phenomenon, 

(Williams, 2007). A research process is systematic since it consists of defining the 

objective, managing the data, and communicating the findings within established 

parameters. Frameworks and guidelines provide researchers with an indication of what to 

include, how to conduct the research, and what types of conclusions are probable, using 

particular methods. This research originates with a question about an area of interest, 

focusing on thoughts, management of effort and choosing the appropriate approach in 

consideration of meeting the objectives of the study. 

 

The mixed methods approach to research used in this study emerged in the mid-to-late 

1900s. The mixed methods approach to research was designed to provide researchers with 

an alternative to the belief that the quantitative and qualitative research approaches were 

incompatible and the associated methods could not be mixed. The mixed methods approach 

to research is an extension of, rather than a replacement for the quantitative and qualitative 

approaches to research, which in their own right continue to be useful and important 

independent tools. (Burke-Johnson & Onwuegbuzie, 2004, p. 20), declared research as 

having “exciting unlimited potential owing to the mixed methods approach”. 

 

Using this mixed methods approach to the research, collection and analysis of the data from 

the quantitative and qualitative approaches has been merged in the study. The numerical 

data from the quantitative research instrument has been utilised along with the qualitative 

data from the survey instrument and the separate interviews. The goal of using the mixed 

methods approach in the study was to draw from the strengths and minimize the 
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weaknesses of the quantitative and qualitative approaches. The strengths and weaknesses 

associated with the mixed methods research approach are not absolute, but relative to the 

context and manner in which the study is undertaken.  

 

Table 3-1: Strengths and Weaknesses of Mixed Methods Research 

 

Strengths Weaknesses 

Words, pictures, narrative and numbers 

are mutually compatible 

For one person, qualitative and quantitative 

research simultaneously is challenging 

Enables the generation and testing of a 

grounded theory 

Skills at appropriate mixing of methods are 

required by the researcher 

Broad and complete range of research 

questions can be used 

Purists suggest that it is more appropriate 

to work within one or other paradigm 

The strengths of one method can be used 

to overcome the weaknesses of the other 

The mixed methods approach may be more 

time consuming 

Convergence and corroboration of 

findings may offer strong evidence for a 

conclusion 

Interpretation of conflicting results may be 

challenging 

Adds insight and understanding that may 

be missed with a single method approach 

 

Enables the generalisability of results if 

required 

 

Qualitative and quantitative methods used 

together produce more complete 

knowledge 

 

  

Source: (Burke-Johnson & Onwuegbuzie, 2004). 

 

Having the ability to design the research study combining data collection and analysis from 

the quantitative and qualitative research approaches, enabled the testing and building of 

theory. The mixed methods approach provided the ability to design a single research study 

that counters any complexity between the participant’s point of view and the relationship 



32 
 

between the variables which are being measured. The extensive literature review drove the 

design of the methodology and the survey instrument. 

 

For the quantitative sampling, a survey was used. This contained fourteen questions which 

was administered using Qualtrics, a platform that focuses on collecting, organizing, and 

understanding important data. The questions were a mix of those requiring responses across 

a Likert scale, or questions where multiple responses were accepted based on experience 

or observation. Respondents had opportunities to provide narrative to substantiate or 

further explain a response. The quantitative data collected was then exported in to 

Microsoft Excel for analysis. The narrative or qualitative data was loaded to NVivo, a data 

analysis software package, which is a useful tool for the organisation and thematic analysis 

of the unstructured qualitative material from the open-ended survey questions. Undertaking 

this thematic analysis involved becoming very familiar with the data to generate initial 

codes, considering themes and re-visiting this process repeatedly to ensure consistency of 

approach, (Braun & Clarke, 2006). The survey questions are available in Appendix B. 

 

Additional qualitative research was undertaken using in-person interviews, with prompt 

questions broadly aligned to those utilised in the survey. Questions were asked in an open 

ended manner which allowed interviewees to respond with as much detail as they wished. 

There was no time limit set for the interviews. The outputs from the interviews were 

transcribed manually from a digital Dictaphone. The transcriptions were uploaded to NVivo 

and coded thematically. The interview framework is contained in Appendix C. 
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3.5 RESEARCH SAMPLE 
 

The research was conducted among professionals who work in, or engage with the Irish 

health services, and who have responsibility for, or knowledge of the management of 

critical infrastructure in hospitals. Those surveyed included: technically qualified managers 

with responsibility for the healthcare estate, clinical and administrative hospital managers 

and design team professionals, including engineers and architects. The sample included 

those with previous experience of managing critical infrastructure in the private sector. 

 

 

3.6 DATA COLLECTION 
 

The invitation to participate in the the survey was preceded by an e-mail explaining the 

research objectives and advising recipients that participation was voluntary and 

confidential. A form seeking informed consent to take part in research was attached for 

completion and return, (Appendix E). The survey was then distributed by e-mail, with a 

link to the Qualtrics platform embedded in the mail and a further reminder of the voluntary 

and confidential nature of the research. The researcher knew most of the invited 

participants professionally. A timeline for return of the survey was advised in the 

communication. Survey respondents were asked a second time to provide their informed 

consent to participate, prior to commencement of completing the on-line survey. 

Respondents were offered the opportunity to disclose their name or complete 

anonymously. 

In the letter of invitation to complete the survey, participants were advised that they may 

be selected for interview, where further informed consent to participate in the research 

would be established. Invitations to interview were extended to survey participants based 

on role, in order to capture additional qualitative data and achieve a broader opinion 

relative to the themes in the survey questions.  
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3.7 RESPONSE RATE 
 

A breakdown of the survey response rate is presented in Table 3-2. A total of sixty three 

surveys were distributed, of which forty three were completed. Three surveys were not 

included in the final analysis due to significant elements of missing data (<25% of the 

survey completed), possible due to technical issues. One survey was discounted as it was a 

duplicate. Therefore thirty nine surveys were used giving an overall response rate of 62%. 

 

Table 3-2: Survey Response Rate 

 

Category Issued Responses Unusable 

Responses 

Response 

Rate 

Sustainability/Energy 

Manager 

2 1 0 50% 

Technical Services Manager 8 4 0 50% 

Hospital Manager 5 1 0 20% 

Capital & Estates Manager 23 21 2 82% 

Design Team Professional 5 2 0 40% 

Clinical/Nursing or Other 

Health Professional 

4 2 0 50% 

Architect 6 4 0 66% 

Other 10 8 2 60% 

Overall 63 43 4 62% 

 

The response rate from general management and technical services managers in hospitals 

was lower than anticipated, however the confidence level of the researcher in the opinions 

from those who did respond to the research is high. 
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3.8 INTERVIEW RESPONSE 
 

Five survey respondents were selected and invited to participate in an interview. The 

selection process was across the spectrum of professionals who had participated in the 

survey. Three accepted the request to participate in this further research. No response was 

received from the other two who were selected. An unanticipated absence from work 

prevented one person from completing an interview at short notice. Due to time constraints 

the process then proceeded involving only two interviews. 

 

 

3.9 MEASURES AND MEASUREMENT 
 

It has been argued that the choice of research methodology is dependent on the specific 

phenomenon under investigation, rather than a commitment to a particular paradigm, 

(Krauss, 2005). The previous chapter on the literature review highlighted the intricate 

nature of hospital critical infrastructure, due to the range of services provided and the 

complexity associated with managing the facilities by multiple stakeholders across a range 

of professions. Understanding this research required interpreting responses outlining the 

practical management of the core components of critical infrastructure. It also required 

gaining an insight in to the experiences of stakeholders, not only to understand how they 

contribute to managing the core components of critical infrastructure in a hospital, but how 

they might use this experience to enhance resilience and prepare for the impact of an 

extreme weather event.  

 

The core components of critical infrastructure resilience were assessed through a series of 

survey questions. Respondents were initially asked to rate their awareness of critical 

infrastructure resilience, and this was captured on a five point Likert scale with responses 

ranging from none to very high. As a follow-up, respondents were invited to consider what 
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they would describe as the core components of critical infrastructure resilience and to detail 

this in a narrative response. Similarly, respondents were invited to rate the management of 

critical infrastructure resilience in Irish hospitals on a five point Likert scale and use 

description to explain their choice. A series of questions then sought to establish what 

measures were in place as indicators of the management of risk, emergency planning, 

communication and training for critical infrastructure resilience. All questions offered 

several choice options, with more than one selection permitted and respondents free to offer 

supporting narrative if they wished. The survey also sought to establish the extent of the 

resilience of hospital infrastructure, through a number of survey questions. The first of these 

assessed respondent’s opinions of the resistance and redundancy of critical infrastructure. 

A range of measures were presented and respondents invited to select one or more options. 

In another gauge of resilience, respondents were asked to consider how the response to 

potential impacts on critical infrastructure is assessed. A selection of measures were 

presented with respondents able to select more than one response based on their 

engagement and experience. As a final appraisal of resilience, the survey sought an 

assessment of the capacity to return to pre-incident (business as usual) capacity. 

 

In the context of the mitigation of impact to an extreme weather event, respondents were 

asked to consider based on their experience or engagement the adaptive capacity of critical 

infrastructure and the ability of a hospital to sustain or re-locate services if necessary. 

Respondents were free to offer narrative in addition to and in support of the measures 

selected. Finally, respondents were invited to reflect on how investment in critical 

infrastructure is considered for hospitals. This was in the context of responding to the 

impact of an extreme weather event on existing infrastructure, or in the design of new 

buildings to withstand such an incident.  
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The research interviews were conducted within a themed framework based on the survey 

questions. Interviewees had already undertaken the survey, and so were familiar with the 

type of information being sought. The researcher opened the line of questioning under each 

theme, offering the interviewees the prospect to develop and elaborate each topic as broadly 

as they wished. There was no time constraint for the interviews, and the average time was 

fifty four minutes. 

 

 

3.10 PILOT STUDY 
 

A simple pilot study was carried out prior to conducting the research survey. Pilot studies 

are desirable when research is being carried out using self-completed questionnaires. They 

allow a number of things to be considered by the researcher including whether the questions 

can be understood and an estimate of the length of time it will take to complete the survey, 

(Bell, et al., 2019). The pilot study was conducted with two colleagues of the researcher. 

Feedback suggested that the survey would take approximately fifteen minutes to complete. 

The pilot enabled correction of typographical errors and the suggested re-phrasing of some 

questions for ease of understanding.  

 

3.11 ETHICAL CONSIDERATIONS 
 

The Dublin City University (DCU) Research Ethics Guidelines were adhered to throughout 

this study. Prior to undertaking any research, the DCU ethics form was approved, and 

permission to carry out the research was granted. Each request to participate in the study 

was accompanied by correspondence outlining the objectives of the research. In respect of 

the survey, instructions were provided on how to complete, with a reminder of the 

voluntary nature of the process. Similarly interviewees were advised of the voluntary nature 

of the process. Participants were assured of the confidential nature of the research and given 
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the option to remain anonymous in the completion of the survey. All participants provided 

informed consent to take part in the research. Where quoted remarks from participants are 

used, these have been anonymised. The table of codes for participant quotes is in Appendix 

D. Participants were advised that the survey and data would be stored on a secure server 

accessible only through a password protected device, and in line with the General Data 

Protection Regulations. They were informed that they could access the research if they 

wished once the dissertation was completed. The DCU Business School Ethics Form is 

contained in Appendix F. 

 

 

3.12 DATA ANALYSIS 
 

The analysis of the quantitative data was undertaken using Microsoft Excel, Version 10. 

The exploration of the data was achieved using the filtering capacity of the programme. 

Outputs were then displayed in graphical format. The qualitative data was coded using the 

NVivo data analysis platform. 

 

 

3.13 CONCLUSION 
 

This chapter outlined the methodology used in this study. The research objectives were 

provided along with the reasons for choosing a positivist ontology, linked to a pragmatist 

epistemology. A rationale for choosing the mixed methods approach to the research study 

was also provided. Details of the design of the study and the procedures used for the 

collection and analysis of the data were also described. The next chapter will present the 

research findings and discussion on the study.  
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CHAPTER FOUR: FINDINGS AND DISCUSSION 
 
 

4.1 INTRODUCTION 
 

This chapter presents the research findings on how Irish hospitals manage the core 

components of critical infrastructure resilience, and how this can be developed further to 

mitigate the impact of extreme weather events. The first section outlines information 

relative to the participants in the study. Statistics and findings from the study are then 

reported in conjunction with a discussion on the various themes which emerged. Finally, a 

conclusion of the chapter is provided. 

 

 

4.2 RESEARCH OUTPUTS 
 

Chapter three outlined the methodology used in the study to assess how Irish hospitals 

manage the core components of critical infrastructure resilience. What emerged from the 

research instruments will be explored in this chapter. In line with the literature review, 

which informed the survey instrument, a number of themes emerged and were developed 

to frame the research. These included:  

 awareness, and a rating of the overall management of critical infrastructure;  

 risk management, including planning, training and engagement;  

 the extent of resilience as assessed by the resistance, redundancy and business as 

usual capacity of critical infrastructure;  

 mitigation of the impact of extreme weather events by the adaptive capacity of the 

critical infrastructure;  

 investment in existing infrastructure, or the design of new buildings to withstand 

events, such as extreme weather.  
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4.3 RESPONDENTS 
 

The research was conducted among professionals who work in, or engage with the Irish 

health services, and who have responsibility for, or knowledge of the management of 

critical infrastructure in hospitals. The response rate from general management, risk 

management and technical services managers in hospitals to the survey was lower than 

anticipated, however the confidence level of the researcher in the opinions expressed by 

those who did respond is high. As outlined in the methodology chapter, the research was 

conducted using two instruments; a survey, which captured both quantitative and 

qualitative data and interviews, which enabled further qualitative findings. A summary by 

role of the thirty-nine respondents to the survey is illustrated in Figure 4-1. 

 

Figure 4-1: Survey Respondents by Role 

 

*A Capital and Estate Manager is a senior role in the HSE with responsibility for implementation of the 

capital programme in his/her area of management control. They may also have responsibility for maintenance 

of critical infrastructure. 
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4.4 ASSESSMENT OF AWARENESS 
 

The thirty-nine respondents to the online survey were asked to rate their awareness of the 

core components of critical infrastructure resilience. Almost fifty percent (48.6%) rated 

their awareness as very high or high, while in excess of one-third (38.5%) said their 

awareness was moderate. This is illustrated in Figure 4-2 and suggests that the vast majority 

of those surveyed have a good comprehension of what constitutes the core components of 

critical infrastructure resilience. 

Figure 4-2: Survey Respondent Awareness of Critical Infrastructure Resilience 

 

 

Respondents were invited to support their answer in a follow-up question. The high-level 

outputs of this are shown in the heat map below, and will be explored more fully in this 

chapter. The coding themes for the qualitative elements of the survey are in Figure 4-4. 

The qualitative elements of interview A, are in Figure 4-5 and Figure 4-6 contains the 

qualitative elements of interview B. Both have been exported from NVivo. Interestingly 

the predominant themes in the survey are different than those in the interviews. There is a 
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business continuity and extreme weather. The interviews on the other hand focus on 

hospital resilience, critical infrastructure, building structure, maintenance, risk 

management and medical gases.  

Figure 4-3: Heat Map Illustrating Core Components of Critical Infrastructure Resilience 

 

 

Figure 4-4: Survey Coding Themes 
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Figure 4-5: Interview A – Coding Themes 

 

Figure 4-6: Interview B – Coding Themes 
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4.5 HOSPITAL STRUCTURES IN THE REPUBLIC OF IRELAND 
 

The acute hospital sector in the Republic of Ireland is composed of statutory hospitals, 

managed by the Health Service Executive (HSE) and voluntary hospitals managed 

independently. Capital and revenue budgets from the Department of Health (DOH), fund 

all hospitals. The annual ‘Letter of Determination’ from the DOH specifies what the 

funding allocation should be spent on. Ireland has forty-nine acute hospitals in total, many 

of which are small by international standards. Sixty one percent have less than two 

hundred beds, (Hennessy, et al., 2021). Acute hospitals make up almost half of the 

healthcare infrastructure in Ireland.  

Figure 4-7: Breakdown of Healthcare Estate by Percentage and Coverage 

 

Critical infrastructure is the responsibility of hospital managers. Capital and Estates is a 

central support function within the HSE. They manage the Capital Programme for all acute 

hospitals in the State, which means they coordinate the design, procurement, construction 

or installation and commissioning of buildings and equipment, before handing this over 

to hospital management or delegated representative, usually a maintenance or technical 

services manager. Capital and Estates also offer advice and support on critical 

infrastructure management. The management of maintenance in acute hospitals is a hybrid 

arrangement, which is largely historical in design and depending on geographical location. 
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This means that in some areas of the country Capital and Estates have full responsibility 

for the maintenance programme of critical infrastructure, while in other areas this is 

managed directly by the hospitals. 

Disbursement of the capital portion of the Government Health Vote and the selection of 

projects for funding is robust, transparent, follows a specific protocol and involves input 

from care groups, senior managers and the Department of Health. It also aligns with the 

Public Spending Code, (Department of Public Expenditure and Reform, 2019), to ensure 

value for money for public funds. The capital allocation is oversubscribed annually, and 

there is insufficient funding available to ensure adequate and timely investment in critical 

infrastructure. Known risks are prioritised and funded, under an infrastructural risk 

category. Where hospitals have direct responsibility for the ongoing maintenance of 

critical infrastructure, including mandatory testing or servicing, this is usually funded from 

revenue budgets. During periods of cost containment, maintenance budgets are some of 

the first to be reduced, further compounding the risk associated with ageing critical 

infrastructure, (Spence, 2004). 

Figure 4-8: Infrastructural Risk Expenditure as a Percentage of Capital Funding 
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4.6 THE VALUE OF CRITICAL INFRASTRUCTURE 
 

Defining critical infrastructure is challenging. For the purposes of this research, it may be 

categorised as; the building fabric, core mechanical and electrical infrastructure, medical 

gas systems and telecommunications. Much of the critical infrastructure in hospitals is 

unseen. In its most basic form it is a network of pipes, supporting requirements of comfort, 

hygiene, infection prevention and control or the delivery of life critical services to the 

patient. Because of these important functions it is essential to ensure that this infrastructure 

is maintained and remains resilient, (Kruk, et al., 2015), (Blanchet, et al., 2017). 

The research found that the management of critical infrastructure in Irish hospitals was 

rated as average, good or very good. This was qualified by commentary referencing known 

challenges with electrical capacity in some hospitals, and issues relating to other areas of 

infrastructure such as water or ventilation, (Hiete, et al., 2011). The standard of critical 

infrastructure was considered to be associated with the category or level of acute hospital. 

Level four hospitals, i.e. those that deliver the most complex care were in general 

considered to have the most robust critical infrastructure. However, the research also 

established this was not always the case, with examples and incidents of poor quality and 

in some cases, dangerous infrastructure in the larger acute hospitals up to recent years, 

[HOSP B] and [HOSP C]. In a Level 4 hospital, a former technical services manager 

described the infrastructure as being so bad that: 

“In one part of the hospital [HOSP A], all of the electrical load was off balance, when it 

should have been dispersed around the site, causing a risk because you had dialysis, 

theatres, intensive care, high dependency, everything, off the one switchboard, and if that 

went out the whole place was in the dark” – CEM 8. 

The management of critical infrastructure was described by a number of respondents as 

being reactionary, with no strategic planning, and an absence of integrated structures or a 
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national standardised approach to replacement or upgrade. This bears out the comment of 

another manager who stated:  

“Hospital infrastructure is never looked at until there is an incident” – MTS 3. 

The focus is often not on the management of existing critical infrastructure, but ongoing 

delivery and expansion of clinical accommodation. Construction of new acute 

accommodation is invariably on a ‘brown field’ site, i.e. there are existing buildings 

present. New structures need to integrate with this mix of accommodation, which is of 

varying generations of compatibility and standard. This poses difficulties in terms of 

disruption and the cost of upgrade, (Mirti Chand & Loosemore, 2016). Securing sufficient 

funding for necessary infrastructure upgrade or replacement work is of itself challenging, 

delivering it in a manner that causes least disruption to service delivery is equally testing. 

There is little capacity to close acute beds in any hospital group due to the significant 

challenges with occupancy, which is on average ninety three percent. According to 

international best practice, a clinically safe occupancy level is eighty five percent. The 

number of acute beds per one thousand population has remained at three since 2009, below 

the European average of 4.82 per thousand inhabitants. This therefore means that the 

exigencies of the service will always take priority, and the consequences of that may mean 

that infrastructural work is deferred until it is no longer practicable to do so, or until an 

incident occurs. Commentary based on experience from a design team professional and an 

architect indicate that there are systemic issues relating to the management of critical 

infrastructure in Irish hospitals. 

“The lack of investment over decades has resulted in critical failures in infrastructure, 

with little or no resilience built in, and these [sic] systems sometimes being retrofitted in 

to existing facilities” – DTP 1. 
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“In relation to the large established hospitals, the mixture of accommodation and systems 

of varying generations, compatibility and standards poses difficulties in terms of 

disruption and cost for wholesale upgrade and improvement” – ARC 1. 

 

Figure 4-9: Occupancy Levels in Acute Hospital’s vs EU Average 1985-2018 

 

Source: (Hennessy, et al., 2021, p. 30) 

 

4.7 COMPONENT 1: ELECTRICAL INFRASTRUCTURE 
 

The electrical infrastructure of hospitals featured prominently during the research. 

Respondents indicated that without electrical capacity and resilience, an acute hospital 

would not function effectively or safely, (Hiete, et al., 2011). This electrical infrastructure 

comprises the high voltage supplied to the hospital site by the network provider, the 

transformers used to bring this high voltage to a useable supply and the electrical boards 

distributing the power. Variously, the research found that one or all of these elements were 

in use long after their expected life cycle, (Ariyo, et al., 2005), (Hiete, et al., 2011), (Hassall, 

et al., 2014), (Achour, et al., 2014), (Champagne & Aktas, 2016). Additionally, the approach 

to maintaining electrical infrastructure was at best un-coordinated and at worst, described 

as sporadic or intermittent, sometimes prompted by an incident or event.  
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The research also found that load capacity in some hospitals is challenged due to the 

growing demand for services, especially those with high power requirements. This is not 

matched by investment in supporting critical infrastructure. Often there is pressure to 

commence a service due to waiting list demands or political insistence, and the risk 

associated with the supporting critical infrastructure is not considered, (Carthey, et al., 

2009), (Mirti Chand & Loosemore, 2016). 

Respondents recognised it sometimes took a critical electrical incident to provide funding 

to undertake upgrade work. Examples were given of electrical outages in a Level 4 and a 

Level 3 hospital in recent years, [HOSP A and HOSP D]. While the root cause of these 

occurrences were different, the criticality associated with the loss of electrical 

infrastructure posed significant patient risk as well as disruption to services, (Achour & 

Price, 2010), (Achour, et al., 2014). The additional funding was sourced immediately to 

effect the necessary remedial work, most likely at the expense of another project. The 

outcome of one incident led to a changed protocol for the networked supply of electricity 

to hospitals.  

“At the time we had only one source of electrical supply to the site, [HOSP A]. The power 

went off one day, and a whole wing of the hospital went out [sic]. We checked and once 

we knew the fault was not on our side we were in touch with the ESB. They worked as hard 

and as fast as they could to get us back, but they had a problem in a sub-station. Since 

then, there are two different sources of supply coming in to the hospital” – CEM 8.  

It was acknowledged during the reference to this incident that all acute hospitals do receive 

highest priority from the network provider in the event of a critical incident. 

4.7.1 ELECTRICAL BACK-UP 

 

The survey and in particular the interviews, emphasised the importance of having 

automated electrical back up with options. Usually, this is provided in two ways: by diesel 
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generators and by a large room of batteries referred to, as an uninterruptible power supply 

(UPS). Within most acute hospitals, there is more than one generator, with one piece of 

equipment acting as stand-by. Similarly, there are UPS systems available to enable critical 

equipment remain functioning for extended periods. Generators were identified as 

potential concerns or at risk due to being under-sized for the expected load, or described 

as not maintained to the requisite standard, (Hiete, et al., 2011), (Achour, et al., 2014), 

(Prudenzi, et al., 2017). The recognised maintenance standard to be followed in Ireland is 

the Services and Facilities Group, SFG20, (Services and Facilities Group, SFG, 2021). 

“Systems need to be user friendly also, automated where possible, with a multiplicity of 

options available to ensure flexibility” – DTP 1. 

 

4.7.2 ELECTRICAL REDUNDANCY 
 

During the interviews, it became apparent that the design teams who work with the HSE 

were motivated to provide the very best electrical design available. However, it also 

transpired that on almost every occasion the proposed design of critical electrical 

infrastructure, including any redundancy, was reviewed due to the available budget. 

Opportunities to engineer for potential faults, system redundancy or to design for increased 

future load, may be compromised by the necessity to deliver within budget for the project 

in hand. Most critical infrastructure is therefore being designed and constructed in 

accordance with today’s standards and associated with the building use and size it will 

support immediately and not with a view to any additional accommodation on the campus 

or any potential change of use, (Carthey, et al., 2009) (Balbus, et al., 2016). A design team 

professional commented that: 

“Budgeting costs may prevent full resilience on critical electrical infrastructure for a 

back-up generator, or even primary supply N+1 on transformers” – DTP 2.  
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4.8 COMPONENT 2: MECHANICAL INFRASTRUCTURE 
 

While not highlighted within the survey or during the interviews with the same degree of 

emphasis as the electrical infrastructure, the criticality of mechanical services was 

determined as highly important. Mechanical services include; safe water supplies, 

adequate ventilation and robust wastewater and sanitary services. Many of these also 

depend on electrical supply to support their functioning including, water pumps, cooling 

systems and specific pieces of medical equipment such as dialysis, and fluoroscopy, 

(Achour, et al., 2014). 

The consensus was that most ventilation plant in use was designed to function at a level 

that could cope with temperatures occurring in Ireland, was not at risk of malfunctioning, 

and therefore operated in accordance with manufacturer’s standards. Concerns highlighted 

did include the management and upgrading of equipment supporting air exchanges in 

theatres or clean rooms, where the requirement for infection prevention and control was 

critical. One interviewee who had experience of working in the pharmaceutical industry 

believed that: 

“The approach to managing aseptic environments within healthcare required the adoption 

of protocols long standard in the pharmaceutical industry. This includes a system that is 

standardised, understood by all and implemented in the same way no matter where you 

are” – CEM 8. 

By far the biggest potential mechanical risk identified was water quality. In particular, the 

potential for Legionella bacteria in water systems, (Achour & Price, 2010). A large 

proportion of hospital accommodation are older buildings. Many of these have had 

additions over the years, compromising the mechanical infrastructure. Pipework referred 

to, as ‘dead legs’ are one of the biggest potential risks to water quality. A ‘dead leg’ is a 

section of pipework that is either completely unused or has very little flow running 
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through, including isolated branch lines, pipe sections with closed valves and pipes with 

one end capped. This leads to stagnation because the water that flows through the rest of 

the pipework does not stir the water that traps in the ‘dead leg’. Another significant risk 

was water temperatures within systems. Hot water should leave any piped system at a 

minimum of sixty degrees Celsius, before cooling to a non-scald temperature by a 

thermostatic mixing valve at the sink outlet, to forty-three degrees maximum. Incoming 

and stored water should be at less than twenty degrees Celsius at all times. These are 

necessary controls to prevent the growth of Legionella bacteria. Significant investment 

has been made to improving water quality, including mandatory testing and cleaning of 

water storage tanks to standards, (Health Protection Surveillance Centre, 2015). However, 

a number of respondents indicated this was still an area of high risk, requiring consistent 

attention because of the ageing infrastructure of the hospital estate. One Capital and 

Estates manager stated that: 

“We don’t have enough regimes in place to consistently ensure that the water in the tanks 

that then comes out of the shower heads or taps is actually clean, fresh water” – CEM 1.   

Protocols based on international standards, the influence of infection prevention and 

control professionals in hospitals and the Health Information and Quality Authority regime 

of inspections has advanced significant improvement over the last ten years, (Mirti Chand 

& Loosemore, 2016). In addition, mandatory insurance requirements were viewed as 

supporting progress to improve critical water infrastructure resilience. 

Section 4.5 referenced the allocation of funding to manage critical infrastructure and the 

challenges associated with this, given the scale of requirements. Figure 4-10 shows a 

profile of major and minor infrastructural risk expenditure between 2015 and 2021. While 

the overall allocation has incrementally increased, the vast majority of this has been on 
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smaller projects. The graphed line evidences this for the minor capital spend. A minor 

capital project is any project up to the value of €500k. The reality of this approach is that 

a series of expensive sticking plasters are being applied to an ageing healthcare estate, 

some of which is becoming quite dilapidated. 

Figure 4-10: Major and Minor Capital Projects Expenditure 2016-2021 

 

 

There are nine hospitals in Ireland delivering complex acute care. Five of these are located 

in the most concentrated centre of population; with the remaining five are dispersed 

geographically in other high population hubs. Figure 4-11 illustrates the expenditure among 

the Level 4 hospitals for infrastructural risk. When compared with Figure 4-10, it is 

observed that these nine hospitals received fifty percent of all available funding for 

infrastructural risk. The remaining twenty million was dispersed among the other forty 

hospitals. In the absence of data on individual hospital allocations, this would average 

approximately €83k per hospital per annum. This is wholly inadequate to ameliorate risk 

associated with critical infrastructure. 
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Table 4-1: Level 4 Hospitals in Ireland 

Level 4 Hospitals 

University Hospital Galway 

Cork University Hospital 

University Hospital Limerick 

University Hospital Waterford 

St. James’ Hospital, Dublin 

Beaumont Hospital, Dublin 

St. Vincent’s Hospital, Dublin 

Mater Misericordiae University Hospital, Dublin 

Tallaght University Hospital, Dublin 

 

 

Figure 4-11: Level 4 Hospitals Major and Minor Capital Projects Expenditure 2016-2021 
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absence of a second independent supply unit, enabling switchover in the event of a fault, 

and insecurity in terms of storage. One former maintenance and technical services 

manager described the challenge: 

“The arrangements I wanted for the new development was a second oxygen unit, and a 

ring around the site [HOSP A], so that at any stage I could isolate one and I could utilise 

the second unit, but that never happened and that was down to cost I gathered afterwards” 

– CEM 8 

The importance of medical gas stability was evidenced referencing COVID-19. As the 

emergency phase of the pandemic unfolded, scenes from Italian hospitals were recalled 

where medical professionals determined which patients received oxygen because of the 

issues of demand over supply, and why this could not happen in Ireland.  

“The recent pandemic highlighted a huge problem within the Irish healthcare system. Our 

medical gas systems were grossly undersized to meet the COVID-19 emergency crisis that 

was evolving” – CEM 1. 

If COVID-19 levels reached those observed in other countries, it was apparent that hospitals 

in Ireland would not cope. Ireland has two hundred and eighty intensive care (ICU) beds, 

with an additional seventy beds designated as surge capacity in the event of a sudden 

increase in ICU requirements, (Hennessy, et al., 2021). Prior to the pandemic, increasing 

critical care capacity was already a priority for the HSE and Government. However, 

additional critical care beds could not be delivered in the volumes potentially needed at the 

speed necessary, so other measures were required to enhance medical gas infrastructure and 

resilience. While efforts were made by everyone to ‘flatten the curve’, Capital and Estates 

worked with the Department of Health, hospital groups and external experts to bring oxygen 

to as many acute beds as possible. An investment of €14.1 million was made in medical gas 

infrastructure by redesigning systems to create resilience in Level 4 and Level 3 hospitals 
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in 2020 and 2021. During the interviews, the researcher raised the fact that the risk was 

known to the HSE long before the onset of the pandemic. The response was:  

“The ‘odds’ were so low of every bed in every hospital requiring oxygen simultaneously, 

that the risk was considered negligible, and funding was allocated to other priority 

projects over the years” – CEM 1.  

This is at variance with the identification by the HSE of the likelihood of a pandemic 

occurring, which had been recorded as a potential risk for some time. It may well 

demonstrate disconnection between constituent parts of the organisation. The risks 

emanating from a pandemic, such as the potential for requiring critical infrastructure to 

provide simultaneous oxygen therapy for respiratory support could not have been known 

with certainty.  

4.10 COMPONENT 4: INFORMATION COMMUNICATION TECHNOLOGY 
 

Respondents to the survey highlighted robust information communication technology as 

critical. Post the Conti Cyber-attack on the HSE in 2021, the requirement to ensure 

resilience of ICT systems and networks was identified as critical, (PwC, 2021). This was 

mentioned specifically in the context of patient safety and seamless service delivery.  

 “The use of technology within hospitals has increased rapidly over the last twenty years. 

The requirement for secure power and ICT networks to provide a more resilient service is 

essential” – OPS 2. 

In 2021, the HSE had a combined revenue and capital budget of nearly €22 billion, which 

included an ICT operating budget of €82 million and an ICT capital budget of €120 

million (including €25 million for COVID-19 related capital spend). The HSE is currently 

estimating its ICT operating budget will double over the next two years, with a more 

modest increase expected in capital. It is clear that it will require a very significant 

investment on an immediate and sustained basis to support technical infrastructure, and 
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not just from terrorist ransomware attacks. The HSE will need to develop an investment 

case for a remediation programme to ensure that strategically and tactically it has a well-

resourced plan, against which funding will need to be secured and progress tracked. This 

will be a complex undertaking and will need to be highly integrated with existing project 

delivery and business as usual operations.  

 

4.11 COMPONENT 5: BUILDING FABRIC 
 

Other elements of critical infrastructure were identified, including the necessity for 

insulation and the integrity of roofed areas. The maintenance and management of these 

elements were highlighted as appropriate areas of focus to ensure that the ‘nuisance factor’ 

of a leaking roof for example, was not the cause of suspending a service, or closing a 

hospital ward. 

Incidentally, this component of critical infrastructure was also highlighted in the research 

as one which could be impacted by an extreme weather event. High winds and heavy 

rainfall were identified as potential causes of damage, but was qualified by the 

commentary that this was not a common occurrence. Notwithstanding the age of many of 

the buildings, damage like this and the associated disruption occurred when standard 

maintenance, regular roof conservation or repairs were neglected, (McDaniels, et al., 

2008).   

4.12 THE IMPORTANCE OF MAINTENANCE 
 

The HSE approach to the provision of maintenance services is not standardised. For most 

of the estate management there is separation of accountability, with Capital and Estates 

responsible for the delivery of capital projects and operational services responsible for 

ongoing maintenance. As referenced in section 4.5, in some geographical areas, there is a 
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hybrid arrangement, which is largely historical. This inconsistent approach presents a 

challenge to the HSE in ensuring that maintenance receives the focus it should consistently 

and universally.   

The absence of a unified, consistent approach is also inhibiting the adoption of a common 

framework for maintenance operations.  Recent HSE condition surveys have highlighted 

that the rate of degradation is outstripping the current level of maintenance investment, 

resulting in a deteriorating estate, (Health Service Executive (A), 2022). A more strategic 

and system wide approach is required to ensure a balance between current and capital 

expenditure, to ensure adequate levels of maintenance funding and to establish a formal 

and consistent approach to strategic investment. To meet environmental and legislative 

requirements, a data driven, evidence based approach to management and development of 

critical infrastructure is needed, (Barasa, et al., 2018). This will create a more flexible and 

adaptable infrastructure, resilient to emergencies such as extreme weather, (Carthey, et al., 

2009), (Achour & Price, 2010), (Bostick, et al., 2018). 

It was not surprising that maintenance featured strongly within the research as one of the 

most important tasks associated with critical infrastructure resilience. Specifically, a 

proactive, planned preventative maintenance (PPM) programme was seen as essential, if 

critical infrastructure within hospitals was to remain resilient, (Services and Facilities 

Group, SFG, 2021). An interviewee described the sustainability of critical infrastructure 

in the following terms: 

“Often the management of systems [sic] is due to experienced staff. This does not 

necessarily mean that the systems themselves are appropriate or up to date” – CEM 1. 

From the perspective of those with responsibility for maintaining the critical infrastructure 

the following commentary emerged: 
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“Preparedness is key, with comprehensive contracts in place. Full PPM carried out on all 

critical and supporting stand-by equipment should be the norm to ensure continuity of 

service” – MTS 2. 

Many respondents conceded that there are very few appropriate PPM systems in place. 

The absence of a PPM programme may be responsible for shortening the life span of 

critical equipment and infrastructure, and missed opportunities to identify and mitigate 

risk, (Seltenrich, 2018). Other benefits include the ability to save money in the longer 

term, and reduce insurance premiums, providing the PPM is conforming to a standard such 

as SFG 20. From the perspective of a design team professional, the comment below should 

be seen in the context of the availability of funding and the knowledge and experience of 

hospital technical staff, both of which will be explored further in this chapter. 

“Depending on the hospital concerned and the facilities [sic] manager, the management 

of critical infrastructure can vary from very good to low” – DTP 2 

Measurements of resistance and redundancy are represented in Figures 4-12, where the 

opinion of respondents to specific questions is captured. These focused on regular 

assessment for failure and establishing if a regime of regular maintenance was in place. 

There are obvious weaknesses displayed on both counts. 
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Figure 4-12: Measures of Resistance and Redundancy - Maintenance 

 

In Figure 4-13 below, the focus is on whether there are asset back-up arrangements in 

place, and if the critical infrastructure could be sustained for extended periods following 

an incident such as an extreme weather event.  

Figure 4-13: Measures of Resistance and Redundancy – Asset Back-up and Stability 
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The confidence levels in a comprehensive and sustainable system of asset back up was in 

doubt since outputs indicate shortfalls and a capability to continue operations over an 

extended period. These are key supports for maintaining operations, (Carthey, et al., 2009), 

(Achour & Price, 2010), (Prudenzi, et al., 2017).  

Allied to the requirement to follow a PPM standard was the identified necessity to have 

relevant expertise in place. The research identified a deficit in some hospitals of 

appropriate expertise. It was emphasised that hospital technical services management was 

a challenging role, one that required diverse knowledge and broad experience. It was 

suggested that many of those occupying positions as lead for hospital technical services 

had progressed through the maintenance trades in hospitals. It was suggested that this level 

of expertise may be insufficient and a wider industry knowledge required, particularly in 

larger hospitals with more complex systems. It was considered a potential indicator as to 

the reason many hospitals respond in a reactive rather than pro-active manner to the 

management of critical infrastructure, (Balbus, et al., 2016), (Barasa, et al., 2018).  

“Resourcing, lack of knowledge and testing are a concern” – CEM 2. 

“You need someone who has been out and about in industry and who is able to see where 

the complications are.  It’s all about good planning, and having the right people in place” 

– CEM 8. 

As a countermeasure to this deficit, a suggestion emerged from the interviews to consider 

resourcing Level 4 and Level 3 hospitals as vacancies emerge, with qualified and 

appropriately experienced engineers, to manage critical infrastructure. An alternate 

suggestion was the appointment of a role to support existing technical services and 

maintenance managers, which was described as an ‘authorised person’, (Barasa, et al., 

2018). This was considered as a potential cost saving measure in the longer term, and more 
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likely to contribute to the management of risk. Specific areas where this role could have 

an immediate impact and provide direct support included, oversight of adaptations, 

decision making on the capacity of existing infrastructure and the monitoring of PPM 

standards. 

4.13 EXTREME WEATHER EVENTS AND INFLUENCE ON DESIGN 
 

The survey featured several questions concerning the impact of extreme weather events 

on the resistance, redundancy and adaptive capacity of critical infrastructure. As 

articulated previously in the observations relating to ventilation equipment, most critical 

infrastructure was considered capable of with-standing variations in temperature or the 

extremes of weather received in Ireland, in line with the design standards, (Champagne & 

Aktas, 2016), (Mirti Chand & Loosemore, 2016). The interview participants did not 

consider that Ireland was exposed to consistent extremes of weather, but rather that it was 

occasionally prone to an extreme event, (Oven, et al., 2012), (Paterson, et al., 2014).  

Figure 4-14 shows only a quarter of those surveyed believed that design standards took in 

to account safety related to extreme weather events, (Bosher, et al., 2007). This was a pre-

cursor to the commentary below that Ireland does not have extremes of weather.  

“A lot of the systems are designed to be able to withstand weather events within certain 

parameters, so in Ireland you could have the sort of temperatures of maybe at most -5 to        

-8 o C somewhere up to mid-30’s so the systems are designed to withstand or cooperate 

with those parameters” – CEM 1. 
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Figure 4-14: Measures of Resistance and Redundancy – Design Standards 
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the risk also, (Department of Defence, 2019). Flood risk was also described as one of the 

biggest cost drivers for insurance premiums, (Oven, et al., 2012), (Seltenrich, 2018). 

This led the researcher during the interviews to raise the flooding incidents at Letterkenny 

University Hospital in 2013 and 2014. This was raised in the context of locating critical 

services and supporting infrastructure in locations other than basement or at ground floor 

level, due to the potential for flooding. The incidents in Letterkenny University Hospital 

closed the Emergency Department and disrupted hospital services on two separate 

occasions. The first, caused by severe rainfall and an unmaintained storm drain, occurred 

three weeks after commissioning the new facility. The official investigative report in to 

the cause of these events is not yet published. The question of whether it is possible to 

identify all known risks ahead of time was also considered, (Boin & McConnell, 2007), 

(Curtis, et al., 2017). The interview responses had mixed views of the appropriateness of 

using basement space for critical plant and equipment, with convincing arguments for and 

against. While cost of basement construction was considered a multiple of cost at other 

levels of a building, it is generally proven weatherproof and more accessible, (Achour & 

Price, 2010), (Oven, et al., 2012). Critical infrastructure located in basements tends to be 

at a level 1.2 metres above the ground. The supposition being that the basement may flood, 

but the equipment will be safe. Additionally, the preferred location by architects and 

planners for critical infrastructure is not on the outer façade of a building, but in a location 

obscured for aesthetic reasons.  

4.14 CLIMATE ACTION, NET ZERO CARBON AND RESILIENCE 
 

The HSE is focused on the achievement of Net Zero Carbon by 2050. This is to comply 

with the Government Climate Action and Low Carbon Development (Amendment) Bill, 

2021. HSE Capital and Estates is engaged in shallow and deep retrofit programmes in 
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conjunction with the Sustainable Energy Authority of Ireland (SEAI). Investment in these 

programmes since 2016 is €16.14 million, and is projected to increase in the future. The 

vast majority of the funding is sourced directly from the SEAI and ring-fenced for agreed 

projects such as the shallow and deep retrofit programmes and other initiatives including 

establishment of energy teams, training and awareness in energy and waste management 

for non-technical staff. 

Figure 4-15: Climate Action and Sustainability Investment 2019-2021 

 

Actual Spend for 2021 will not be known until Q3. 2022 when SEAI report. 

The research established that this focus was appropriate, but that there was a related 

opportunity to prepare for weather related disasters as part of any retrofit solution and 
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infrastructure installations either. Consequently, any upgrading of systems will lag by 

several years, (Oven, et al., 2012), (Seltenrich, 2018).  

 “Yes, we are designing buildings that are future proofed and taking into account climate 

change, because that has been introduced in the legislation. The real issue is that the HSE 

has over five thousand buildings to consider. New buildings coming on line will be 

designed to cater for climate change etc., and be carbon neutral, but existing stock can 

never achieve that. It can be retrofitted and you can bring them [sic] as close as possible 

to being able to accommodate climate change targets and various different extreme 

weather events, but it would not be possible to retrofit the old stock to such an extent where 

it meets all required standards.  It will never achieve that” – CEM 1.   

Respondents accepted that these retrofit programmes would support the resilience of 

critical infrastructure, but cautioned that the attainment of net zero carbon could never be 

achieved in older buildings, so the aim is to reach near zero carbon, (Ariyo, et al., 2005), 

(Paterson, et al., 2014), (Champagne & Aktas, 2016), (Health Service Executive (B), 

2022). Considering that some of the acute hospital stock is upwards of one hundred years 

old, it is anticipated that the management of ageing infrastructure will be a challenge for 

many future decades, (Health Service Executive (A), 2022). 

4.15 EXTREME WEATHER INCIDENT PLANNING 
 

The research sought to establish how critical infrastructure resilience was planned, 

communicated and executed. This was in the context of the potential for an extreme 

weather event. The survey found that specific extreme weather related risk identification 

and mitigation methods were in place, and included in local response plans at some 

locations, (Mirti Chand & Loosemore, 2015), (Balbus, et al., 2016). Although the graph 

below indicates that extreme weather risk management was highlighted in emergency 

plans, only twelve percent of respondents agreed that training relative to extreme weather 

related risks occurred, (McGeorge, et al., 2011), (Nuzzo, et al., 2019).  
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“I am aware critical infrastructure resilience is on the risk register, however planning, 

training or engagement is either on an ad-hoc basis or non-existent” – MTS 4. 

 “More training available to staff to identify all risks, greater engagement between Capital 

and Estates and local managers with more emphasis on future planning” – MTS 5. 

 

Figure 4-16: Management of Risk Associated with Extreme Weather 

 

“From a consultancy view, I have yet to come across any risk management or planning 
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supported the argument for a coordinated regional or national response, (Curtis, et al., 

2017) . 

4.16 EMERGENCY MANAGEMENT 

 

It was not surprising that the research indicated the requirement for emergency response 

plans and trained personnel at hospital level to activate these, should they be required. 

This did not infer that such plans and response are not in place in some locations already. 

Some of the respondents acknowledged Major Emergency Plans and risk registers and 

contributing to these. However, it may well have suggested that the integration helpful to 

the delivery of these plans is absent, (McGeorge, et al., 2011), (Mirti Chand & Loosemore, 

2015). One respondent described the situation as: 

“Not very integrated, and better characterised as fragmented and siloesque. There is a 

critical requirement for leadership and development of complementary, less formal 

networks to aid responsiveness to situations associated with resilience” – CNO 1. 

As a countermeasure to this, a system of joint exercising and cross boundary working was 

considered opportune to promote learning and manage future emergencies, (Mirti Chand 

& Loosemore, 2013), (Mirti Chand & Loosemore, 2016). The research also identified 

disconnectedness between the collation and management of a Major Emergency Plan 

(MEP) and an emergency event involving critical infrastructure. The MEP, in a hospital 

context tends to focus on a medical emergency that affects the emergency department and 

in turn places pressure on hospital capacity from a patient management perspective. The 

requirement to examine a critical infrastructure incident using the MEP framework was 

considered appropriate, given the potential for it to have a similarly disruptive impact, 

(Framework for Major Emergency Management, 2006). Respondents indicated that in 

general this is not the universal approach presently.  



69 
 

4.17 NATIONAL EMERGENCY MANAGEMENT FUNCTION 

 

The HSE National Emergency Management (NEM) function works at a national and 

regional level with all services and on an inter-agency basis, to ensure that appropriate 

emergency plans are developed, updated and tested as required. The research highlighted 

the lack of an organisation wide strategy to manage emergencies associated with critical 

infrastructure, (Mirti Chand & Loosemore, 2016). Examples provided concerned the 

capacity or willingness of one hospital group to support another in the event of a crisis by 

sharing resources where appropriate, or other contingency arrangements such as limiting a 

particular service during a crisis, (Loosemore, et al., 2011). Respondents stated current 

arrangements either were on an ad-hoc basis or were not widely known.  

“In my view a better focus on improving services and relationships in everyday working 

will enable an optimal joint response in the event of a crisis” – CNO 1. 

The linkages to the NEM function were also queried, with some respondents stating that 

they did not understand what, if any role, this office had in the management of critical 

infrastructure resilience.  Respondents believed that the NEM function was only there to 

create policy, which seemed to happen without any reference to those with responsibility 

for maintaining critical infrastructure.  

“Linkages through, to and from emergency management team, and adherence to policy 

and objective setting, nationally and regionally” – CEM 3. 

Others suggested that the NEM function could facilitate the coordination, integration and 

standardisation of planning and response for incidents influencing critical infrastructure 

resilience. The role of the NEM in providing advice and communication in relation to 

severe weather was acknowledged. However, the relationship between this advice and the 
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management of critical infrastructure at local level during such events was not understood. 

One respondent suggested that: 

“Planning for infrastructure resilience needs to be considered more centrally. Consistent 

plans need to be developed for all facilities and not just left to hospital managers who have 

a whole myriad of other risks to consider” – OPS 2. 

Severe weather warnings that issue from the NEM function are based on advice given by 

Met Éireann or the National Emergency Coordination Group. Capital and Estates or 

hospital technical services managers endeavour to support preparation for potential 

extreme weather events, but not in any coordinated manner.  

The research also suggested a role for the NEM function in collating critical infrastructure 

incidents, facilitating hospitals with the root cause analysis process, developing protocols 

in conjunction with Capital and Estates and enabling shared learning from such events. 

While the National Incident Management System is rolled out across the HSE, respondents 

suggested it was unlikely that incidents relating to critical infrastructure resilience would 

be recorded on this system, mainly due to the profile these incidents receive at hospital 

Executive Management Team level, (McDaniels, et al., 2008), (Mirti Chand & Loosemore, 

2016). It was accepted that clinical risk received a much higher level of focus and noted 

that organisational structures regionally or nationally do not facilitate an integrated 

approach between hospital groups and Capital and Estates.   

“There is scope for more learning from critical infrastructure incidents that occur. These 

may not appear on the NIMS, and their reviews may be less systematic” – CEM 4. 
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4.18 GOVERNANCE 
 

During the course of the interviews, governance in the form of good leadership and 

decision-making emerged as particularly important, (Cutter, et al., 2013). It was 

acknowledged that the management of clinical risk is fundamental, but there must be a 

focus on the potential ‘unseen’ risk associated with critical infrastructure, (Loosemore & 

Mirti Chand, 2016). Technical managers provided examples of hospital management 

planning and agreeing to introduce new services, without considering the implication for 

the existing critical infrastructure. Invariably, the cost of developing these services is 

calculated without reference to the requirements to upgrade existing critical infrastructure. 

It would not be unusual for the technical services manager not to be consulted during the 

process of planning and agreeing to new clinical services, but instead advised after the 

commitment or decision was made.  

Those with experience of working in the public and private sector drew comparisons.  

They described governance arrangements as different, because the culture was different, 

(Barasa, et al., 2018). Within industry, there was little tolerance for an absence of risk 

planning or management because of sectoral competition and financial stability. Within 

the public sector, it was considered that lines of responsibility were less clear in the 

planning and management of infrastructural risk, with an absence of role clarity, leadership 

and strategic planning, (Mirti Chand & Loosemore, 2015), (Barasa, et al., 2018). There 

was a general acknowledgement that management were aware of the shortcomings, but at 

a superficially high level. One respondent suggested that: 

“There are so many competing demands on hospital management. Often those in senior 

management do not have the knowledge or expertise to understand what are critical 

infrastructure items, or how they should be managed or maintained” – OPS 1. 
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This comment highlights the pressures experienced by hospital managers in the daily 

delivery of acute healthcare, where the focus is on patient experience times, clinical safety 

and budgets. Critical infrastructure is not always a priority, (Mirti Chand & Loosemore, 

2016). 

The survey responses also highlighted the requirement for joint agency collaboration, both 

within the health service and with external partner agencies, to enable more proactive and 

effective planning, (Hiete, et al., 2011), (Kruk, et al., 2015), (Blanchet, et al., 2017). Figure 

4-17 illustrates the findings associated with communication and training for critical 

infrastructure resilience. A quarter of survey respondents confirmed that internal 

communication and information sharing occurred in relation to critical infrastructure 

resilience, but this was considered to be within departments and not cross departmentally. 

About the same number confirmed communication with external stakeholders. It is evident 

from the data that there was a deficit in communications, both internally and with relevant 

external stakeholders, (Boin & McConnell, 2007), (Bosher, et al., 2007). This was 

corroborated by respondent commentary: 

“There should be a common approach to risk management, planning training and 

engagement across all areas of the health service” – MTS 3 

“Funding needs to be made available for training” – DTP 1 

“In a lot of the hospitals I would say they are just fire-fighting and if something breaks 

down they’ll look and see what happened and maybe it won’t happen again. I would say 

you should be doing analysis as to whether it will happen, and that should be sent out to 

all hospitals because it’s probably not unique and colleagues need to know about it, and 

action taken” – CEM 8. 

“Critical infrastructure resilience responsibilities seem to fall to multiple people, where it 

possibly should be a dedicated responsibility” – CEM 2 
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Figure 4-17: Communication and Training for Critical Infrastructure Resilience 
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Figure 4-18: Management of Risk for Critical Infrastructure Resilience 
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temporary arrangements (such as generator power), rather than an integrated business 

continuity plan involving key stakeholders across the spectrum of hospital management, 

(Achour & Price, 2010). Some participants identified business continuity planning as a 

necessary requirement to increase the effectiveness of response and speed of recovery. The 

caveat was that these were of little value unless reviewed regularly, (McConnell & 

Drennan, 2006), (Carthey, et al., 2009), (International Organisation for Standardisation, 

2020).  

“Plans [sic] exist, but are not prioritised or updated sufficiently, or communicated 

effectively” – CEM 5 

As with all plans, there will be multiple constraints and barriers, which may influence 

delivery. Even the best executed business continuity plans tend to be susceptible to a 

number of external ‘shocks’, such as pandemics, climate change and financial down-turns, 

not all of which are within the full scope of the HSE. The graphic below illustrates where 

the emphasis should be for an effective systematic approach to business continuity 

management in a hospital setting, (Hatton, et al., 2016).  
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Figure 4-19: Emphasis in the Application of Business Continuity Management 

  

Designed with reference to (Hatton, et al., 2016). 

4.21 FUNDING AND INVESTMENT 
 

“I have never met an architect who didn’t want to design the Taj Mahal” - CEM 1. 

This quotation was from an interviewee who described the ‘gold standard’ for buildings 

specified by appointed design teams. In most scenario’s, due to budget constraints, a 

balance was required between cost and functionality of the building, (Champagne & 

Aktas, 2016). This invariably required a paring back of the design and potential 

redundancy in order to come within budget. The expression, “I would rather be looking at 

it, that looking for it” – DTP 1, CEM 8, was used by respondents in the context of 

redundancy. It was firmly established during the interviews that though initially more 

expensive, ultimately it is cheaper to design and implement at the outset, than to do it later 

when a building is operational. This is for reasons of construction inflation and service 

disruption, (Carthey, et al., 2009), (Health Service Executive (A), 2022). 
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“It is it cheaper to design it in in the first place rather than trying to retro-fit something 

or try to do it in an emergency situation.  That sort of leads onto a question well why isn’t 

it done all the time then if it is cheaper to do it that way. The simple answer to that is again 

budget constraints dictate that it is not always possible to be able to design the ideal or 

the Rolls Royce of systems at the very outset” – CEM 1.  

Adequate resourcing was described as a significant constraint by most of those 

participating in the research. Whether this was for new build design, retrofitting of existing 

buildings to bring critical infrastructure to a standard or for basic maintenance, there was 

insufficient funding. Years of inadequate investment in critical infrastructure resilience, 

even in the Level 4 hospitals, meant systems are outmoded, (Carthey, et al., 2009). Minor 

capital expenditure for the last two years by hospital group is shown below. Excluding 

Children’s Health Ireland, the average allocation per hospital group in 2020 was €14.2 

million. This decreased to €13.9 million in 2021. These figures should be viewed in the 

context of table 4-2 below.  

Figure 4-20: Minor Capital Expenditure by Hospital Group 2020 and 2021 

 

As referred to in section 4.5, minor capital is the vehicle used to fund identified 
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requirements over the next five years for acute hospitals.  The first year indicates a required 

capital spend in the range of €283-€318 million. The estimated required spend over the 

five-year period is circa €480-€541 million. At this level of investment, the indicative 

funding would not keep pace with the requirements, resulting in an ever-deteriorating 

estate. Unaddressed minor maintenance requirements tend to increase significantly, as 

deterioration in the structure accelerates. This results in more costly options such as 

replacement of components or the entire building. This is a more risk laden and less 

economical approach than on-going maintenance and repair.  

 

Table 4-2: Risk Adjusted View of Minor Capital Requirements for Acute Hospitals 

Rating  Year 0 (€m) Year 1 (€m) Year 2 (€m) Year 3 (€m) Year 4 (€m) Totals (€m) 

Lower Upper Lower Upper Lower Upper Lower Upper Lower Upper Lower Upper 

Low 35 39 12 13.5 17 19 7 8 10 12 81 92 

Moderate 144 162 20 22 41 46 23 26 29.5 33.5 258 290 

Significant 77 87 11 12 6.5 7.5 12 13.5 3.5 4 110 124 

High 26 30 1.2 1.5 0.22 0.24 3 3.3 0.6 0.7 31 35 

TOTAL 282 318 44 49.5 65 73 45 51 44 49.5 480 541 

 

Source: (Health Service Executive (A), 2022). 

 

The National Development Plan 2021-2030, outlines capital ceilings to 2025, which 

generally increase annually, however it does not indicate an overall capital funding 

envelope for health over the ten-year period, (Department of Public Expenditure and 
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Reform, 2021). This presents challenges for financial planning over the medium to longer 

term. There should be a link between the level of capital investment in healthcare, and an 

examination of the balance between the current and capital expenditure. This may ensure 

that there are adequate levels of maintenance funding, critical for sustainable and safe 

healthcare delivery, (Loosemore, et al., 2011). (Masko, et al., 2011). 

In the context of investment that takes account of extreme weather, the observations in 

figure 4-21 were gathered from survey respondents across a number of questions. The 

research indicates that there is little contingency for the potential impact of extreme 

weather for new build investment, nor is there consideration of the potential cost of 

insurance for such events. Only one quarter of respondents agreed that investment 

considered business continuity in the event of any incident. 

“Resilience is only tested in the event. We need better local planning and specific funding 

for winter planning” – OPS 1 

Figure 4-21: Investment Considerations for Critical Infrastructure Resilience 
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Although not shown in the graph above, it is worth noting that only four percent of those 

surveyed stated that they had no knowledge of how investment in critical infrastructure 

was considered in hospitals. Theoretically, one might then assume that those who 

participated in the research are unable to influence those investment decisions. 

4.22 APPLYING MODERN TECHNOLOGY FOR RESILIENCE MANAGEMENT 
 

The absence of a system to support critical infrastructure management was identified as a 

significant constraint in making the case for investment, and tracking modifications, 

improvements or maintenance. The development and full roll-out of the National Estate 

Information System is much anticipated, (expected delivery 2025), to enable the modern 

and robust management of infrastructure. It is impossible to manage critical resilience in 

the absence of data and supportive building infrastructure management (BIM) technology. 

The importance of having an up to date appraisal of hospital infrastructure is critical to 

enable informed investment and disinvestment decisions and proactive risk management. 

Globally, digitisation is advancing at a considerable pace and enabling significant change 

to the way healthcare systems build, run and operate health services. Technology will 

therefore play a critical role in the future design, construction, operation and maintenance 

of hospital infrastructure, (Health Service Executive (A), 2022). 

4.23 CONCLUSION 
 

The findings of the study were outlined and discussed in this chapter. The key findings 

suggest that management of the core components of critical infrastructure resilience in 

Irish hospitals is inconsistent and not undertaken in a planned and preventative way, and 

without the application of any standard. The findings also illustrate that the risk associated 

with a critical infrastructure failure is not addressed proactively. There is limited 

engagement with risk management processes, emergency plans and business continuity 
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plans relative to the management of critical infrastructure resilience. Climate change, 

sustainability and extreme weather events feature in a limited way in the context of critical 

infrastructure. The research consistently found that one of the biggest inhibitors to critical 

infrastructure resilience is inadequate funding. Education and training need to be 

addressed in a systematic way, while the thread to keep everything together was 

considered to be effective governance and leadership. 

Effective integration with existing business continuity and risk management processes to 

increase overall organisational resilience was deemed essential, (Bosher, et al., 2007), 

(Champagne & Aktas, 2016). The HSE has committed to ensuring that risk management 

is everyone’s responsibility and is embedded as part of normal business, informing the 

strategic and operational planning and performance cycle within healthcare, (Health 

Service Executive, 2021). Recognition of the importance of critical infrastructure as a 

framework to support this concept, means greater and sustained investment. The graphic 

below sums up an approach to enabling this comprehending the collective research.  
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Figure 4-22: A Potential Approach to Future Management of Critical Infrastructure 

 

The research contributions from these findings will be discussed in the next chapter along 

with the limitations of the research study, and a recommended future direction for research. 

Practical recommendations will then be provided, before concluding the study paper. 
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CHAPTER FIVE CONCLUSIONS AND RECOMMENDATIONS 
 
 

5.1 INTRODUCTION 
 

This chapter begins by outlining the research contributions to the study of the management 

of the core components of critical infrastructure resilience in Irish hospitals, and how this 

can be developed further to mitigate the impact of extreme weather events. The limitations 

of the study are then outlined. Future research directions are then proposed and are followed 

by a series of practical recommendations arising from the study. Finally, the chapter closes 

with an overall conclusion of the study.  

 

5.2 RESEARCH CONTRIBUTION 
 

This study makes several contributions to research. Firstly the study contributes to the 

limited research investigating the management of critical infrastructure resilience in Irish 

hospitals. (Mirti Chand & Loosemore, 2016) and (Mohtady, et al., 2021), highlighted the 

need for further investigation and this study adds to that research by investigating the 

components of critical infrastructure, the value of these to the delivery of healthcare and 

the importance of ensuring resilience. Secondly the study contributes to the limited research 

and focus on the impact of extreme weather events on critical infrastructure in Irish 

hospitals. Previous studies in other geographical regions have been undertaken following 

events such as super-storms, hurricanes and extreme heatwaves, which Ireland is not 

routinely impacted by, (Cutter, et al., 2013), (Petit, et al., 2013). Thirdly, as identified by 

(Walker, et al., 2004), (Seltenrich, 2018) and (Rehak, et al., 2019), there is a need to 

investigate more fully the relationship between education, training, sustainability and 

resilience. The link with climate change is a significant factor in the maintaining of 

resilience against extreme weather events and this is emphasised by (Achour & Price, 2010) 

and (Mirti Chand & Loosemore, 2015). Finally, the study identifies the key role that 
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investment must play in maintaining resilience in order to ensure that acute hospitals can 

function effectively and efficiently and maintain services at all times. This study at a very 

minimum identifies a number of key focus areas for decision makers in the context of the 

value and importance of critical infrastructure in Irish hospitals and offers practical 

recommendations for implementing these. 

 

5.3 LIMITATIONS OF RESEARCH 
 

While the study has made a number of contributions to research, there are some minor 

limitations to the research. The two limitations identified are described below. 

 

The research sample for the survey was sixty three healthcare professionals who have 

responsibility for or engagement with the management of critical infrastructure in Irish 

hospitals. The survey yielded a response rate of 62% when the small number of unusable 

responses were removed. This is a reasonable response rate. However, the response rate 

from hospital managers, hospital technical services managers and others such as risk 

managers was lower than anticipated. A more widespread sample of opinion to the research 

instrument would have been welcome, but unlikely to have radically altered the results.  

 

The research instrument questions focused on evaluating the understanding of respondents 

to what the core components of critical infrastructure were, an assessment of the 

redundancy and adaptive capacity of these and resilience in an extreme weather event. The 

questions were high level and specific due to the technical nature of the research and the 

requirement to cover significant ground in a short survey. A longer and more detailed 

survey may have been useful, however the benefits of this had to be weighed against the 

likelihood of a diminished response rate due to the additional time which would have been 
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required to complete. The research interviews compensated to some extent for this since 

interviewees could develop specific areas on prompting by the researcher. 

 

5.4 FUTURE RESEARCH DIRECTION 
 

Research investigating critical infrastructure in Irish hospitals is not widespread. There are 

practical technical studies completed and in progress by the HSE to look at the overall 

condition of buildings and how they meet the needs of modern healthcare delivery. These 

five facet surveys are focused at a very high level on overall physical condition, space 

utilisation, functional suitability and quality and safety from a patient experience 

perspective. This is with a view to determining the indicative level of investment required 

to bring buildings up to a modern healthcare standard, or directing this investment in to 

new construction. The outputs from the completed surveys to date indicate that a large 

proportion of the estate is not keeping pace with standards for delivering clinical services. 

These condition surveys are not examining the individual components of the critical 

infrastructure, and therefore this is an area where more extensive assessment is required. 

 

The research into the impact of climate change and subsequent extreme weather events on 

critical infrastructure in Ireland, and in particular in healthcare is limited. This study only 

looked at how Irish hospitals manage the core components of critical infrastructure and 

how they could develop these further to mitigate the impact of an extreme weather event. 

Future research should examine and forecast climate change, the potential gains from 

decarbonisation and sustainability initiatives in healthcare and the propensity for extreme 

weather events in to the future, well beyond the net zero carbon deadline of 2050. Research 

should also consider how hospital design needs to change now to cope with the impact of 

climate change affects over the next two decades and ensure that any investment in new 
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capital projects is future proofed for the expected lifespan of the building. This is 

particularly relevant as the largest hospital project in the history of the State is completed 

(New Children’s Hospital), and the HSE embarks on the construction of the New National 

Maternity Hospital. It is imperative that projects of this scale are not only functionally 

suitable for healthcare delivery but demonstrate infrastructural resilience. 

 

5.5 PRACTICAL RECOMMENDATIONS 
 

The research findings offer a significant opportunity to the HSE to consider the introduction 

of measures which would assist in improving and further developing the management of 

the core components of critical infrastructure resilience in acute hospitals. It may also 

present the organisation with a chance to implement methods which would assist 

forecasting of climate change, which are contributing to extreme weather events. In doing 

so, this may enhance design and construction of future buildings to strengthen their 

resilience. Arising from the research, nine practical recommendations are suggested. These 

are first discussed, relative to the supporting literature and then set out as a list of tables for 

ease of reference. 

  

The findings from the research suggest that the process of risk management in Irish 

hospitals needs to be adapted to take greater cognisance of risk associated with critical 

infrastructure. The process should be flexible enough to deal with an evolving threat, and 

should be a living iterative document, (Alexander, 2016). The risk assessment process 

ought to consider the possibility that available resources and preparation may not be equal 

to the threat posed, (Perry & Lindell, 2003). Therefore, the diverse characteristics of all 

hazards need to be evaluated and managed, (McEntire & Myers, 2004). It is recommended 

that the assessment of risk associated with clinical infrastructure should have a specific 
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heading on hospital risk registers, and appropriate expertise such as the hospital engineer 

or technical services manager contribute to the risk assessment as a matter of course. The 

recommendation associated with this is articulated in Table 5-1. 

 

The research found that planning and preparing for an incident such as critical infrastructure 

failure, whether it arises as a result of an extreme weather event or by other causes was not 

an integrated part of institutional policy in Irish hospitals. A major emergency plan should 

be well-resourced and led by forward thinking contingency planning as the approach needed 

to gain control over a crisis should it occur, (McConnell & Drennan, 2006). 

Recommendation number two consolidates the findings from the research and suggests 

practical ways of integrating the work of the National Emergency Management function in 

hospital major emergency preparedness, (Gregory, 2015). It also looks at ways of enabling 

knowledge transfer across the organisation to support an integrated approach. 

The HSE is committed to providing the right care at all times, includes during crises, 

through the best use of available resources and in accordance with legislative 

requirements. In doing so all reasonable steps should be taken to ensure that in the event 

of service interruption, essential services will be maintained and all services restored as 

soon as possible. There is also a social expectation of continuously available essential 

services which is likely to present heightened pressure in the future, for hospitals to 

improve resilience to operational interruption, (Herbane, 2010). Every hospital should 

therefore have a system of business continuity management that supports the development 

of a business continuity plan, with a specific focus on a failure of critical infrastructure 

resilience, (International Organisation for Standardisation, 2020). Recommendation three 

describes this and suggests that preparedness and enabling capability would support 

deliverability during disruption. If recent events such as the COVID-19 emergency 
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pandemic and the Conti Cyber-attack have offered any lessons, it is that the 

implementation of a robust business continuity management system is not only practical 

but essential, (Andrews, 2019).  

Assessing and building the resilience of hospitals, it is argued, will reduce their 

vulnerability to crisis, by ensuring that they are better prepared to effectively respond, and 

manage disruption to the delivery of core services, (Kruk, et al., 2015), (Blanchet, et al., 

2017). The health sector in general does not have a long history of engaging with the 

concept of managing critical infrastructure resilience, (Barasa, et al., 2018), and this 

research found that there is a gap in knowledge concerning the age, condition and end of 

life status of a large proportion of the critical infrastructure in Irish hospitals. 

Recommendation four is therefore proposing that a system wide audit of all hospital 

critical infrastructure should be undertaken and used to inform funding bids and the 

prioritisation of infrastructural risk. 

The drive for efficient use of public money could be considered to be at odds with the 

capital investment and supporting strategies needed to strengthen resilience against critical 

incidents, including extreme weather events. Attaining resilience in the hospital sector will 

require managers and operators to embrace the sustainability agenda and the evolution of 

technology. The literature suggests there is a strong relationship between sustainability and 

resilience as they complement one another and aim to suppress future environmental 

complications, (Champagne & Aktas, 2016), concepts also identified by (Achour & Price, 

2010) and (Achour, et al., 2014). Ensuring a focus on sustainability is likely to require 

active integration of construction industry stakeholders in the design, manufacture and 

management of critical infrastructure. Recommendation five proposes a more defined role 

for design teams who partner the HSE in the delivery of hospital infrastructure. 
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Prevention of crises, and preparation for extreme events, requires that there is knowledge 

of the source and dynamic of all possible future threats. Ireland is not a country of extremes 

as far as weather is concerned, a factor which was articulated during the research, although 

there is increasing and verifiable evidence of climate change contributing extreme weather 

events, (Hawchar, et al., 2019). Knowledge of the impacts of climate change and extreme 

weather events on infrastructure may be increasing, however guidance for developing 

comprehensive adaptation strategies is needed, (Loosemore, et al., 2011). It is for this 

reason that recommendation number six is made which suggests that, the Capital and 

Estates Sustainability and Energy Unit oversee assessments of climate change impacts on 

critical infrastructure and scenario modelling for extreme weather events. There is 

potential for events associated with climate change or extreme weather to be extremely 

disruptive to service delivery, of which there is recent past evidence. Heightening 

awareness of this is required not only in hospitals but at the highest levels of governance 

in the HSE. This recommendation is linked to recommendation number five. 

In the literature several authors deemed that a universal toolkit to support the assessment 

of resiliency is required. Some have identified climate change resiliency indicators, and 

indicators for climate proofing and greening operations, as well as protocols for managing 

specific threats such as heat-waves or flooding, (Paterson, et al., 2014), (Balbus, et al., 

2016). There was no evidence in the research that such toolkits were known or in operation 

in Irish hospitals. Recommendation seven suggests the introduction of a resiliency toolkit 

for critical infrastructure, tailored to the needs of users, with complexity of design 

associated with the size of the facility in order to maximise and sustain use. 

 

Hospitals are highly dependent on externally provided services such as electricity and 

potable water which are vulnerable to power disruption. A false sense of security may exist 
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within hospital management, that critical services are available during emergencies, 

(Hiete, et al., 2011). The literature highlights a significant number of case studies 

undertaken, which illustrate the impact of utility failure on hospitals, some as a result of 

badly maintained equipment and others as a direct result of external shocks including 

adverse weather events, identifying the requirement for more research in this field, 

(Achour & Price, 2010), (Hiete, et al., 2011), (Achour, et al., 2014). The research also 

evidenced this. The current arrangements for the management of maintenance in the HSE 

is inconsistent and fragmented. The research identified that there is no universal planned 

preventative maintenance programme in place across all hospitals, nor was there evidence 

of a recognised standard such as the Services and Facilities Group SFG 20 being followed 

universally. Recommendation eight is made in the context of the findings and suggests the 

re-alignment of operational management of maintenance to all hospitals in each 

geographic area currently managed centrally and a programme of appropriate resourcing 

to support this.  

 

In order to ensure that maintenance operations are successfully and appropriately 

delivered, there is also a requirement to ensure that those with responsibility for this are 

appropriately trained and have opportunities for continuous professional development. 

The research highlighted that many of the staff in Irish hospitals who are charged with 

responsibility for managing critical infrastructure have come up through the trades and 

may not be sufficiently skilled, particularly with the introduction of advanced building 

management technology and the development of complex engineering systems, 

(Seltenrich, 2018). At a minimum, existing technical services managers should be 

provided with continuing professional development training to maintain competence. 

Separate to this recommendation, consideration also needs to be given to how critical 
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infrastructure is viewed in the context of value and importance for the delivery of hospital 

services. The research identified the need to consider that the responsible person within a 

hospital should be at engineer grade with industry wide experience and should be 

remunerated appropriately. A recognition perhaps of the status of the post and the 

corresponding responsibility. 
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Table 5-1: Recommendation 1 – Hospital Risk Management Process 

Hospital Risk Management Process 

Description • The assessment of risk associated with critical infrastructure should 

be a specific heading on hospital risk registers, similar to the 

assessment of clinical risk. 

• Every incident relating to critical infrastructure failure should be 

recorded on the National Incident Management System. 

• Appropriate expertise such as the hospital engineer or technical 

services manager should be consulted and actively participate in the 

risk assessment and management process. 

• Information flow concerning infrastructural risk should be cascaded 

between all members of the hospital management team and the 

reporting governance structures to ensure that the implications of the 

risk relative to service delivery are fully understood. 

Timeline • There are no inhibiting factors to commencing the recommendation 

immediately.  

• Each hospital is required to manage an operational risk register and 

to escalate those risks appropriately. This is a regularly reviewed 

process currently, so the recommendation will not impede this. 

Cost Financial There is no cost to implementing this recommendation. 

Time This recommendation is likely to require input from hospital 

risk managers to induct and where required train engineers or 

technical services managers on the risk management process. 

Other Not applicable. 

Benefit • Each hospital will have a comprehensive understanding of the 

condition and associated risk pertaining to critical infrastructure. 

This will enable a better understanding of the risk to service delivery. 

• The knowledge gained from the assessment and management of 

critical infrastructure will support future business cases for funding. 

• The process of evaluating and managing critical infrastructure risk 

becomes a shared task for all members of the management team and 

not left to discretionary decision making of one individual. 

Evaluation The recommendation associated with the hospital risk management process 

will require the application and effort of all of the management team. It 

requires significant cooperation heretofore not routinely practiced by all 

levels of management to ensure an integrated approach to critical 

infrastructure risk management is achieved.   
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Table 5-2: Recommendation 2 – Hospital Major Emergency Management 

Emergency Management 

Description • Major emergency plans (MEP) in hospitals need to be developed 

specifically for a scenario such as loss of power or loss of water and 

the impact that such a widespread failure of critical infrastructure 

would have on hospital services. 

• The Framework for Major Emergency Management should form the 

basis of every hospital MEP. 

• Local emergency plans involving critical infrastructure failure 

should be rolled up in to hospital group plans and a national plan if 

necessary. 

• The role of the National Emergency Management (NEM) function 

needs to be defined in the context of integrating the work that it does 

and the support it can offer to individual hospitals or hospital groups 

in areas such as directed advice on emergency management, root 

cause analyses following critical infrastructure failures and the 

creation of policies, procedures, protocols and guidelines. 

• The NEM function should create a strategic alliance with Capital and 

Estates, with a mutual sharing of information. 

• A network of stakeholders with responsibility for the management of 

critical infrastructure or service delivery should be created. Where 

necessary meetings of this network should be facilitated periodically. 

Timeline • This recommendation could be commenced immediately through the 

initiation of active dialogue between the National Acute Hospitals 

Office and the National Emergency Management function. The 

components of this initiative should be ongoing. 

Cost Financial There is no additional cost for this initiative. 

Time This initiative may require some re-organisation of resources 

in the NEM function and the application of new approaches 

to major emergency management planning may take time to 

embed. 

Other Not applicable. 

Benefit • There would be consistency of approach to major emergency 

planning for critical infrastructure failure across all hospitals through 

the application of the Framework for Major Emergency 

Management. 

• There would be better integration across hospitals and hospital 

groups as a result of converging plans. 

• Networks would be established enabling the transfer of implicit and 

tacit knowledge. 

Evaluation The recommendation relating to emergency management would enhance the 

preparation for a critical infrastructure incident. It would also improve 

confidence levels of those tasked with responsibility for critical 

infrastructure ex ante or ex post the incident. Networking informally also 

facilitates the deepening of professional relationships, which may not 

otherwise occur in more formal settings. 
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Table 5-3: Recommendation 3 – Business Continuity Management System 

Business Continuity Management System 

Description • Every hospital should have a business continuity plan (BCP) in the 

event of a failure of critical infrastructure resilience. 

• The development of the BCP should be undertaken with reference to 

ISO 22301and in conjunction with the risk management process. 

• Training and awareness for all staff on the business continuity 

management (BCM) system and plan should be part of an induction 

process, updated at least annually, or following any significant 

changes to the plan. 

• Responsibility for business continuity management should be 

assigned to a specific individual at hospital group level. 

Timeline • This recommendation could be commenced within six months 

following the recruitment of a lead for BCM in each hospital group.   

Cost Financial There would be an additional cost for the posts attached to 

each hospital group and the supporting resources in 

individual hospitals. 

Time This initiative would require time to increase awareness and 

to embed. 

Other Not applicable. 

Benefit • An adequate business continuity management structure will facilitate 

preparedness and enable capability while supporting deliverability 

during disruption. 

• Assurances would be provided to hospital group executive 

management that a robust BCP was in place. 

• The melding of the process of business continuity management and 

risk management will improve the maturity of the BCM system. 

• Exposure to new forms of knowledge and skills enhances the 

capability of the workforce, improves leadership and culture and 

makes the organisation change ready. 

Evaluation Robust continuity planning is not mission impossible, but it is challenging. 

The choice is between controlling the causes, managing the effects, covering 

the consequences or suffering the losses. The business continuity framework 

will prepares, manage and contain most of the effects, thus reducing scale, 

cost and impact of the consequences for hospitals. 
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Table 5-4: Recommendation 4 – Assessment of Existing Critical Infrastructure 

Assessment of Existing Critical Infrastructure 

Description • A full audit should be undertaken of all critical infrastructure in 

hospitals to assess the age, condition and end of life status. 

• A central database should be created to manage audit outputs audit. 

• Each hospital should confirm that the identified risk is accounted for 

on the risk register. 

Timeline • It is estimated from time of approval to implementation could take 

six to twelve months. Completion timelines are dependent on access. 

Cost Financial While there is expertise internally within the HSE to 

undertake this work, there is no capacity. There would be a 

requirement to procure external expertise. The cost is not 

determinable without a scoping exercise. 

Time This recommendation is likely to require input from local 

technical services management and therefore may impact on 

other duties. 

Other There is a potential for service disruption to enable access to 

locations such as Theatres for example. There is a 

corresponding cost including extending waiting times for 

patients or non-optimisation of a surgeons operating time. 

Benefit • The organisation will have a comprehensive understanding of the 

condition of existing critical infrastructure, including end of life 

status. This will enable systematic prioritisation and replacement, 

subject to funding allocation. 

• The current process for infrastructural risk prioritisation will be 

supported by robust information and better assessment, enabling 

greater transparency of decision making. 

• The replacement costs of the critical infrastructure replacement can 

be calculated and forecast, supporting better budget management. 

Evaluation The recommendation associated with the assessment of existing critical 

infrastructure will require time, specifically in gaining access to patient 

wards or treatment areas. This is especially challenging during high 

prevalence of COVID-19 disease. It would require significant cooperation 

from hospital service managers.   
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Table 5-5: Recommendation 5 - Design of Critical Infrastructure 

Design of Critical Infrastructure 

Description • During the design process for new critical infrastructure, design 

teams should provide evidence that all equipment or buildings are 

designed for flexibility of use and have specific resilience parameters 

included in the design. 

• In preparing a project brief for a design team, a specific component 

of this should be designing for climate change or an extreme weather 

event. Design teams should be asked to demonstrate that the design 

of any new critical infrastructure is resilient in the context of climate 

change and the impact of an extreme weather event. 

• There needs to be greater connectivity between sustainability and 

designing for climate change or extreme weather events, (refer to 

linkages with recommendation number 6). 

• Where it is recommended that redundancy is included in the design 

of new critical infrastructure which cannot be met due to available 

budget, this should be documented and managed as a potential risk. 

Timeline • There are no inhibiting factors to commencing the recommendation 

concerning the design process immediately. Design teams are 

contracted experts in their field, with access to codes, research and 

international best practice to inform any decisions made.  

• Capital and Estates have access to an operational and corporate risk 

register to record risk, this change will not impact on this. 

Cost Financial Design costs vary and are usually in accordance with the 

scale of the project. Significant additional costs to design for 

flexibility or an extreme weather event are not anticipated.  

Time There are no anticipated additional time costs associated with 

this recommendation. 

Other Not applicable. 

Benefit • The organisation will have a greater understanding that critical 

infrastructure is not only compliant with relevant structural codes, 

but is designed to be flexible for future use with significant resilience 

parameters included.  

• Assurance would be provided, that in the event of an extreme 

weather event the critical infrastructure is capable of withstanding a 

potential impact and service delivery would not be disrupted and 

patients, service users and staff would be managed safely. 

• The organisation at the highest level can assess and manage the risk 

profile of the estate, consider the target risk appetite and risk 

tolerance it accepts and develop an associated risk reduction plan.  

Evaluation The recommendation associated with the design of critical infrastructure 

will not alter the current process for instructing design teams. It is however 

recommended that a centralised system of auditing is put in place to ensure 

that the recommendation is implemented and any sequential risk tracked.   
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Table 5-6: Recommendation 6 - Forecasting Assessment of Climate Change and EWE’s 

Forecasting Assessment of Climate Change and Extreme Weather Events 

Description • An assessment should be undertaken by the Sustainability and 

Energy Unit in Capital and Estates to assess the impact of climate 

change on critical hospital infrastructure over the next fifty years. 

• A similar assessment should be undertaken through simulations or 

scenario modelling to assess the impact of extreme weather events 

(EWE’s) on critical hospital infrastructure. The assessment should 

consider all possible EWE’s and not assume that these are one in a 

generation events. 

• The findings of the assessments should be escalated to the highest 

level of governance in the organisation. 

Timeline • This recommendation could be commenced within three months with 

the approval of dedicated resources. The opportunity to gather 

relevant information should be taken when carrying out the shallow 

and deep retrofit programmes as part of the programme to meet 

climate action and low carbon targets. 

Cost Financial The cost of assessing the impact of climate change on 

existing critical infrastructure is dependent on the availability 

of information, (refer to recommendation 4). There would 

also be a cost associated with the external consultancy 

commissioned to undertaking any modelling exercises. 

Time While it is envisaged that this would be a largely desktop 

assessment there are forty nine hospitals and 1.8 million 

square metres of property to be surveyed. 

Other There is potential for this exercise to be delayed due to other 

priorities. 

Benefit • The HSE will have an awareness of the robustness of the existing 

critical infrastructure to adapt to climate change and to cope with the 

impact of an extreme weather event. 

• The information gained would allow for proactive adaptive measures 

to be undertaken to anticipate the effects of changes in temperature 

or the impact of an extreme weather event. 

• Decisions can be made to prioritise the replacement of 

accommodation or equipment. 

• Budget forecasting will be facilitated based on accurate information. 

• Hospital and corporate risk registers can be updated with the 

information. 

Evaluation The recommendation to undertake specific climate and EWE assessments is 

relevant in the context of global studies on climate change and recent 

EWE’s. It is also timely in the context of the HSE development of both a 

Capital and Estates (Property) Strategy and an Infrastructure 

Decarbonisation Strategy. Any assessment would need to inform the 

implementation roadmaps of both of these strategies. 
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Table 5-7: Recommendation 7 – Development and Implementation of Resiliency Tool 

Development and Implementation of Critical Infrastructure Resiliency Tool 

Description • A critical infrastructure toolkit should be developed for use in 

hospitals in the context of the magnitude, pace and character of 

future climate change and the propensity of extreme weather events 

identify vulnerabilities, improve sustainability and increase 

resiliency. 

• The toolkit should contain an assessment of safety levels to 

contribute to a hospital safety level index, i.e. a determination of 

whether the hospital could remain fully functioning in the event of 

an incident such as an extreme weather event.  

• The toolkit would need to be tailored to suit the facility, be 

automated where possible, user friendly and shortened for facilities 

which are smaller with less resources. 

Timeline • This recommendation could be commenced within six to twelve 

months following the development and/or procurement of a 

resiliency toolkit.   

Cost Financial There would be a cost to develop and procure the toolkit 

which would be reduced if an off-the-shelf product was 

available. 

Time Development of the toolkit would require time to ensure it 

matched the requirements of the Irish healthcare system. 

Time would also be needed to train users. 

Other There may be a requirement for negotiation with staff 

representatives on the introduction of new technology. 

Benefit • Hospital managers need information about climate change and the 

impact of extreme weather risks to the facility and its operations, in 

order to take effective measures to increase sustainability and 

resiliency.  

• The data gathered from the toolkit can be used for enhanced 

assessment research and the identification of adaptive measures. 

• Toolkits facilitate the generation of cost benefit analyses and 

business case statements to support further investment, especially 

when seeking funding and preparing for an event that may not occur. 

Evaluation As climate change threats including the impact of extreme weather events 

have become more apparent, the introduction of toolkits to assess critical 

infrastructure resiliency in hospitals creates the opportunity to transform the 

environment. This could include other sustainability initiatives such as 

greenhouse gas mitigation, adaptation goals and other cost saving measures. 
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Table 5-8: Recommendation 8 – Maintenance Operations 

Maintenance Operations 

Description • The operational management of maintenance should be transferred to 

hospital services in all regions. 

• An appropriate budget allocation should be assigned which will 

systematically address the statutory and remedial requirements of 

back-log maintenance 

• A planned preventative maintenance programme should be 

developed and introduced applying SFG 20 (Services and Facilities 

Group) standards. 

• Capital and Estates should revert to providing a support procurement 

function, technical expertise and related advice to hospital managers 

commissioning services. 

Timeline • This recommendation is a significant change for the hospitals in the 

two largest centres of population in the country. Negotiation would 

be required with maintenance staff, hospital management and 

corporate finance to implement. There is potential for discussions to 

be protracted and to involve third parties such as trade unions. 

Cost Financial While the existing budget managed by Capital and Estates 

would transfer, there would be an additional significant 

budget allocation required to address the back-log 

maintenance requirements. 

Time This recommendation would require extensive input from 

senior and executive hospital managers to negotiate a 

solution. It would divert managers from other tasks. 

Other There is likely to be a cost associated with the software and 

hardware required to implement a maintenance management 

system in all hospitals. 

Benefit • The approach presents an opportunity to the HSE to ensure that 

maintenance receives the required focus consistently and universally. 

• Planned preventative maintenance would promote the longevity of 

critical infrastructure and the early detection of risk. 

• A unified approach would promote the adoption of a common 

framework for maintenance operations and the implementation of a 

common standard such as SFG 20. 

• It would assist in developing cohesive business cases for funding. 

Evaluation The recommendation associated with decentralising all maintenance 

operations will require significant time and applied effort. It requires 

cooperation from a number of stakeholders to effect the change. The 

introduction of a planned preventative maintenance regime will offer a 

systematic approach for the early detection of critical infrastructure risk. 

There is an opportunity with the establishment of the Regional Health 

Authorities to implement such a change. 
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Table 5-9: Recommendation 9 – Workforce Training and Development 

Workforce Training and Development 

Description • A full audit of competence and a training needs analysis of the 

technical services staff should be undertaken. 

• A rolling programme of annual training should be put in place to 

ensure all staff maintain competence and continuous professional 

development (CPD). 

• An appropriate budget allocation should be ring-fenced for statutory 

and other training related to maintenance of critical infrastructure. 

• Awareness training should be delivered to non-technical staff to 

enable a greater understanding of the role and value of critical 

infrastructure in service delivery. 

Timeline • This recommendation could be commenced immediately with the 

coordination of the audit undertaken in each hospital group. 

• Individual hospitals would be required to commit to the release of 

staff for training, which if delivered on a rolling annual timetable has 

the potential to allow for cross cover within hospital groups. 

Cost Financial There would be a cost to delivering training as external 

expertise would be required. There may be a cost associated 

with back-filling staff who need to be released for training. 

Time This recommendation would require technical services 

managers and other staff to be released from their roles. 

Pending the commitment, it has the potential to divert 

managers from routine and other priority tasks. 

Other There may be a cost associated with training licences and 

ongoing management of CPD.  

Benefit • Critical infrastructure will be maintained and tested appropriately, 

with risk identified at the earliest possible opportunity. 

• There is a potential for each hospital to save money in the longer 

term due to staff acquiring new capabilities, despite the up-front and 

continuous investment. 

• The value of the training would be realised not only for the technical 

services manager, but in the knowledge transfer to his direct reports. 

• General awareness within the hospital would increase, with non-

technical staff gaining an appreciation of the role of critical 

infrastructure, and learning to identify and report matters of concern.  

Evaluation The recommendation to identify training needs and develop staff would 

have a practical and a morale boosting impact. Any programme would need 

to be monitored and evaluated on a regular basis and audited externally. 
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5.1  CONCLUSIONS 
 

This study finishes with this chapter. In conclusion, this study has made a number of 

research contributions which were outlined in the chapter. The aim of the study was to 

investigate how Irish hospitals manage the core components of critical infrastructure 

resilience, and how these can be developed further to mitigate the impact of extreme 

weather events. Findings suggest that management of the core components of critical 

infrastructure resilience in Irish hospitals is inconsistent and not undertaken in a planned 

and preventative way. The findings also illustrate that the risks associated with a critical 

infrastructure failure are not addressed proactively. The study also showed that one of the 

biggest inhibitors to critical infrastructure resilience is inadequate funding. The findings 

did not place the degree of emphasis expected on the mitigation and management of the 

impact of extreme weather on critical infrastructure. In this context, and in view of the data 

gathered from the literature review, this has led the researcher to make some specific 

observations in section 5.5 about climate change and extreme weather events relative to 

critical infrastructure resiliency. The limitations to the study were highlighted and 

recommended areas for future research were identified. Practical recommendations arising 

from the findings were then presented. 
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APPENDIX B 

 

Critical Infrastructure Resilience Survey 

Introduction  
 

Research Survey on the Management of Critical Infrastructure Resilience in Irish 
Hospitals  
 

Thank you for taking this short survey on critical infrastructure resilience in Irish 
hospitals and how this can be managed to respond to the impact of extreme weather 
events.  
    
Resilience in an emergency management context infers capacity within individuals, 
organisations and infrastructure, to resist and rebound from shocks such as an 
extreme weather event. Infrastructure resilience describes the ability of built 
infrastructure to continue functioning during an emergency or crisis. Extreme 
weather events can take many forms, including heatwaves, heavy rainfall, flooding, 
severe storms, prolonged drought or cold waves.   
    
This research focuses on how the resilience of critical infrastructure to extreme 
weather events is understood in Irish hospitals and how it can be enhanced. 
Hospitals accommodate multiple stakeholders, deliver a wide range of services and 
play a pivotal role in the community. During an extreme weather event, physical 
damage to buildings and surrounding infrastructure may curtail service delivery or 
threaten the safety of patients and staff.   
    
You are invited to offer your understanding of how the core components of critical 
infrastructure resilience are managed in Irish hospitals and how this can be 
developed further to meet the impact of extreme weather events.   
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Please read the statement below regarding your participation and consent. 

  

 I confirm that I voluntarily agree to participate in this research study. I understand that even 

if I decide to participate now, I can withdraw or refuse to answer any question without any 

consequences. I have had the purpose and nature of the study explained to me in writing, 

and I have had the opportunity to ask questions about the survey. 

  

 I understand that participation involves the completion of an online survey questionnaire. I 

also acknowledge that I may be asked to participate in an interview and that I will receive 

further information on this and provide further informed consent for this process. I 

understand that I will not benefit directly from participating in this research. The researcher 

will treat all information I provide for this study confidentially, and in any report on the results 

of this research, my identity will remain anonymous. The researcher will do this by disguising 

any details of my responses that may reveal my identity or the identity of people or locations 

I may speak about. I understand that disguised extracts from my responses may be quoted 

in the dissertation submission of the postgraduate student who will undertake the research 

and may be published in the Dublin City University (DCU) library. 

  

 I understand that signed consent forms and the results of the research will be retained by 

the researcher on a secure server. All relevant steps will be taken to comply with the 

General Data Protection Regulations until the exam board at DCU confirms the results of the 

dissertation of the postgraduate student undertaking the research. I also understand that a 

transcript of my survey responses without any identifying information will be retained 

electronically for two years from the date of the exam board finalising the award decision for 

the postgraduate research student. I understand that under Freedom of Information 

legislation, I am entitled to access the information I have provided at any time while it is in 

storage as specified above. I understand that I am free to contact the person conducting the 

research to seek further clarification and information.   

    

Please check the consent box below to proceed and enter your name (optional) 

o I consent to participate in this survey  (1) 
________________________________________________ 
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Q1 What best describes your role? 

o Hospital Manager  (1)  

o Clinical, Nursing or Other Health Professional  (2)  

o Risk Manager  (3)  

o Maintenance or Technical Services Manager  (4)  

o Architect  (5)  

o Design Team Professional  (6)  

o Sustainability / Energy Manager  (7)  

o Capital and Estates Manager  (8)  

o Other  (9) ________________________________________________ 
 

 

Q2 How would you rate your awareness of the core components of critical infrastructure 

resilience? 

o None  (1)  

o Low  (2)  

o Moderate  (3)  

o High  (4)  

o Very High  (5)  
 

 

 

Q3 What do you consider to be the core components of critical infrastructure resilience? 

(Use the text box to list as many items as you consider relevant) 

________________________________________________________________ 
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Q4 Using one of the following descriptors, select how would you rate the management of 

critical infrastructure resilience at Irish hospitals?. Use the text box to explain your choice. 

o Very Low  (1)  

o Low  (2)  

o Average  (3)  

o Good  (4)  

o Very Good  (5)  

o Reason for choice  (6) ________________________________________________ 
 

 

Q5 For the management of risk for critical infrastructure resilience in Irish hospitals, which 

of the following are in place in your area of work or engagement? (You may choose more 

than one response) 

▢ Procedure documents are in place for risk identification and mitigation  (1)  

▢ Procedures for risk identification and mitigation are revised regularly  (2)  

▢ Equipment is available for risk mitigation  (3)  

▢ Specific extreme weather related risk identification and mitigation methods are in 
place  (4)  

▢ I have no knowledge of any aspect of risk management for critical infrastructure 
resilience  (5)  
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Q6 In planning for critical infrastructure resilience in Irish hospitals, which of the following 

are in place in your area of work or engagement? (You may choose more than one 

response) 

▢ Response plans for critical infrastructure exist and are up to date  (1)  

▢ I have had an opportunity to contribute to the planning process  (2)  

▢ Extreme weather related risk management is included in these plans  (3)  

▢ I have no knowledge of any planning for critical infrastructure resilience  (4)  
 

 

Q7 For the communication and training associated with critical infrastructure resilience in 

Irish hospitals, which of the following are in place in your area of work or engagement? (You 

may choose more than one response) 

▢ Communication planning and information sharing on critical infrastructure resilience 
occurs between internal stakeholders  (1)  

▢ There is a system for communicating on critical infrastructure resilience with relevant 
external bodies  (2)  

▢ Training on the management of critical infrastructure resilience occurs regularly  (3)  

▢ Training on extreme weather-related risks is delivered as part of the system of 
learning on critical infrastructure resilience  (4)  

▢ I have no knowledge of communication for the management of critical infrastructure 
resilience  (5)  

▢ I have no knowledge of training for the management of critical infrastructure 
resilience  (6)  

 

 

 

Q8 Based on your responses to the previous three questions, are there any additional 

observations you would like to make in relation to risk management, planning and training 

or engagement for critical infrastructure resilience? 

________________________________________________________________ 
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Q9 For measuring resistance and redundancy of critical infrastructure systems in Irish 

hospitals, which of the following are in place in your area of work or engagement? (You may 

choose more than one response) 

▢ Critical infrastructure is assessed regularly for failure indicators  (1)  

▢ Design standards take into account safety related to extreme weather-related 
impacts  (2)  

▢ Maintenance, according to design/manufacturers standards is performed regularly 
and in line with plans  (3)  

▢ Critical infrastructure is capable of being fully operational at all times  (4)  

▢ Asset back-up arrangements are in place for all critical infrastructure  (5)  

▢ I have no knowledge of resistance and redundancy arrangements for critical 
infrastructure systems  (6)  

 

 

 

Q10 In your area of work or engagement, how is the response to potential impacts on 

critical infrastructure in Irish hospitals assessed? (You may choose more than one response) 

▢ Emergency plans to respond to extreme weather related risks are in place  (1)  

▢ The economic cost of response has been has been considered and documented  (2)  

▢ Back-up costs versus an acceptable cost of response to potential impacts have been 
considered and documented  (3)  

▢ Joint response plans are in place with other public/private sector organisations  (4)  

▢ I have no knowledge of response arrangements for potential impacts to critical 
infrastructure resilience  (5)  
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Q11 In your area of work or engagement, how is the return to pre-incident 'business as 

usual' capacity of critical infrastructure at Irish hospitals assessed? (You may choose more 

than one response) 

▢ Restoration plans for a return to 'business as usual capacity' exist  (1)  

▢ Recovery times are assessed and potential loss of service provision is calculated  (2)  

▢ The economics of restoration and contingency costs are considered and documented  
(3)  

▢ Actual costs versus insurance costs are considered and documented  (4)  

▢ I have no knowledge of the restorative (return to pre-incident 'business as usual') 
capacity of critical infrastructure resilience at Irish hospitals  (5)  

 

 

Q12 Concerning the impact of an extreme weather event, what have you observed as being 

in place in your area of work or engagement, relating to the adaptive capability of critical 

infrastructure at Irish hospitals? 

▢ Assets are readily adapted or capable of being adapted to the potential impact of 
extreme weather risks  (1)  

▢ Adaptation to new weather related conditions can be maintained for an extended 
period of time  (2)  

▢ Critical infrastructure can be restored seamlessly, and with minimal or moderate 
disruption to services  (3)  

▢ Facilities/services can be re-located readily following the impact of an extreme 
weather event  (4)  

▢ I have no knowledge of the adaptive capacity of critical infrastructure resilience at 
Irish hospitals  (5)  
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Q13 Based on your responses to the last four questions, are there any additional 

observations you would like to make in relation to redundancy, resilience, business as 

usual capacity or the adaptive capability of critical infrastructure in Irish hospitals? 

________________________________________________________________ 
 

 

 

Q14 In your area of work or engagement, how is investment in critical infrastructure 

considered in Irish hospitals? (You may choose more than one response) 

▢ Extreme weather-related risks are considered when calculating the cost of new 
facilities  (1)  

▢ New facilities are built to standards that consider the potential for extreme weather 
events  (2)  

▢ Business continuity is considered when making decisions relating to investment in 
critical infrastructure  (3)  

▢ The influence of other external public/private sector bodies is considered when 
designing critical infrastructure  (4)  

▢ Communication with utility providers is considered when designing critical 
infrastructure  (5)  

▢ I have no knowledge how investment in critical infrastructure is considered in Irish 
hospitals  (6)  

 

End of Block: Default Question Block 
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APPENDIX C 

 
Interview Question Framework 

 
N.B. Note to ask for informed consent from interviewees prior to commencement of 
interview 
 

1. Tell me a little about yourself and your experience in Capital & Estates? 

 
 

2. How would you rate your awareness of the core components of critical 

infrastructure resilience? 

 
3. What do you think these components are? 

 
 

4. Based on your considerable experience, how would you rate the management of 

critical infrastructure resilience at Irish hospitals? 

 
 

5. For the management of risk for critical infrastructure resilience in Irish hospitals, 

which of the following are in place that you are aware of: 

 Procedures for risk mitigation and identification 

 Equipment for risk mitigation 

 Specific methods for extreme weather related risk mitigation 

 Procedures are revised regularly 

 
 

6. When it comes to planning for critical infrastructure resilience in Irish hospitals, are 

any of the following in place that you are aware of: 

 Response Plans  

 Is extreme weather related risk management included in these 

 Do you contribute to the planning process 

 
 

7. Do you have any awareness of communication and training for critical infrastructure 

resilience in Irish hospitals, for example; 

 Is there communication planning and information sharing between all 

internal stakeholders? 

 Is there a system of communication and information sharing between 

external stakeholders? 

 Does this occur regularly that you are aware of? 

 Are you aware of training related to infrastructural resilience, and if so what 

does this consist of? 
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8. When it comes to measuring resistance and redundancy of critical infrastructure 

systems in Irish hospitals, which of the following are in place that you are aware of? 

 Are systems assessed regularly for failure indicators? 

 Do design standards take in to account risk and safety associated with 

extreme weather related impacts? 

 Does maintenance in accordance with manufacturers design take place 

regularly? 

 Do you think that all critical infrastructure in Irish hospitals is capable of being 

fully operational at all times? 

 Does every hospital that you are familiar with have critical infrastructure 

asset back up arrangements in place? 

 
 

9. Based on your experience, how is the response to potential impacts on critical 

infrastructure resilience in Irish hospitals assessed? 

 Are there emergency plans to respond to extreme weather risks in place? 

 Do you think the economic cost of such a response is considered and 

documented? 

 What about back up costs specifically, against the cost of a potential 

response were an event to occur? 

 Are there any examples that you are aware of where the HSE puts joint 

response plans in place with other public or private sector organisations? 

 
 

10. Based on your experience, how is the return to pre-incident ‘business as usual’ 

assessed, i.e. what factors do you think are taken in to consideration? 

 Are there restoration plans? 

 Are recovery times assessed, and is potential loss of service calculated and 

costed? 

 What about the overall economic cost of contingency and restoration – is this 

considered? 

 Does the cost of insurance ever get considered against actual costs? 

 
 

11.  When it comes to the adaptive capability of critical infrastructure in hospitals, based 

on your knowledge and experience would you say; 

 All assets are, or are capable of being adapted to the potential impact of 

extreme weather risks 

 If the asset is adapted as a result of the weather event can this be sustained 

for an extended period of time 

 Can critical infrastructure be restored seamlessly and with minimal or 

moderate disruption to services? 

 Can you give me an example? 
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 What about re-locating services or facilities, is this easy based on your 

knowledge of infrastructure in hospitals? 

 Can you give me an example? 

 
 

12.  When it comes to investment in critical infrastructure in Irish hospitals, how is this 

considered? For example; 

 Is extreme weather and potential events taken in to consideration when 

calculating the cost of new facilities, assuming that there may be additional 

resilience measures necessary? 

 How are these costs factored, and what might the measures be – give me an 

example? 

 Is there an assessment by Capital and Estates or with the services on Business 

Continuity when making decisions about critical infrastructure investment? 

 Do other external public or private sector bodies influence any of the 

decision making? 

 Can you give me an example? 

 When a new build is being designed, are the utility providers engaged? 

 What is the purpose of this engagement? 

 
 

13.  Is there anything else that you feel is relevant to the discussion on critical 

infrastructure resilience? 
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APPENDIX D 
 

 

 

 

 

 

 

 

APPENDIX E 

 
 

Informed Consent to Take Part in Research 
 
 
Research Topic: Critical Infrastructure Resilience in Irish Hospitals and the Impact of 

Extreme Weather Events 
 
 
I............................................. voluntarily agree to participate in this research study. 
 
I understand that even if I agree to participate now, I can withdraw at any time or refuse to 
answer any question without any consequence. 

Design Team 

Professional

Capital and Estates 

Manager

Maintenance and 

Technical Services 

Manager Architect

Acute Hospital 

Manager

Clinical, Nursing, 

Other Health 

Professional

Other 

Professional 

Stakeholder

Climate and 

Sustainability 

Manager Hospitals

Code Code Code Code Code Code Code Code Code

DTP 1 CEM 1 MTS 1 ARC 1 AHM 1 CNO 1 OPS 1 CSM 1 HOSP A (Level 4)

DTP 2 CEM 2 MTS 2 ARC 2 OPS 2 HOSP B (Level 4)

CEM 3 MTS 3 HOSP C (Level 4)

CEM 4 MTS 4 HOSP D (Level 3)

CEM 5 MTS 5

CEM 6

CEM 7

CEM 8



126 
 

 
I have had the purpose and nature of the study explained to me in writing and I have had 
the opportunity to ask questions about the study. 
 
I understand that participation involves the completion of an on-line survey questionnaire. I 
also understand that I may be asked to participate in a follow-up interview, and that I will 
receive further information on this at the time and provide further informed consent for this 
process. 
 
I understand that I will not benefit directly from participating in this research. 
 
I understand that all information I provide for this study will be treated confidentially. 
 
I understand that in any report on the results of this research my identity will remain 
anonymous. This will be done by disguising any details of my responses which may reveal 
my identity or the identity of people or locations I may speak about. My name will not be 
used at any time by the research student. 
 
I understand that disguised extracts from my responses may be quoted in the dissertation 
submission of the postgraduate student who will undertake the research and may be 
published in the library of DCU. 
 
I understand that signed consent forms will be retained on an encrypted device and on a 
secure server and all relevant steps taken to comply with GDPR, until the exam board 
confirms the results of the dissertation of the postgraduate student undertaking the 
research. 
 
I understand that a transcript of my survey responses without any identifying information 
will be retained electronically for two years from the date of the exam board finalising the 
award decision for the postgraduate research student. 
 
I understand that under Freedom of Information legalisation I am entitled to access the 
information I have provided at any time while it is in storage as specified above. 
 
I understand that I am free to contact the person conducting the research to seek further 
clarification and information. 
 
 
Postgraduate Research Student: Yvonne Gregory (the reasearcher) 
 
Student No:    2xx1xx6x 
 
Course of Study:   Masters in Emergency Management (Year 2) 
 
Student Contact Details:  yvonne.gregory2@mail.dcu.ie 
 
Supervisor:    Professor Caroline McMullan 

mailto:yvonne.gregory2@mail.dcu.ie
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     Full Professor of Business and Society 
 
Supervisor Contact Details:  caroline.mcmullan@dcu.ie 
 
 
 
 
Name of research participant: ___________________________________________ 
     Block Capitals 

 
 
 
Signature of research participant: ___________________________________________ 
     Electronic signature if available, but typed signature will suffice 

 
Date: ________________________ 
 
 
I believe the participant is giving informed consent to participate in this study 
 
 
Signature of researcher: __________________________________________________ 
 
 
Date: ________________________ 
 
 
 

 

 

APPENDIX F 
 

 

 

 

 

Research Ethics Form for Students on Undergraduate and Taught Masters 

Research Projects in the Business School1 

Please Read the ‘Research Ethics Guidelines’ document BEFORE completing this form. 

 

                                                           
1 This is the updated version of the form following DCU Business School Research Committee on 22.10.2020. 

mailto:caroline.mcmullan@dcu.ie
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Student Name and ID Number 

Yvonne Gregory 
Student Number: 20213460 
 

 
Degree Programme and Year 
 

MSEM 
Year 2 
 

 
Project Title 
 

How do Irish hospitals manage the core components of critical infrastructure resilience, and 
how can this be developed further to mitigate the impact of extreme weather events? 
 

 
Supervisor/Lecturer 
 

Professor Caroline McMullan 
 

 
Aims of Research 
 

This research will focus on how the resilience of hospital infrastructure to extreme weather 
events (EWE) is understood, and how it can be enhanced. While hospitals are but one of 
many institutions of healthcare provision, they are nonetheless the most complex. They 
accommodate multiple stakeholders, delivering a wide range of services and play a pivotal 
role in the community.  
Many hospitals have not been designed with the scenario of EWE in mind, and may lack the 
resilience to cope with the impact. Hospital resilience is highly dependent on other 
vulnerable critical infrastructure such as power, water supply and telecommunications and 
needs to be viewed in this wider sphere. There is little known about how the multiple 
stakeholders involved in a hospital facility gain knowledge of their built environment, 
before, during and after an EWE, nor how the learning accrued is translated in to lessons 
learnt. This research aims to address this deficit. 
 

 

Proposed Methods  
 

The process of learning and adaptation described in this paper will be explored using a 
constructionism ontology. The implication is that the construction of knowledge in hospitals 
is shaped by social processes and shared interactions among hospital and other 
stakeholders. This will lead to an interpretive epistemology which recognises the need to 
use qualitative methods of data collection to identify the multiple social constructions 
around the phenomena of learning before, during and after an extreme weather event.   
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The research will adopt a qualitative approach to explore and understand the various 
parameters that the resilience of healthcare facilities depend on, and the required actions 
to mitigate risks. Using a qualitative approach will afford greater depth and legitimacy to the 
feedback expected from a diverse range of stakeholders in complex hospital organisations.  

 
 
In order to achieve this, a mix of questionnaires and interviews will be used. The findings 
from the questionnaires will be analysed using the Qualtrics platform.  
 
A target of approximately thirty participants will be initially identified for the questionnaire 
study, and will include: hospital managers, clinical and nursing health professionals, 
engineering and technical staff and construction environment stakeholders. A sampling of 
this cohort of professionals will be used for the focus groups. It is considered appropriate 
that the final results would be reviewed by an expert sounding panel as a further measure 
of validity. It is proposed to conduct the research between December 2021 and January 
2022. 
 
In order to ensure effective and transparent evaluation, it is proposed to provide a 
comprehensive and specified detail containing participant numbers, specific attributes and 
the sampling population from which chosen, thus ensuring future replication and 
progression of the research. The final report will contain links between the analysis and the 

 

 

 

 

Research Approach 
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research questions and literature, and a written account of the processes investigated and 
will advance a theoretical framework. 
 

 
 
Ethical Implications of My Study and Steps Taken to Protect Participants: 
 

In order to ensure that there is ethical treatment of survey participants, the following will be 
undertaken: 

• The survey will begin with an introduction that explains the purpose, what will 
happen to the data and who the research benefits. 

• In a cover letter that will issue to the participants, a transparent explanation about 
what is being asked, and what will happen to the data will be offered. No personal or 
sensitive information will be requested or collected. 

• A written undertaking in the introductory letter will be provided, stating that the 
anonymity and confidentiality of the individual will be protected, and that responses 
provided to the survey will not be disclosed. 

• The letter of introduction will highlight that survey participation is 100% voluntary. 

• The General Data Protection Regulation will be followed. All responses will be held 
securely within the software system Qualtrics. This system is password protected, 
with access known only to the conductor of the research. Findings from the survey 
and the research report will be stored on a secure and encrypted server which is 
password protected, with access to the file known only to the conductor of the 
research. 

• The Qualtrics tool is a fit for purpose technology platform and will not introduce 
errors or bias into the results. 

• Every effort will be made to guard against bias in the survey flow and wording, in 
order to avoid skewing the data. 

For participants in the focus groups, similar measures will be employed to ensure the 
integrity of the findings, the protection of the data and individual and institutional 
confidentiality. 

• For the use of the survey instrument and the focus groups, participants will be 
required to give their informed consent to participation. 

• Participants will be asked to declare any conflict of interest before participating in 
either the survey or the focus group. 

 

When communicating the results, it is proposed to be ethically compliant by: 

• Documenting and publishing the methodology used in the research, including the 
sample selection process, sample size, data processing techniques etc. 

• Explaining the limitations in the methods and disclosing any uncertainties in the 
conclusions. 
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• Ensuring that should it be required, detail can be disclosed to the Research 
Supervisor or Ethics Board on demand and at short notice. 

 

It is anticipated that by using modern technology, the process of gathering ethical 
information and following ethical best practices will be more transparent. This will also 
make it easy to disseminate results using automated reports, which can be edited or 
updated if new information relevant to the research becomes available. 

 

Once you have completed the sections above to your own satisfaction, please submit a 

signed copy to your supervisor. Copy of fully completed and approved form must be 

returned to dcubsresearch@dcu.ie You will receive email confirmation from 

dcubsresearch@dcu.ie as soon as both parties (your supervisor and the programme chair 

or the module co-ordinator) approve this form. 

Please note that you should not engage in any primary research until your supervisor has 

contacted you. If you undertake any primary research involving human participants 

without first submitting a completed research ethics form and obtaining approval, this 

research cannot be considered for examination by the University. 

 

Please include copies of the following with your form: 

 Your informed consent letter(s) 

 Where appropriate, a draft of your questionnaire 

 Where appropriate, a draft of your interview questions or in the case of open-ended 

interviews, your topics 

Name of Student:  Yvonne Gregory 

Signature of Student:   Date: 25.11.21 

 

 

 

THIS PART IS TO BE COMPLETED BY THE SUPERVISOR AND APPROVED BY PROGRAMME 

DIRECTOR or DISSERTATION MODULE CO-ORDINATOR:  

 

This primary research is (please tick where appropriate): 

___ Low Risk 

mailto:dcubsresearch@dcu.ie
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___ Medium Risk 

___ High Risk   

 

Supervisor 

      

Signature:     Print:     Date:  

 

Programme Director OR Dissertation Module Co-ordinator  

 

Signature:    Print:     Date: 
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DCU Research Ethics Approval Flowchart  

Further details are available at https://www4.dcu.ie/researchsupport/research_integrity_ethics.shtml 

 

 

 

  

 

 

 

 

 
 

Please note: Determining the level of review and degree of risk can be complex and involves making judgments. The chart should 

be used as a general guideline to help determine the appropriate form. It is not intended to rigidly classify projects but as a tool 

which suggests how to justify the choices made in the application form. Projects where all 3 factors appear on the same point of 

the spectrum are the clearest. For example, an anonymous survey collecting impersonal data from competent adults has the lowest 

risks and would use the Notification Form. Another project involving interviews with children (a vulnerable group) about a sensitive 

topic (e.g. bullying) involves high risks and would require Full Committee Review. However, a project involving children (vulnerable) 

but using an anonymous survey to collect non- personal data (e.g. about a teaching method) could use Expedited Review. The 

notification form cannot be used for vulnerable participants or invasive techniques. 

DOES THE STUDY INVOLVE 
ANIMAL SUBJECTS OR 

HUMAN PARTICIPANTS? 


