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Introduction 
 
The notification of cases of sexually transmitted infections (STIs) and HIV to the Medical 
Officer of Health (MoH) is an important step in prevention and control of STIs and HIV 
in Ireland. Sharing of laboratory and clinical information on STIs and HIV is required 
where mandated by infectious disease regulations (Infectious Diseases Regulations 1981, 
S.I. 390/1981, as amended by S.I. 268/1985, S.I. 288/1988, S.I. 384/1996, S.I. 151/2000, 
S.I. 115/2003, S.I. 180/2003, S.I. 707/2003, S.I. 865/2004, S.I. 559/2007, S.I. 452/2011). 
This requirement is affirmed in the Medical Council Guide to Professional Conduct and 
Ethics for Registered Medical Practitioners (Section 27.1).  
 
S.I. No. 452 of 2011 – Infectious Diseases (Amendment) Regulations, 2011 amend the 
schedule to the Infectious Disease Regulations, 1981 to include a number of additional 
infectious diseases, including HIV. To enable the Health Service Executive (HSE) to 
carry out its statutory responsibilities, the diseases listed in the schedule are required to be 
notified by medical practitioners and clinical directors of diagnostic laboratories to the 
MoH . This obligation applies to all notifiable disease including STIs. The Statutory 
Instrument S.I. 865 of 2004 provides for a standard form for the purpose of returning 
infectious diseases to be compiled and circulated by the Health Protection Surveillance 
Centre (HPSC). This standard form includes case name, date of birth and address. The 
provision of personal information to an MoH under the Infectious Diseases Regulations, 
for the purpose of prevention and control of the spread of infectious diseases does not 
contravene the responsibilities of medical practitioners or clinical directors of diagnostic 
laboratories under the Data Protection Act. 
 
In addition, S.I. 865 of 2004 stipulates that an MoH shall furnish to the HPSC a return of 
the cases of infectious disease notified to him or her on a weekly basis. In usual 
circumstances HPSC staff only have access to aggregate anonymised information on all 
notifiable diseases and non-named, non-aggregate information on all notifiable infectious 
diseases on the national Computerised Infectious Disease Reporting (CIDR) (see page 7) 
system. (see CIDR Business Rules v.2). However, S.I. 865 of 2004 states that an MoH 
shall furnish to the Minister or to the HPSC a detailed report on each case of such 
infectious disease as the Minister or the HPSC may specify from time to time. In 
exceptional circumstances it may be necessary, for case follow-up or contact tracing 
purposes (e.g. internationally), for HPSC staff to have access to personal information. 
 
A patient with a notifiable disease (suspected or confirmed), or a carrier of a notifiable 
disease, should be advised of the statutory obligation to provide certain personal details to 
the MoH under the Regulations.  
 
The aim of this document is to ensure that all members of staff who have access to patient 
information, including STI and HIV notifications, are aware of their responsibilities with 
regard to information confidentiality and security. This applies both within and outside 
CIDR and to all settings where infectious disease notifications are managed. Everyone is 
responsible for security and should ensure that data (paper + electronic), their workstation 
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and office are secure. Each department that handles personal information should have 
policies in place for the confidential and secure management of this data. 
 
All HSE personnel with access to STI and HIV notification information must refer to the 
guidance documents listed below and implement the practices recommended in these 
guidelines when accessing and sharing STI and HIV information: 
 

• The Health Service Executive Code of Practice for Healthcare records 

Management. (Version 2.0, 2007). 

• The Health Service Executive Suite of National Information Security Policies. 

• The Medical Protection Society’s MOS Guide to Medical Records in Ireland. 

• Guide to Professional Conduct and Ethics for Registered Medical Practitioners 

(Medical Council 7th Edition 2009). 

• CIDR Business Rules July 2008 version 2. 

• Data Protection Acts 1988 and 2003. 

• Data Security Guidance 2010 from the Data Protection Commissioner 

• The ICGP/GPIT’s A Guide to Data Protection Legislation for Irish General 

Practice. 

• Health Information and Quality Authority: What you should know about 

Information Governance (A Guide for health and social care staff) 
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The flow of sharing STI and HIV notifications is documented in the diagram below: 
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HSE personnel who have access to STI and HIV  notifications are privy to sensitive 
confidential information.  The principles of confidentiality and data protection must be 
adhered to by all members of staff. 
 
In the UK, the Caldicott Committee (1997) established six key principles and made a 
number of recommendations regarding arrangements for the sharing of patient 
identifiable information within the NHS: 

1. Justify the purpose. 
2. Do not use patient-identifiable information unless it is absolutely necessary. 
3. Use the minimum necessary patient-identifiable information. 
4. Access to patient-identifiable information should be on a strict need to know 

basis. 
5. Everyone with access to patient identifiable-information should be aware of their 

responsibilities. 
6. Understand and comply with the law. 
 

These principles are consistent with HSE codes of practice and statutory frameworks 
outlined above and are endorsed by this guidance. 
 
All information regarding the health of an individual and the care that they are given must 
be treated with regard to privacy and confidentiality at all times. 
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Confidentiality Guidelines Overview 
 
STI and HIV notifications are strictly confidential and must not be discussed with any 
third party who is unauthorized to receive the information. 
 
The MoH has statutory responsibility for the surveillance, prevention and control of 
infectious diseases. The MoH will on each occasion discharge his/her responsibility in 
consultation with the treating clinician unless this is not possible and there is an urgent 
and serious need to make contact with the patient. 
 
The development of enhanced surveillance forms for STIs and HIV must be guided by 
the Caldicott Principles, outlined on page 5. 
 
All notifications must be locked away when not personally attended.  
 
If patient identifiable information is entered on any PC and/or Laptop (this includes 
letters with patient details), it must be stored in secure folders with restricted access (e.g. 
secure folders on servers /password protected files/encrypted files).  
 
When printing reports, avoid the use of identifiers, unless this is essential for the purpose 
of the report. Care should be taken to ensure that STI and HIV notifications are not 
placed in any public place or where they may be viewed or accessed by an inappropriate 
person. (e.g.. visitors, cleaning staff, or indeed staff who do not need to be privy to this 
information.) 

 
STI and HIV notifications should not be left on desks in offices in the absence of the 
responsible staff. Whenever an office is left unattended, it should be securely locked. 
 
If information relating to an STI or HIV notification needs to be passed to a third party, 
only a doctor should do this. The points outlined in the Medical Council Guidelines 
section 30 should be borne in mind by the doctor in passing any information to a third 
party. 
 
Confidential mail should only be opened by the doctor to whom it is addressed or, in their 
absence, by another doctor.   
 
All letters regarding STIs or HIV posted from any Department should: 

• Be marked ‘Private and Confidential’ on the front.  

• Be closed with a label on the back, which reads “If undelivered, return to Dr X,  

Department of  X, Address” 
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Emails containing confidential information,in particular named patient data, should 
always be sent encrypted and password protected. . (See HSE email policy1). 
 
Each employee, privileged with access to identifiable patient information in the course of 
their work, is responsible for assuring the security and confidentiality of that information 
regardless of format (paper + electronic). Individual responsibilities include: 
 
 
● Signing a confidentiality statement 
 
● Secure storage, retention and disposal of hard copy and electronic information  
 
● Adhering to the HSE email policies 
 
● Securing offices at all times when left unattended. 
 
● Locking-up all paper files. 
 
 
Database security  
 
Personnel have a duty to ensure that STI and HIV information stored in electronic 
databases is secure. 
 
The Computerised Infectious Disease Reporting system (CIDR) is a secure system that is 
backed up daily with control of access clearly defined in the CIDR Business Rules. The 
CIDR system and its associated procedures and SOPs are accredited to the International 
Standards Organisation’s Information Security Standard: ISO 27001. 
 
All other databases containing sensitive information should be encrypted and or password 
protected and stored on secure drives on PC/Laptop with restricted access.  
 
 
Faxing 
 
Confidential information should be posted rather than faxed. 
 
Where faxing of urgent confidential information is required, the sender should ensure that 

the recipient is waiting to receive the fax by contacting them prior to the fax 
transmission. 

 
 

                                                 
1 
http://hsenet.hse.ie/HSE_Central/Commercial_and_Support_Services/ICT/Security_and_Standards/Securit
y/Top_Tips/ 
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Retention Policy 

 
Part Five of the HSE National Hospitals Office (NHO) Code of Practice for Healthcare 
Records Management sets the schedules for retention and disposal of healthcare records 
in acute hospitals. This retention policy applies to all types of records regardless of the 
medium in which they are held. The policy recommends that the Notifiable Infectious 
disease booklet records are retained for six years. The MPS recommends a retention 
period of eight years for adult healthcare records. The recommended retention period for 
children or young people is until the patient’s 25th birthday, or 26th birthday if the young 
person was 17 at the conclusion of treatment, or eight years after the patient’s death. A 
comprehensive data retention policy needs to be developed for infectious disease 
notifications. 
 
The 1988 and 2003 Data Protection Acts set out the principle that personal data shall not 
be kept for longer than is necessary for the purpose or purposes for which it was obtained.  
 
 
Information Governance Self-Assessment Tool 
The Health Information and Quality Authority provide an information governance self-
assessment tool which should be used by all departments that manage STI and HIV data 
to determine compliance with information governance requirements and practices. This is 
available at http://www.hiqa.ie/standards/information-governance/health-information-
governance.  
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Appendix I: Information Governance Agreement 
 

Name: 
 
Position: 
 
 
I am aware that, in the course of my employment, I may have access to, or hear, 
information concerning the medical or personal affairs of patients and/or staff, or other 
health service business. Such records and information are strictly confidential. Unless 
acting on the instructions of an authorised officer, on no account must information 
concerning staff, patients or other health service business be divulged or discussed except 
in the performance of normal duty. In addition, records must never be left in such a 
manner that an unauthorised person can obtain access to them and must be kept in safe 
custody when no longer required. 
 
I confirm that I have read and agree to adhere to the Public Health Department 
Information Governance Policy and the Information Sharing Guidelines for the 
notification of STIs and HIV. 
 
I have read, understand and agree to adhere to the HSE policies on: 
 
Use of Computer Systems 
 
Reliability and Confidentiality issues with the use of e-mail 
 
Internet Browsing – Acceptable Usage Policy, available at: 
http://intranet/intranet1/CoporateServices/IT/ITPoliciesProcedures/ 
 
And the Health Information and Quality Authority document:  
 
What you should know about Information Governance (A Guide for health and 
social care staff) 
 
Signed: _____________________________ 
 
  _____________________________ ` Date:  _________________ 
  (Name in BLOCK capitals) 
 
 
Witnessed: _____________________________ 
 
  _____________________________ 
  (Name in BLOCK capitals) 
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Appendix II : Definition of Personal Data 

What is Personal Data? 

The definition in the Data Protection Act  states:  

“personal data” means data relating to a living individual who is or can be identified 
either from the data or from the data in conjunction with other information that is in, or is 
likely to come into, the possession of the data controller;  

A similar definition is contained in the EU Data Protection Directive (95/46/EC): 
“personal data” shall mean any information relating to an identified or identifiable natural 
person (‘Data Subject’); an identifiable person is one who can be identified, directly or 
indirectly, in particular by reference to an identification number or to one or more factors 
specific to his physical, physiological, mental, economic, cultural or social identity. 

The definition is – deliberately - a very broad one. In principle, it covers any information 
that relates to an identifiable, living individual. However, it needs to be borne in mind 
that data may become personally identifiable from information that could likely come 
into the possession of a data controller. 

There are different ways in which an individual can be considered ‘identifiable’. A 
person’s full name is an obvious likely identifier. But a person can also be identifiable 
from other information, including a combination of identification elements such as 
physical characteristics, pseudonyms occupation, address etc.  

The definition is also technology neutral. It does not matter how the personal data is 
stored – on paper, on an IT system, on a CCTV system etc. 

http://dataprotection.ie/ViewDoc.asp?fn=%2Fdocuments%2Flegal%2FLawOnDP%2Ehtm&CatID=7&m=l
http://eur-lex.europa.eu/Notice.do?val=307229:cs&lang=en&list=307229:cs,&pos=1&page=1&nbl=1&pgs=10&hwords=95/46/EC%7E&checktexte=checkbox&visu=#texte
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