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Frequently Asked Questions 
Note:  The attached frequently asked questions and answers have been formulated to 

be of assistance to both data subjects and data controllers.  They are not 

comprehensive and are not binding on the Office of the Data Protection 

Commissioner in terms of how the Data Protection Acts will be interpreted as a case 

by case approach depending on the specifics or each case is adopted by this Office to 

complaints and other matters under consideration or investigation. 
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(c) The Commissioner’s power to enforce compliance with the Acts 

(d) The Commissioner’s power to prohibit overseas transfer of personal 

data 

(e) The powers of “authorised officers” to enter and examine premises 

(f) Appeals to the court against the Commissioner’s powers or decisions 

(g) Prosecution of offences under the Data Protection Acts and S.I.535 of 

2003 

1.3 What is the difference between Freedom of Information and Data Protection? 

1.4 What is meant by sensitive personal data? 

1.5 What is excessive information? 

1.6 Do data protection requirements apply to material placed on social networking 

sites? 

1.7 What are my rights in relation to my exam results with my name being placed 

on a notice board, booklet or used at a conferral ceremony?  

1.8 What is the difference between the Full Electoral Register and the Edited 

Electoral Register? 

 

2. Direct marketing communications  
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2.1 What is direct marketing? 

2.2 What is an unsolicited communication? 

2.3 Are there ways of stopping unsolicited marketing contacts? 

2.4 I am receiving nuisance/threatening phone calls 

2.5 How can I get my phone number recorded on the National Directory Database 

(NDD)? 

2.6 Does the NDD apply to mobile phones? 

2.7 How do I know what preference has been recorded? 

2.8 If my line provider fails to record my preference to be placed on the opt-out 

register of the NDD, what can I do? 

2.9 Will I still receive marketing calls from people I do business with? 

2.10 How do I remove a deceased person from a direct marketing database? 

2.11 To whom do I complain? 

 

3. Right of access / right of rectification 

3.1 How can I see what information a body or company holds about me? 

3.2 How did the Office of the Data Protection Commissioner come up with an 

access fee of €6.35? 

3.3 Are there any exceptions to the right of access? 

3.4 What if an organisation refuses to respond to my access request? 

3.5 Can anyone else make an access request on my behalf? 

3.6 What are my rights in relation to accessing account information held in my 

husband/wife's name? 

3.7 What can I do if I find that personal data held about me is incorrect? 

3.8 How can I get my credit rating / credit history? 

3.9 What information is held about me on the insurance register? 

3.10 What rights have I to access the script of an exam I undertook? 

3.11 Can I access my medical records under the Data Protection Acts? 

3.12 What are my rights in relation to correcting incorrect information including on 

a medical file? 

3.13 Can I access personal data in relation to a deceased relative? 

3.14 How can I amend personal data in relation to a deceased person? 

3.15 What are the data protection issues associated with accessing historical 

information including school rolls / log books? 
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4. Data protection in the workplace  

4.1 Can my employer access my email or internet usage? / Can I access my 

employees’ email or internet usage? 

4.2 What type of background checks can I carry out on potential employees? 

4.3 How can I seek Garda vetting of a potential employee? 

4.4 What is the position of the Office of the Data Protection Commissioner in 

relation to enforced subject access requests (i.e. where an employer forces his 

potential employee to make an access request to An Garda Síochána so that 

the employer can access the records of any criminal convictions)? 

4.5 Can I ask my employees questions for statistical purposes? 

4.6 What are the requirements if I wish to record phone calls for training 

purposes? 

 

5. Biometrics 

5.1 Can I introduce biometrics in my workplace? Can I introduce biometrics in my 

school / college? 

 

6. Use of CCTV 

6.1 What issues surround the use of CCTV? 

6.2 What if I am asked by a law enforcement authority for access to the 

recordings? 

6.3 What if I am asked for a copy of an image of a person who has been recorded? 

 

7.   Responsibilities of data controllers 

7.1 Is my business covered by the Irish Data Protection Acts? 

7.2 How long should personal data be held to meet the obligations imposed by the 

Acts? 

7.3 How long can an insurance quote be held for? 

7.4 In what circumstances can I seek a PPS number? 

7.5 How do I make a privacy policy? 

7.6 What security measures should I have in place to protect personal data from 

unauthorised access? 

7.7 What do I do if there is a security breach? 
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7.8 Can I carry out market research with my own customers? 

7.9 I want to transfer personal data out of Ireland.  What do I need to do? 

7.10 Does the Office of the Data Protection Commissioner have any material with 

advice on what should be contained in a contract between a data controller and 

a data processor? 

7.11 Under what circumstances can I disclose personal data without the consent of 

the data subject? 

7.12 What is the position in relation to personal data already in the public domain?  

7.13 What is the position in relation to a sales representative with a list of clients, 

can she or he bring it with him when she/he leaves? 

7.14 A Company is being taken over by another company.  Does the new 

organisation need consent before medical files are transferred? 

 

8. Registration 

8.1 Registration with the Data Protection Commissioner 

 

9. How do I make a complaint? 

9.1 Making a complaint in relation to offences under S.I.535 of 2003 

9.2 Submitting a complaint 

9.3  Complaint outcome 
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1. General 

1.1 What is personal data? 

This is a broad concept.  More extensive guidance is available at 

http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/31

0604.htm 

 

The definition in the Act reads: 

“personal data” means data relating to a living individual who is or can be 

identified either from the data or from the data in conjunction with other 

information that is in, or is likely to come into, the possession of the data 

controller.” 

It covers any information that relates to an identifiable, living individual.  

However, it needs to be borne in mind that data may become personal from 

information that could likely come into the possession of a data controller.  

Often a case by case assessment must be made taking account of some of the 

above considerations as to whether data could be deemed to be personal. 

Return to top 

1.2 What powers does the Data Protection Commissioner have? 

The Data Protection Commissioner is responsible for ensuring that people’s 

rights are respected, and that the persons who keep personal information on 

computer meet their responsibilities. The Commissioner’s approach to 

complaints, as provided under the Acts, is to try to reach an amicable 

resolution to the matter which is the subject of the complaint. In cases where it 

is not possible to reach an amicable resolution, a complainant may ask the 

Commissioner to make a formal decision as to whether a contravention has 

occurred. However, the Commissioner does not have the power to award 

compensation. The Commissioner’s main priority, if he upholds your 

complaint, is that the data controller complies with the law and puts matters 

right. If the Commissioner rejects your complaint, he will inform you of this in 

writing.  If you disagree with the Commissioner’s finding, you have the right 

to appeal the decision to the Circuit Court. 

 

http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/310604.htm
http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/310604.htm
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The Data Protection Acts makes it clear that organisations or individuals who 

hold your personal data owe you a duty of care.  If you suffer damage through 

the mishandling of your personal information, then you may be entitled to 

claim compensation through the Courts and this is a matter for you and your 

legal advisers. The Commissioner has no function in relation to the taking of 

such proceedings or in the giving of legal advice.  

To assist the Commissioner in exercising his / her functions, he or she is 

assigned certain important powers under the Data Protection Acts, 1988 and 

2003, and under the Electronic Communications Regulations, S.I. 535 of 

2003.   

• Investigations by the Data Protection Commissioner  

• The Commissioner’s power to obtain information  

• The Commissioner’s power to enforce compliance with the Act  

• The Commissioner’s power to prohibit overseas transfer of personal data  

• The powers of "authorised officers" to enter and examine premises  

• Appeals to the Court against the Commissioner’s powers or decisions  

• Prosecution of offences under the Data Protection Acts and S.I. 535 of 

2003.  

• Codes of Practice.  

a) Investigations by the Data Protection Commissioner 

Under section 10 of the Data Protection Acts, 1988 and 2003, the 

Commissioner will investigate any complaints which he receives from 

individuals who feel that personal information about them is not being treated 

in accordance with the Act, unless he is of the opinion that such complaints 

are "frivolous or vexatious". The Commissioner notifies the complainant in 

writing of his decision regarding the complaint. The Commissioner’s decision 

can be appealed to the Circuit Court.  

The Commissioner may also launch investigations on his own initiative, where 

he is of the opinion that there might be a breach of the Act, or he considers it 

appropriate in order to ensure compliance with the Acts.    

http://www.dataprotection.ie/viewdoc.asp?DocID=96#Investigations by the Data Protection Co
http://www.dataprotection.ie/viewdoc.asp?DocID=96#The Commissioner�s Power to Obtain Infor
http://www.dataprotection.ie/viewdoc.asp?DocID=96#The Commissioner�s Power to Enforce Comp
http://www.dataprotection.ie/viewdoc.asp?DocID=96#The Commissioner�s Power to Prohibit Ove
http://www.dataprotection.ie/viewdoc.asp?DocID=96#The Powers of 
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Prosecution of offences under Data Prote
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Prosecution of offences under Data Prote
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Codes of Practice#Codes of Practice
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour
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b) The Commissioner’s Power to Obtain Information 

Under section 12 of the Data Protection Acts, 1988 and 2003, the Data 

Protection Commissioner may require any person to provide him with 

whatever information the Commissioner needs to carry out his functions, such 

as to pursue an investigation. The Commissioner exercises this power by 

providing a written notice, called an "information notice", to the person. 

A person who receives an information notice has the right to appeal it to the 

Circuit Court.  

Failure to comply with an information notice without reasonable excuse is an 

offence. Knowingly to provide false information, or information that is 

misleading in a material respect, in response to an information notice is an 

offence. No legal prohibition may stand in the way of compliance with an 

information notice. The only exceptions to compliance with an information 

notice are (i) where the information in question is or was, in the opinion of the 

Minister for Justice, Equality and Law Reform, or in the opinion of the 

Minister for Defence, kept for the purpose of safeguarding the security of the 

State, and (ii) where the information is privileged from disclosure in 

proceedings in any court. 

c) The Commissioner’s Power to Enforce Compliance with the Act 

Under section 10 of the Data Protection Act, 1988, the Data Protection 

Commissioner may require a data controller or data processor to take whatever 

steps the Commissioner considers appropriate to comply with the terms of the 

Data Protection Act, 1988. Such steps could include correcting the data, 

blocking the data from use for certain purposes,  supplementing the data with a 

statement which the Commissioner approves, or erasing the data altogether. 

The Commissioner exercises this power by providing a written notice, called 

an "enforcement notice", to the data controller or data processor. A person 

who receives an enforcement notice has the right to appeal it to the Circuit 

Court.  

http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour
http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour


 9

It is an offence to fail or refuse to comply with an enforcement notice without 

reasonable excuse. 

d) The Commissioner’s Power to Prohibit Overseas Transfer of Personal 

Data 

Under section 11 of the Data Protection Acts, 1988 and 2003, the Data 

Protection Commissioner may prohibit the transfer of personal data from the 

State to a place outside the State. The Commissioner exercises this power by 

providing a written notice, called a "prohibition notice", to the data controller 

or data processor. 

In considering whether to exercise this power, the Commissioner must have 

regard to the need to facilitate international transfers of information.  

A prohibition notice may be absolute, or may prohibit the transfer of personal 

data until the person concerned takes certain steps to protect the interests of 

the individuals affected. A person who receives an enforcement notice has the 

right to appeal it to the Circuit Court.  

It is an offence to fail or refuse to comply with a prohibition specified in a 

prohibition notice without reasonable excuse. 

e) The Powers of "Authorised Officers" to Enter and Examine Premises 

Under section 24 of the Data Protection Acts, 1988 and 2003, the Data 

Protection Commissioner may appoint an "authorised officer" to enter and 

examine the premises of a data controller or data processor, to enable the 

Commissioner to carry out his functions, such as to pursue an investigation. 

The authorised officer, upon production of his or her written authorisation 

from the Commissioner, has the power to: 

• enter the premises and inspect any data equipment there  

• require the data controller, data processor or staff to assist in obtaining 

access to data, and to provide any related information  

• inspect and copy any information  

http://www.dataprotection.ie/viewdoc.asp?DocID=96#Appeals to the Court#Appeals to the Cour
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• require the data controller, data processor or staff to provide information 

about procedures on complying with the Act, sources of data, purposes for 

which personal data are kept, persons to whom data are disclosed, and data 

equipment on the premises.  

It is an offence to obstruct or impede an authorised officer; to fail to comply 

with any of the requirements set out above; or knowingly to give false or 

misleading information to an authorised officer. 

f) Appeals to the Court 

Disclaimer: If you are contemplating taking an appeal against a decision of 

the Commissioner, or against the exercise of the Commissioner’s powers, it is 

recommended that you seek independent legal advice. Note that the material 

contained in this section is provided for general information purposes only, 

and does not purport to be legal advice or a definitive interpretation of the 

law. 

Under section 26 of the Data Protection Acts, appeals can be made to the 

Circuit Court against:- 

• a requirement specified in an information notice  

• a requirement specified in an enforcement notice  

• a prohibition specified in a prohibition notice  

• a refusal by the Data Protection Commissioner to accept an application for 

registration, or for renewal of registration, or for an amendment of 

registration details  

• a decision of the Data Protection Commissioner in relation to a complaint 

by an individual.  

Appeals to the court must normally be made within 21 days from the service 

of the notice, or from the date of receipt of the refusal or decision. The 

decision of the court is final, although an appeal against the court’s decision 

may be brought to the High Court on a point of law.  
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g) Prosecution of offences under Data Protection Acts and under S.I. 535 of 

2003. 

Section 30 of the Data Protection Acts provides that the Commissioner may 

bring summary proceedings for an offence under the Acts.  The Commissioner 

also has the power to prosecute offences in relation to unsolicited marketing 

under S.I. 535 of 2003 (Electronic Communications Regulations). 

Return to top 

 

1.3 What is the difference between FOI and Data Protection? 

The Freedom of Information Acts grant every person a right, subject to certain 

restrictions, to access information held by Government Departments, agencies 

and other designated bodies in receipt of State funding.  The FOI Acts also 

allow for persons to seek access to their own data held by such bodies. 

 

The requirements of the Data Protection Acts apply to all legal entities in this 

jurisdiction whether Government, private, voluntary or charitable that control 

personal data. More guidance on this is available at 

http://www.dataprotection.ie/ViewDoc.asp?fn=/documents/responsibilities/3bi

.htm&CatID=53&m=y 

The Acts place obligations on such entities in terms of how they process 

personal data.  One of these obligations is to give a person a copy of their 

personal data on request.  This right to access personal data is subject to very 

limited exemptions. 

 

When a public body covered by Freedom of Information legislation receives 

an FOI request from a person for their own information, they are required to 

also consider the request under data protection requirements and give the 

person the maximum amount of their information taking account of both sets 

of legislation.  More detailed guidance is available here 

(http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/D

ata_Protection_and_FOI.htm) 

 

http://www.dataprotection.ie/ViewDoc.asp?fn=/documents/responsibilities/3bi.htm&CatID=53&m=y
http://www.dataprotection.ie/ViewDoc.asp?fn=/documents/responsibilities/3bi.htm&CatID=53&m=y
http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/Data_Protection_and_FOI.htm
http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/Data_Protection_and_FOI.htm
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Return to top 

 

 

1.4 What is meant by sensitive personal data? 

Sensitive personal data is defined in the Data Protection Acts as any personal 

data as to -  

(a) the racial or ethnic origin, the political opinions or the religious or 

philosophical beliefs of the data subject, 

(b) whether the data subject is a member of a trade union 

(c) the physical or mental health or condition or sexual life of the data subject, 

(d) the commission or alleged commission of any offence by the data subject, 

or 

(e) any proceedings for an offence committed or alleged to have been 

committed by the data subject, the disposal of such proceedings or the 

sentence of any court in such proceedings. 

The Data Protection Acts require additional conditions to be met for the 

processing of such data to be legitimate.  Usually this will be the consent of 

the person about whom the data relates. 

Return to top 

 

1.5 What is excessive information? 

The Data Protection Acts require that only the minimum necessary personal 

data should be sought and used to allow for the performance of the function to 

which it relates.  This requires a Data Controller in all situations to be certain 

that the data that is being sought is appropriate to the reason for which it was 

sought.  A data controller must be able to show that each piece of personal 

data sought from a person is needed for a legitimate reason.  Where data is not 
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needed for the reason for which it was sought this would constitute a breach of 

the Data Protection Acts. 

Return to top 

 

1.6 Do Data Protection requirements apply to material placed on Social 

Networking sites? 

Such sites have a common feature in that they tend to be hosted outside the 

EEA and thereby it can be difficult to establish how to apply the principles of 

data protection to the data that is placed on such sites.  Data protection law can 

be applied to access to material on these sites but, at present, the general 

movement towards a greater understanding of responsibilities in this area 

would indicate that having to almost impose data protection requirements will 

not have to be considered in any detail against such sites.   

 

There is no doubt something of a generational issue at play here in some 

respects, as the users of these sites would seem far less concerned about the 

privacy issues arising than their parents for instance.  For the users of these 

sites the concept of placing intimate details about themselves up in a space 

where friends and others can access does not seem unusual.  Of course, if a 

person takes an informed decision in relation to the positives and negatives of 

placing such material about themselves on these sites then that is their 

business entirely.  The difficulty is whether at all times such material is being 

placed on such sites taking full account of the potential longer-term 

consequences. 

 

The data protection issues relate to consent (particularly if the person is under 

14) for the processing of their information and the right of an individual to 

seek blocking of any personal data in relation to them that is incorrect or that 

was placed on the site without their consent.  This might be a picture of a 

teacher perhaps taken in a classroom context without their knowledge or 
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factual statements that are false in relation to a person.  The powers of the 

Office do not extend to material that is offensive, pornographic or just simply 

defamatory.  However, such abuses require the same response on the part of 

the websites in question and that is an effective complaints mechanism that is 

appropriately staffed with trained personnel who can respond quickly to the 

issues raised. 

Return to top 

 

1.7 What are my rights in relation to my exam results with my name being 

placed on a notice board, booklet or used at a conferral ceremony?  

While this is a standard practice that has taken place for a considerable period 

of time, best practice in relation to Data Protection is that where a person 

raises a concern in relation to their personal details being displayed in such a 

manner that this would be respected.  Particularly in relation to the display of 

actual results on a notice board or in a booklet form, this might be best 

achieved with student number rather than the actual name of the student. 

Return to top 

 

1.8 What is the difference between the Full Electoral Register and the Edited 

Electoral Register? 

Since 2004, registration authorities are required to publish two versions of the 

Electoral Register – the 'Full' Register and the 'Edited' Register.  The 'Full 

Register' lists everyone who is entitled to vote and can only be used for an 

electoral or other statutory purpose. 

 

The ‘Edited Register’ contains the names and addresses of persons whose 

details can be used for a purpose other than an electoral or other statutory 

purpose, e.g. for direct marketing use by a commercial or other organisation. 

 

Return to top 
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2. Direct Marketing Communications 

2.1 What is direct marketing? 

Direct marketing involves a person being targeted as an individual, and the 

marketer attempting to promote a product or service, or attempting to get the 

person to request additional information about a product or service.  

Unaddressed mail received at your home is not covered by Data Protection 

legislation as no personal data is used.  It also does not include market surveys 

seeking your views on say political matters or radio listenership preferences.  

Return to top 

 

2.2 What is an unsolicited communication? 

Unsolicited is essentially something that was not sought or requested. If you 

have an ongoing, or recent, relationship with a person, then contact from that 

person might not be deemed to be unsolicited, as some form of consent may 

be present.  In addition, where you have volunteered contact details in the 

course of completing lifestyle surveys or entering promotions, such details 

may have consent attached to their future use and subsequent contact may not 

be deemed to be unsolicited depending on what you knew when you provided 

them. 

Return to top 

 

2.3 Are there ways of stopping unsolicited marketing contacts? 

Unsolicited direct marketing mail can be stopped by sending back an opt-out 

from such contacts to the sender.  A means of doing this should have been 

provided with the communication received.  Your preference must be 

respected.  If you have concerns as to where your information was sourced, 

you should seek an explanation from the company concerned.  Where you are 
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unhappy with the outcome please contact this Office for further advice or to 

make a complaint that will be investigated.  The sending of unsolicited direct 

marketing post is what as known as a breach of Data Protection Legislation 

which, on becoming aware, the Commissioner will have corrected.  It is not an 

offence that carries a financial penalty.  

Unsolicited direct marketing phone calls, emails or text messages to your 

phone are offences and each such call or message can attract a fine of €3,000. 

Unsolicited direct marketing phone calls can be stopped by placing your 

phone number on what is known as the National Directory Database (NDD) 

opt-out register.  This also applies to stopping unsolicited direct marketing 

faxes. 

Return to top 

 

2.4 I am receiving nuisance/threatening phone calls 

This is a matter for your phone provider and the Gardaí to examine.  Your data 

protection rights relate to calls for direct marketing purposes.  If there are 

subsequent concerns in relation to the manner that your phone number became 

known to the person making the calls then there may be a data protection issue 

that this Office can pursue. 

Return to top 

 

 

2.5 How can I get my phone number recorded on the National Directory 

Database (NDD)? 

If you are moving to a new telephone line provider, your new provider will 

ask for your marketing preference. If you are an existing subscriber, your 

current line provider can give you the procedures to follow. Typically you will 

be able to express your preference by phoning your provider, possibly 
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followed up in writing. Your line provider is then required to supply the 

relevant details to the NDD. 

The NDD is not capable of taking instructions from individual subscribers, 

only from line providers.  This is a free service and your preference will 

remain recorded unless you issue a new instruction.  Your preference will also 

remain recorded in the event of you switching your line provider. 

• Eircom customers  - dial 1901, select service enquiry and then choose other 

request - remember to have you account number ready. 

• BT customers -  dial 1800 923 851 for a quick step automated service, or 

speak to the customer care staff on 1909. 

In addition, in the event that your number is not listed on the NDD, it is open 

to any subscriber who receives a marketing call or fax to tell the caller not to 

contact him/her in future.  That person is obliged to respect such a preference. 

If you do issue such an instruction, it is recommended that you take note of the 

date & time the instruction was issued on as well as the number to which the 

instruction was delivered (and a contact name if available). 

Return to top 

 

2.6 Does the NDD apply to mobile phones? 

Yes, the NDD also lists registered mobile phones. However, mobile operators 

have decided to automatically opt-out all their subscribers from receiving 

marketing calls. If you are a mobile subscriber and wish to receive marketing 

calls, you can contact your operator and have your preference changed in the 

NDD. 

In relation to email and mobile phone text based direct marketing, it is an 

offence to send such communications to you without your clear consent in 

advance.  In the case of businesses, messages can be sent until such time as the 
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sender is asked to stop and any subsequent messages from that sender would 

then be an offence.  More extensive information on this is available here: 

(Guidance on email and mobile phone text-based direct marketing). 

Return to top 

 

2.7 How do I know what preference has been recorded? 

Any subscriber has a right to ask his/her service provider for a copy of his/her 

listing in the NDD.  The service provider has a right to charge a fee for this 

service. 

Return to top 

 

2.8 If my Line Provider fails to record my preference to be placed on the opt-

out register of the NDD, what can I do? 

This is a matter for Comreg which takes it seriously and you should contact 

ComReg at 1890-229-668 or visit their website at www.askcomreg.ie  

Return to top 

 

2.9 Will I still receive marketing calls from people I do business with? 

Unless you instruct these people that you do not wish to receive marketing 

from them, they can rely on consent arising from any consent you may have 

given as part of that existing relationship to market you regardless of what 

preference may be recorded in the NDD. 

Return to top 

http://www.dataprotection.ie/documents/guidance/spamguide.htm
http://www.askcomreg.ie/
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2.10 How do I remove a deceased person from a direct marketing database? 

This should be done in the standard way by writing to the data controller and 

explaining the circumstances.  In the vast majority of cases this will be 

respected as the data controller will have no business case for continuing to 

send direct marketing in such cases.  As the Data Protection Acts only provide 

a right to object to the receipt of direct marketing to living individuals there is 

no express provision to object to such mail addressed to a deceased person.  

However, where there is reason to believe that a reasonable request for the 

removal of a deceased person’s details is being ignored for the purpose of 

continuing to send mail to the home in question, then there may be rights 

under the Acts in such circumstances for a living individual in that home to 

object to its receipt. 

 

Return to top 

 

 

2.11 To whom do I complain? 

A complaint can either be made to this Office (who will prosecute persistent 

offenders) or to the Commission for Communication Regulation (who can 

issue enforceable directions against certain bodies). 

Those wishing to complain to ComReg should phone their consumer line at 

1890-229 668 or visit their website at www.askcomreg.ie. 

 

Return to top 

http://www.askcomreg.ie/
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3. Right of access / right of rectification 

3.1 How can I see what information a body or company holds about me? 

Under section 4 of the Data Protection Acts, 1988 and 2003, you have a right 

to obtain a copy, clearly explained, of any information relating to you kept on 

computer or in a structured manual filing system or intended for such a system 

by any entity or organisation. All you need to do is write to the organisation or 

entity concerned and ask for it.  It is not necessary to quote the Data Protection 

Acts in doing so however we would recommend that you do so to ensure that 

your request is understood and acted upon.  

Your request could read as follows: 

Dear ... 

I wish to make an access request under the Data Protection Acts 1988 and 2003 for a 

copy of any information you keep about me, on computer or in manual form.  I am 

making this request under section 4 of the Data Protection Acts. 

You should also include any additional details that may be necessary to enable 

the organisation to locate your record, e.g. customer account number, staff 

number, or PPS number (if you are writing to a public-sector organisation). 

When requesting some types of record, such as credit history or Garda records, 

it may also be useful to provide a list of previous addresses, previous names 

and your date of birth. You may be asked to pay a fee, but this cannot exceed 

€6.35. 
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Once you have made your request, and paid any appropriate fee, you must be 

given the information within 40 days (most organisations manage to reply 

much sooner). 

Return to top 

 

 

3.2 How did the Office of the Data Protection Commissioner come up with an 

access fee of €6.35? 

This was specified in regulations made at the time of the passing of the Act in 

1988.  It was rounded up as part of the euro changeover. 

Return to top 

3.3 Are there any exceptions to the right of access? 

Yes. Sections 4 & 5 of the Data Protection Acts set out a small number of 

circumstances in which your right to see your personal records can be limited. 

This is necessary in order to strike a balance between the rights of the 

individual, on the one hand, and some important needs of civil society, on the 

other hand. For example, a criminal suspect does not have a right to see the 

information held about him by An Garda Síochána, where that would 

impede a criminal investigation.  Similarly, you do not have a right to see 

communications between a lawyer and his or her client, where that 

communication would be subject to legal privilege in court.  The right of 

access to medical data and social workers’ data is also restricted in some very 

limited circumstances, where the health and mental well-being of the 

individual might be affected by obtaining access to the data. Your right to 

obtain access to examination results and to see information relating to other 

people is also curtailed. Further details on all of these points can be obtained 

by clicking on the link below. 

Return to top 



 22

3.4 What if an organisation refuses to respond to my access request? 

If an organisation does not comply with a valid access request that you have 

made, it is open to you to make a complaint to the Data Protection 

Commissioner.  Before doing so it is recommended that you contact the 

organisation in question to establish the circumstances and to indicate your 

intention to complain to this Office. They may be in a position to apologise 

and correct the problem there and then.  We find that this can work well as an 

organisation once contacted by ourselves will often go through a formal 

process and actually slow down the resolution of your complaint.  If you are 

not satisfied with their response, or if you do not receive a response, at that 

point you should make a formal complaint to this office.  The Commissioner 

will investigate the matter for you and ensure that your rights are fully upheld. 

The Commissioner has wide powers to investigate complaints made to him 

and will take appropriate action against any persons or organisations that are 

not complying with the provisions of the Acts. 

3.5 Can anyone else make an access request on my behalf? 

The right of access under Section 4 of the Data Protection Acts applies to a 

person’s own personal data only.  There is no expressed provision for the 

exercising of that right by one person on behalf of another person, even where 

the other person is a minor.  In the case of a minor, the key issue is that the 

personal data is made available to the child as the child in the person who is 

entitled to it under the Acts.  Neither a father, mother nor guardian has any 

entitlement to the personal data of another person.  A data controller has 

discretion to ensure that the personal data of a child is made available to the 

child other than where the information is clearly sought on behalf of the child. 

Return to top 

 

 

http://www.dataprotection.ie/viewdoc.asp?m=&fn=/documents/rights/2f.htm
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3.6 What are my rights in relation to accessing account information held in 

my husband/wife's name? 

This can be a complex area and depends on the policy of the entities in 

question and any preferences that the individual(s) involved may have 

expressed.  However, from a data protection perspective, any entity with a 

policy of transacting business with the named a/c holder only is perfectly 

entitled to adopt that approach.  In fact, such a policy would be prudent as the 

revealing of account information to a spouse or former spouse will in most 

situations constitute a breach of the Data Protection Acts if undertaken without 

the consent of the other spouse or former spouse. 

Return to top 

 

 

3.7 What can I do if I find that personal data held about me is incorrect? 

If you discover that information kept about you by a data controller is 

inaccurate, you have a right to have that information rectified or, in some 

cases you may also have the information erased.  This right may also be met 

by the appending of a statement from you relating to the matters which are 

deemed inaccurate. 

 

Additionally, if the entity keeping the personal data has no good reason to hold 

it, i.e. it is irrelevant or excessive for the purpose, or if the information has not 

been obtained fairly, you can have the information rectified or erased.  

 

You can exercise your rights in this area by simply writing to the entity 

keeping your data specifying your views which must comply or indicate why 

it will not do so within 40 days. 

Return to top 
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3.8 How can I get my credit rating/credit history? 

There is no concept such as a credit rating in this jurisdiction.  What is 

recorded in a facility known as the Irish Credit Bureau (ICB) is your history of 

making repayments on outstanding loans whether mortgages or personal.  This 

is accessed by member financial institutions of the ICB each time you apply to 

them for a loan.  A history of all such accesses is also retained for you to 

inspect.  This history of access is not made known to anyone else.  To access a 

copy of this history, phone the Bureau (01 -2600388) leave your details on 

their voice machine and they will send out application for you to complete and 

return.  Once you do this they will send out a copy of your credit history.  You 

will be asked to pay a standard fee for access to your personal data of €6. 

Return to top 

 

 

3.9 What information is held about me on the insurance register? 

This Office is currently working on a Code of Practice in this area with the 

insurance sector which will result in enhanced information being made 

available in terms of how personal data is processed in the sector including in 

relation to the insurance register and other databases that are held centrally by 

the Irish Insurance Federation on behalf of member companies.   

 

The insurance register is a list of life assurance policies refused or granted 

with special conditions.  The current wording of clauses in life assurance 

policies allows for the transfer of any medical reports etc you have provided as 

part of an application that was refused or granted with special conditions to 

other companies should you also apply there. 

Return to top 

3.10 What rights have I to access the script of an exam I undertook? 

The Data Protection Acts provide a right in Section 4(6)(a) to request the 

http://www.icb.ie/
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results of an examination at which a person was a candidate 60 days after the 

date of the first publication of the results of the examination.  This does not 

automatically extend to the scripts that were submitted for the exam.  Access 

to such material would have to be considered weighing up whether it could be 

considered to be personal data.  In such a context, a psychometric or IQ test 

would likely contain more information relating to the person that undertook it 

than say a test of general knowledge.  

Return to top 

 

 

3.11 Can I access my medical records under the Data Protection Acts? 

The right to access your personal data is a basic right and applies by law 

regardless of the type of body or entity which is holding your personal data.  

Accordingly you have a basic right to access your personal data held by a 

doctor, hospital, consultant treating you in a private capacity etc.  In response 

to such a request you should receive anything held on file or computer by the 

health professional or facility that relates to you or from which you can be 

identified.  This would include any manuscript notes kept that relate to you. 

 

The only variation on this requirement is where in the opinion of the health 

professional or facility the release to you of the information could potentially 

be damaging to your physical or mental health it should then be made 

available to your GP who will then talk you through it.  This is a variation in 

the right of access that should only be applied in the rare circumstances 

envisaged. 

Return to top 
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3.12 What are my rights in relation to correcting incorrect information 

including on a medical file? 

If personal information kept about you is inaccurate, you have a right to have 

that information rectified or, in some cases you may also have the information 

erased.  This right may also be met by the appending of a statement from you 

relating to the matters which are deemed inaccurate. 

 

If the entity keeping the personal data has no good reason to hold it, i.e. it is 

irrelevant or excessive for the purpose, or if the information has not been 

obtained fairly, you can have the information rectified or erased.  

 

You can exercise your rights in this area by simply writing to the entity 

keeping your data specifying your views which must comply or indicate why 

it will not do so within 40 days. 

 

It needs to be recognised in this area that there is a balance to be struck 

between the rights of the data subject and the legitimate interests of a data 

controller to hold data.  At the one end of the scale, where data has been 

collected unfairly and no legitimate interest to hold it can be established, then 

it is straight forward that the personal data in question must be deleted upon 

request.  At the other end, where data has been collected fairly and the data 

controller has attempted to record it as accurately as possible then there may 

be no right to have the information amended even where the data subject may 

have a view that it is inaccurate.  In such cases, the appending of a note, of the 

data subject’s views, to the information in question can be considered to meet 

a data controller’s obligations under the Acts. 

Return to top 
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3.13 Can I access personal data in relation to a deceased relative? 

The right of access under the Data Protection Acts only applies to the personal 

data of living individuals.  There is no right to access the personal data of 

deceased persons.  A particular data controller, for reasons of goodwill, may 

choose upon request to supply data relating to a deceased person to a relative 

but that is totally a matter for it. 

 

Additionally if the information sought is held by a public body covered by the 

Freedom of Information Acts, the personal data of the deceased person may be 

accessible via those Acts. 

Return to top 

3.14 How can I amend personal data in relation to a deceased person? 

The right to amend personal data under the Data Protection Acts only applies 

to the personal data of living individuals.  There is no right to amend the 

personal data of deceased persons.  A particular data controller, for reasons of 

goodwill, may choose upon request to amend data relating to a deceased 

person but that is totally a matter for it. 

 

Return to top 

3.15 What are the data protection issues associated with accessing historical 

information including school rolls/log books? 

This is a complex area.  In essence access to any historical information from 

which a living individual can be identified needs to be undertaken in the 

context of the Data Protection Acts.  This requires that where it is likely that 

personal data will be used for a particular purpose, including historical 

research, that this be made known to the data subject at the time of collection 

and they would be given an opportunity to object. 

 

Return to top 
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4. Data protection in the workplace 

4.1 Can my employer access my email or internet usage? / Can I access my 

employees’ email or internet usage? 

More extensive guidance is available on this issue here 

(http://www.dataprotection.ie/viewdoc.asp?DocID=208).  The advice of this 

Office is that every employee has a legitimate right to expect a certain amount 

of privacy in a work context.  The key point is that the employer needs to have 

a clear policy that is made available to all employees in relation to whether 

personal use of employee equipment such as email or the internet is allowable.  

If an employer does not allow any such use then the employee should not use 

these systems for their own use.  Such a policy will allow more ready access to 

an employee’s email and internet records by an employer as the employee 

should not be making use of them for a personal purpose.  However, even in 

such circumstances ongoing monitoring is never considered proportionate and 

access should be in response to a reasonable suspicion. 

 

If the employer’s usage policy does allow some use of equipment for personal 

purposes then ongoing monitoring of that usage will likely give rise to data 

protection concerns as the employee is entitled to privacy in relation to that 

limited personal use.  Any specific access to emails or internet usage should be 

in response to a specific and reasonable suspicion of inappropriate use of the 

facilities provided. 

Return to top 

 

 

 

4.2 What type of background checks can I carry out on potential employees? 

http://www.dataprotection.ie/viewdoc.asp?DocID=208
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The key to compliance with data protection requirements in this area is to 

inform the potential employee of any potential checks that may be undertaken 

and seek their specific consent for certain types of checks, e.g., release of 

transcripts by University.  Any information that is legitimately in the public 

domain can also be accessed within the context of data protection 

requirements without giving rise to concerns.  Certain sectors, where 

employees have contact with children or vulnerable adults, are permitted to 

make use of Garda Vetting checks which are carried out with the consent of 

the person. 

Return to top 

 

 

 

4.3 How can I seek Garda vetting of a potential employee? 

There is a system in place, which it is intended to shortly reflect in legislation, 

for certain sectors, such as the health service, to have a person vetted by the 

Gardaí prior to the commencement of employment.  This is undertaken with 

the consent of the person.  Access to this vetting system is allowed following 

appropriate training. 
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The vetting system operates independently of rights which a person has to 

make a subject access request to the Gardaí for personal data held in relation 

to them.  However it is important to clarify that a subject access request should 

not be construed as Garda Vetting, Character Reference, Security Clearance or 

any interpretation of same.  It is not a thorough process and simply provides 

personal data held by a data subject at the address provided.  Employers 

seeking to ascertain the background of potential employees, for whatever 

purpose, should not require those persons to submit access requests to the 

Gardaí.  The practice is an abuse of a person’s rights under data protection and 

is envisaged to be an offence in Section 4(13) of the Acts which is not 

commenced at present. 
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4.4 What is the position of the Office of the Data Protection Commissioner in 

relation to enforced subject access requests (i.e. where an employer forces 

his potential employee to make an access request to An Garda Síochána 

so that the employer can access the records of any criminal convictions)? 

Section 4(13) of the Data Protection Acts as inserted by the 2003 Act provides 

that it is an offence for an employer to require a prospective or current 

employee to seek their personal data in conjunction with applying for a job or 

continuing to hold their job.  Unfortunately this provision has not been 

commenced and at present there is nothing in Data Protection legislation to 

prevent this happening.  

Return to top 

4.5 Can I ask my employees questions for statistical purposes? 

If you are in receipt of a valid request from the Central Statistics Office (CSO) 

for information, it is appropriate to seek information from your employees for 

that purpose.  The CSO operates under a duty of confidentiality in relation to 

any information it receives.  Information sought from employees in response 
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to the CSO should be sought in a setting which respects the rights of the 

person and should not be used for any other purpose other than supply to the 

CSO. 

Return to top 

 

4.6 What are the requirements if I wish to record phone calls for training 

purposes? 

The Data Protection Acts require fair processing in relation to all processing of 

personal data.  The recording of phone conversations with customers, whether 

inbound or outbound, needs to be made known to the customer.  Equally the 

specific purpose for which the recordings are made needs to be made clear.  

For instance, an indication that calls are being recorded for training purposes 

means that the calls can only be used for that purpose and cannot be used for 

any other purpose such as dispute resolution. 

 

Employees also have rights in relation to being informed that phone calls will 

be recorded as the recordings will also constitute their personal data. 

 

The listening in or monitoring of phone calls, without any actual recording 

taking place, for training purposes does not need to be made known to 

customers. 

 

Return to top 
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5. Biometrics 

5.1 Can I introduce biometrics in my workplace? Can I introduce biometrics 

in my school / college? 

Extensive guidance is available on our website in relation to the steps to be 

considered prior to the introduction of a biometric attendance system in the 

workplace or in schools/colleges.  The recommended approach is for 

employers/schools/colleges to consider their particular need for a system and 

then to assess the privacy impact of different systems.  The processing of 

biometric information in the context of these systems needs to be considered 

fully before it is introduced.  Except in unusual circumstances any employee 

or student who objects to using such a system should be allowed to use an 

alternative system which does not involve processing of biometric 

information.  It is the use of a system by an employer that may be a data 

protection concern, not necessarily the production or sale of a system. All 

situations must be judged on a case-by-case basis. 

 

 

Return to top 

 

http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/bio.htm
http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/bio.htm
http://www.dataprotection.ie/viewdoc.asp?DocID=409&ad=1


 33

6. Use of CCTV 

6.1 What issues surround the use of CCTV?  

All usage of CCTV other than in a purely domestic context must be 

undertaken in compliance with the requirements of the Data Protection Acts.  

Extensive guidance on this issue is available at (link to CCTV guidance) and 

in particular in relation to the use of CCTV in more sensitive areas such as 

toilets additional guidance is available at (link to the guidance on CCTV in 

toilets).  In summary all uses of CCTV must be proportionate and for a 

specific purpose.  As CCTV infringes the privacy of the persons captured in 

the images there must be a genuine reason for installing such a system.  If 

installing such a system, it is required that the purpose for its use be displayed 

in a prominent position.  In a shop or store context this would normally be at 

the entrance. 

 

The images captured should be retained for a maximum of 28 days, except 

where the image identifies an issue and is retained specifically in the context 

of an investigation of that issue. 

 

Tapes should be stored in a secure environment with a log of access to tapes 

kept. Access should be restricted to authorised personnel. Similar measures 

should be employed when using disk storage, with automatic logs of access to 

the images created. 

Return to top 

 

 

6.2 What if I am asked by a law enforcement authority for access to the 

recordings? 

If a law enforcement authority, such as An Garda Síochána, is seeking a 

recording for a specific investigation, it is up to the data controller to satisfy 

itself that there is a genuine investigation underway. For practical purposes, in 
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cases of urgency a phone call to the requesting Garda's station may be 

sufficient, provided that you speak to a member in the District Office, the 

station sergeant or a higher ranking officer, as all may be assumed to be acting 

with the authority of a District/Divisional officer in confirming that an 

investigation is authorised.  In all situations, it is advised that the disclosure of 

such recordings is best handled in response to a formal written communication 

from the Gardaí indicating that the material is sought for the prevention, 

investigation or detection of a crime. 

Return to top 

 

 

6.3 What if I am asked for a copy of an image of a person who has been 

recorded? 

Any person whose image has been recorded has a right to be given a copy of 

the information recorded.  To exercise that right, a person must make an 

application in writing. A data controller may charge up to €6.35 for 

responding to such a request and must respond within 40 days.  This will, of 

course, only apply if the recording has been retained and is available at the 

time the request is made. 

 

 

Return to top 
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7. Responsibilities of data controllers 

7.1 Is my business covered by the Irish Data Protection Acts? 

If your business is resident, incorporated or maintains a presence in the State 

including solely by the use of equipment here then all processing of personal 

data either gathered or processed in that context is required to comply with the 

requirements of the Data Protection Acts.  
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7.2 How long should personal data be held to meet the obligations imposed by 

the Acts? 

More detailed guidance is available on this issue at 

(http://www.dataprotection.ie/viewdoc.asp?Docid=438&Catid=75&StartDate

=1+January+2007&m=n).  In summary the Acts require that personal data 

only be held for as long as the purpose for which it was collected remains.  If 

that purpose ceases, the personal data should be deleted or anonymised to 

remove any identifying characteristics if it is desired to use the information for 

another purpose such as research etc. 

 

Return to top 

 

7.3 How long can an insurance quote be held for? 

This is also an issue that will be covered in the Code of Practice for the 

insurance sector.  Where a policy was not incepted and the customer was 

given an opportunity not to receive direct marketing during the quotation 

process, the information provided may be used to direct market the customer 

the following year.  An explicit opt-in will be required if it is intended to direct 

market the customer by phone or electronic means including email or text 

message. 

http://www.dataprotection.ie/viewdoc.asp?Docid=438&Catid=75&StartDate=1+January+2007&m=n
http://www.dataprotection.ie/viewdoc.asp?Docid=438&Catid=75&StartDate=1+January+2007&m=n
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Where a policy quote is not incepted, the quote can only be kept for 15 months 

to check against fraudulent applications. 
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7.4 In what circumstances can I seek a PPS number? 

This is a matter for the Department of Social & Family Affairs in the first 

instance. It is an offence for any person or body to request or hold a record of 

a PPS number unless they are permitted by law (the Social Welfare Acts) to do 

so. It is the duty of all bodies to ensure that they are specified in law as being 

so entitled before they request or hold a record of any person's PPS number.  
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7.5 How do I make a privacy policy? 

A Privacy Policy documents an organisation’s application of the eight data 

protection principles to the manner in which it processes data organisation-

wide. The policy applies to all personal data processed by the organisation, 

including customer data, third party data and employee data. A Privacy Policy 

can, in some instances, be a very complex document, having to apply the data 

protection principles to its own experience.  More guidance is available at 

http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/Pri

vStatements.htm 
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http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/PrivStatements.htm
http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/PrivStatements.htm
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7.6 What security measures should I have in place to protect personal data 

from unauthorised access? 

The Acts require that appropriate security measures be in place which take 

account of the harm that would result from unauthorised access to the 

information.  This should take account of available technology and the cost of 

installation.  In addition to technical security measures, due regard should be 

had for physical security measures such as access control for central IT servers 

and local PCs.  More extensive guidance at 

http://www.dataprotection.ie/viewdoc.asp?DocID=29 

Return to top 

7.7 What do I do if there is a security breach? 

A Data Controller is required to have in place appropriate security measures to 

prevent both internal and external unauthorised access to personal data that it 

is responsible for.  Where such data is accessed in an unauthorised manner, the 

data controller is advised to immediately take steps to prevent any further 

unauthorised access.  In addition, the Data Controller is advised to inform this 

Office which will then investigate the matter and may issue further advice in 

relation to the incident. 
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7.8 Can I carry out market research with my own customers? 

The Data Protection Acts do not preclude contact with customers for market 

research purposes once other requirements in the Acts are met.  At the time at 

which the customer data is collected, it is advisable that they be informed of 

the possibility of future market research contact.  They should be given an 

opportunity to object to this.  A key issue in this area is that personal data may 

only be retained for as long as the purpose for which it was collected is still 

valid.  This would not extend to retaining the data for market research 

purposes only.  Accordingly, market research must be conducted while there is 

still a primary purpose for holding the personal data.  In such circumstances, 

http://www.dataprotection.ie/viewdoc.asp?DocID=29
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market research should only be carried out on personal data where there has 

been contact with the customer in the previous twelve months. 

 

It is also permissible to contract a third party company to carry out market 

research for your company.  Such a contract should stipulate that the personal 

data supplied can only be used for the purpose supplied, must be held securely 

and deleted or returned at the conclusion or termination of the contract.  In 

addition, it should be made clear to recipients of the survey that it is being 

carried out on behalf of your company. 

 

Finally, a market survey should not be used as a pretext for engaging in direct 

marketing activity with any persons contacted unless a separate consent is in 

place to contact those persons for this purpose.   
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7.9 I want transfer personal data out of Ireland, what do I need to do? 

The Data Protection Acts which have in part transposed the EU Data 

Protection Directive provide a common basis on which personal data may be 

transferred from Ireland to any other country in the EEA (EU members plus 

Switzerland, Norway, Iceland and Liechtenstein) without the need for any 

other additional provisions to be in place other than appropriate contracts 

where the nature of the transfer requires it.  This is because all these countries 

have common standards in relation to how they protect personal data. 

 

Where it is desired to transfer personal data to a country outside of the EEA 

one of the following conditions needs to apply: 

• Transfer is to a country about which what is known as a finding of 

adequacy has been made by the European Commission in relation to its 

standards of data protection.  These countries are Argentina, Canada, 

Guernsey, Isle of Man and Switzerland. Again such transfers can be made 
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without the need for any other additional provisions to be in place other 

than appropriate contracts where the nature of the transfer requires it.   

• The transfer is made using one of the three approved EU Model 

Contracts (available at the following link: 

http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index_en.htm) 

that contain clauses which ensure that the personal data remains protected 

upon transfer.  Currently there are three versions of approved model 

contracts available for use by organisations (two covering data controller 

to data controller transfers and one to cater for data controller to data 

processor transfers)  

• The entity to which the data is being transferred is a member of the US 

Department of Commerce Safe Harbor programme.  This is a 

certification programme overseen by the US Department of Commerce 

which allows certain US based companies to self certify as having an 

adequate level of data protection that meets US standards and 

consequently personal data can be transferred to them without the need for 

recourse to the EU Model contracts 

• The transfer is within a group of companies that have had what is known 

as Binding Corporate Rules approved by each member state where it 

processes personal data.  These are Rules which set a standard within the 

group of companies as to how personal data is processed.  It relates to the 

processing of personal data in a data controller capacity 

• A clear and unambiguous consent has been given by the data subject for 

the transfer or the transfer is otherwise provided for under an enactment 

or international agreement to which this country is a party. 

• Necessary in the context of a contract, or for the obtaining of legal advice 

or to urgently prevent injury or damage to the health of a data subject.   

• In certain limited circumstances – especially where the individual data 

subject has clearly given her or his consent – transfers of personal data 

may take place even if the level of protection to be afforded to the 

transferred data cannot be guaranteed in law.  Further information on the 

narrow scope of these circumstances is spelled out in the Article 29 

Working Party document WP 114 of 25 November 2005.  

http://ec.europa.eu/justice_home/fsj/privacy/modelcontracts/index_en.htm
http://ec.europa.eu./justice_home/fsj/privacy/docs/wpdocs/2005/wp114_en.pdf
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7.10 Does the Office of the Data Protection Commissioner have any 

material with advice on what should be contained in a contract between a Data 

Controller and a Data Processor? 

The Office does not provide specific guidance in relation to the template or 

content of such a contract as a case by case approach needs to be taken to all 

such contracts depending on the particular circumstances arising.  As a general 

guide, the Data Protection Acts place responsibility for the duty of care owed 

to personal data on the Data Controller and accordingly when drawing up the 

contract the Data Controller should be very specific in the instructions given 

as to what the Data Processor can do with the personal data provided.  This 

should include instructions as to what the personal data may be used for, the 

security measures which are in place to protect it from unauthorised access or 

disclosure, the deletion or return of the data upon termination or ending of the 

contract and the penalty in place should the terms of the contract be broken.  It 

would also be expected that the Data Controller or their agents would have a 

right to inspect the premises of the Data Processor as to compliance with the 

provisions of the contract. 
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7.11 Under what circumstances can I disclose personal data without the 

consent of the data subject? 

The restrictions on the disclosure of personal data are lifted in Section 8 of the 

Acts in the following circumstances:  

• required for the purpose of safeguarding the security of the State, 

• required for the purpose of preventing, detecting or investigating offences, 

apprehending or prosecuting offenders or assessing or collecting any tax, 

duty or other moneys owed or payable to the State, a local authority or a 
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health board, in any case in which the application of those restrictions 

would be likely to prejudice any of the matters aforesaid, 

• required in the interests of protecting the international relations of the 

State, 

• required urgently to prevent injury or other damage to the health of a 

person or serious loss of or damage to property, 

• required by or under any enactment or by a rule of law or order of a court, 

• required for the purposes of obtaining legal advice or for the purposes of, 

or in the course of, legal proceedings in which the person making the 

disclosure is a party or a witness. 
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7.12 What is the position in relation to personal data already in the public 

domain?  

Section 1 (4) (b) of the Data Protection Acts provides that the Acts do not 

apply to personal data consisting of information that the person keeping the 

data is required by law to make available to the public. A key point here is that 

the exemption from data protection requirements only relates to the 

information in the hands of those public bodies that are obliged to make it 

available. Any other entity seeking to use such information once in the public 

domain must comply with the standard requirements of data protection. 
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7.13 What is the position in relation to a sales representative with a list of 

clients, can she/he bring it with him when she/he leaves? 

No, the list cannot be brought from one company to another as those persons 

would have given their contact details on the basis that it was being provided 

to that particular company. 

Return to top 
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7.14 A Company is being taken over by another company.  Does the new 

organisation need consent before medical files are transferred? 

As part of a due diligence process, it is understood that certain personal data 

may be transferred.  Ideally the possibility of this should be envisaged in the 

company data protection policy.  In so far as possible aggregate data should be 

provided.  Sensitive personal data should never be transferred in advance of a 

formal legal take-over.  Once the take-over is completed the new legal entity 

will take on the obligations of the data controller and will be responsible for 

all data. 
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8. Registration 

8.1 Registration with the Data Protection Commissioner 

Every data controller is bound by the data protection responsibilities set out in the 

Data Protection Acts, 1988 and 2003. In addition, certain categories of data controller 

are required to register with the Data Protection Commissioner. For more detailed 

information about registration, please follow the link below: 

Registering with the Data Protection Commissioner 
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http://www.dataprotection.ie/viewdoc.asp?m=g&fn=/documents/responsibilities/3bi.htm
http://www.dataprotection.ie/viewdoc.asp?m=g&fn=/documents/responsibilities/3bii.htm
http://www.dataprotection.ie/ViewDoc.asp?fn=/documents/register/3l.htm&CatID=28&m=g
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9. How do I make a complaint? 

9.1 Making a complaint in relation to offences under SI 535 of 2003. 

A complaint must be submitted in writing (including via e-mail) to the Data 

Protection Commissioner. The complaint should include the following (if 

available): 

• Your name and address 

• Your mobile number 

• Your mobile phone service provider (O2, Vodafone, Meteor)  

• A copy of the text messages you received if possible, exactly as they 

appeared on your phone 

• Date you received the message 

• Details (if applicable) of the 5 digit short code contained in the message 

Details of the number from which the message was sent 
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•  

9.2 Submitting a complaint. 

A complaint in writing may be posted to: 

Office of the Data Protection Commissioner 

Canal House, 

Station Rd 

Portarlington 

Co. Laois 
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or sent via e-mail to: info@dataprotection.ie. 

If the complaint includes any sensitive data, you are advised that e-mail is not 

a secure medium and you may wish to post the complaint instead. 

If you wish to discuss any issue surrounding unsolicited commercial 

communications, you may phone the Commissioner's office at 1890 252 231. 
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9.3 Complaint outcome 

Not all complaints will necessarily result in prosecutions being taken. 

However, where a person is successfully prosecuted, that entity may be fined 

up to €3,000 per message sent. 

When the investigation of the complaint does not identify sufficient grounds 

or evidence to warrant or justify a prosecution, the matter may be referred to 

the Commission for Communication Regulation (ComReg) which has 

enforcement powers in respect of these Regulations also.  
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mailto:info@dataprotection.ie

	There is a system in place, which it is intended to shortly reflect in legislation, for certain sectors, such as the health service, to have a person vetted by the Gardaí prior to the commencement of employment.  This is undertaken with the consent of the person.  Access to this vetting system is allowed following appropriate training.
	The vetting system operates independently of rights which a person has to make a subject access request to the Gardaí for personal data held in relation to them.  However it is important to clarify that a subject access request should not be construed as Garda Vetting, Character Reference, Security Clearance or any interpretation of same.  It is not a thorough process and simply provides personal data held by a data subject at the address provided.  Employers seeking to ascertain the background of potential employees, for whatever purpose, should not require those persons to submit access requests to the Gardaí.  The practice is an abuse of a person’s rights under data protection and is envisaged to be an offence in Section 4(13) of the Acts which is not commenced at present.

