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Foreword 

Year 2000 Guidelines 
Department of Health and Children 

These guidelines have been produced by the Department of Health and Children 
as an aid to health agency management and to their Year 2000 project managers. 
The Department recognises that the Year 2000 issue has not happened before 
and that there are no fully tried and trusted approaches to resolving it. It is 
envisaged that the guidelines will be expanded and updated from time to time. 
The Department would welcome comment on these guidelines and suggestions 
as to how they might be improved. 

- --.- ..... 
~,:.~_.r' -.-::.-.. " _'--~.;:"_ .. 
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Year 2000 Guidelines 
Department of Health and Children 

Management Summary 

The responsibility for ensuring that each health agency' service is not 
adversely affected by Year 2000 related problems lies totally with the 
agency itself. The Year 2000 problem has the capacity to severely disrupt 
the provision of health services and, in a worst case scenario, put the health 
and safety of clients and staff at risk. Health service managers must take full 
responsibility for the management of this problem. 

The Year 2000 problem has a number of characteristics which are important 
in considering how to go about managing it 

o the deadline is absolutely fixed; 
o everybody has the same deadline; resources could be severely limited; 
o there is no precedent for managing this problem and there are no fully. 

tried and trusted methodologies for managing it; 
o the longer you leave the problem, the more it will cost to address it and 

the greater the risk that the deadline will be missed. 

The Year 2000 problem will begin to have an impact well before I January 
2000 - in fact, at the time of writing, we are aware that this has already been 
encountered in some health agencies in relation to appointment scheduling 
and expiry dates. In addition, the actual changeover to the new millennium 
will take place in a period of considerable pressure for. the health services 
due to factors such as 

• 

" Sharply increased hospital attendance 
" The likelihood that some systems / devices will fail 
" The possibility of a major accident 
" The biggest party in our lifetime and the fact that 

staff will want to be at the party 
.. Possibility of transport disruptions 

Year 2000 problems can affect Internal Processes (Information Technology., 
Medical Devices, Estates or Other equipment). These systems and items of 
equipment are typically within your organisation, but mayor may not be 
owned or maintained by your organisation. 
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Year 2000 problems can also affect your Suppliers (e.g. food, drugs, 
financial services) affecting their ability to provide you with their goods or 
services, potentially causing severe disruption to your ability to provide 
health services. 

Other wider considerations are beginning to emerge, such as insurers 
reluctance to cover year 2000 risks and the frequent debate regarding the 
legal position of all parties involved. 

The guidelines in this document set out a Risk Management approach to 
managing the Year 2000 problem which is summarised below. 

Management Structure 

The Year 2000 project must bemanaged from the top. A high level 
Steering Committee must be put in place and a Project Manager must 
be appointed. The.Steering Committee must be capable of making 
executive decisions. It must ensure that the Year 2000 project is 
.given a very high priority, that necessary resources are made 
available to the Project Manager and Project Team and that the 
project deadlines are met. The Steering Committee must also ensure 
value for money. 

Project Planning 

The Year 2000 Project must be planned. It must be recognised that 
Year 2000 project planning is difficult because, typically, you cannot 
evaluate how much work is involved in one phase until the previous 
phase has been completed. 

, 
Awareness 

An appropriate level of awareness of Year 2000 issues is essential at 
all levels within the organisation. This must include top management, 
line managers and users of equipment or services whose function is 
likely to be affected by Year 2000 problems, 
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Inventory 

It is necessary to create a comprehensive inventory of all equipment / 
systems as well as an inventory of all suppliers. 

Impact Assessment 

Evaluate the Risk and the Impact offailure of each item listed in the 
inventory and develop a prioritised list of items for attention. 

Compliance Assessment 

Assess the compliance of each item listed in the inventory. This is 
usually done in conjunction with the supplier, whether the suppler is 
an internal departrnent.(e.g. IT department) or an external supplier. 

Testing and Fixing 

It will be necessary to test many items for compliance and to arrange 
to repair or replace those which are not compliant. Available funding 
will be limited. The approach must be to fix wherever it is the 
cheaper option. It will also be necessary to re-test items after they 
have repaired or replaced. 

Contingency planning 

No approach to the Year 2000 will provide the perfect solution. It 
should not be assumed that all potential pr()blems will be identified, 
let alone fixed. Therefore comprehensive contingency planning is 
essential. . 

Fault Reporting 

A comprehensive fault reporting mechanism must be put in place to 
ensure that all Year 2000 faults arising are reported and dealt with 
promptly and effectively. Many year 2000 faults will begin to occur 
long before and long after 1 Jan 2000. 
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Audit Trail 

The Year 2000 process must be subjected to audit in each phase to 
ensure confidence in the process. 

No organisation is alone in dealing with the Year 2000 problem. It is 
essential to co-operate and share information with other organisations. The 
Department of Health and Children will be fostering this co-operation, 
initially through Special Interest Groups and through approaches to the 
major suppliers to the health services. 

Health agencies must consider the possibility of litigation arising from Year 
2000 problems (actual or otherwise). Health agencies must ensure that their 
Year 2000 Programme is comprehensive and that all year 2000 activity is 
documented and kept securely. 

Health agencies must ensure that all new contracts for goods and services 
include appropriate clauses relating to Year 2000. This applies equally to 
the guarantees of the capabilities of technology to function correctly over the 
millennium changeover and to guarantees from consumable suppliers that 
they have taken adequate steps within their own organisations 

Conclusion 

. The Gartner Group have said that stated that the alternative to resolving the 
Year 2000 problem is to go out of business. Health agencies must put 
appropriate structures in place to resolve the Year 2000 problem before it 
affects the health service; they may be open to litigation if they fail to do so. 
Solving the Year 2000 problem has been compared to finding lots of 
needles in lots of haystacks. Health agencies should progress their Year 
2000 as soon as possible. There are no advantages and considerable risks to 
delaying the process. 
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1.1 Preamble 

Part 1 
Introduction 

The coming of the Year 2000 has major potential to affect the services provided by 
health agencies. The level of effect could range from minor irritations through to a worst 
case scenario of death or injury to clients. EvelY health agency must put in a place a 
process which will actively manage the problem. All reasonable steps must be taken, 
firstly to protect the health and safety of clients and staff and then, to ensure that 
disruption to services will be kept to. a minimum, while also ensuring that judicious use 
is made of public fimds and other resources. 

This document sets out the major areas which might be affected by Year 2000 problems 
and recommends basic steps which should be taken, including the management 
process. While Year 2000 problems can affect different types of equipment and areas 
within the organisation, this document sets out to describe a generic approach which is 
generally applicable to all areas. .lbis document also describes the steps which the 
Department of Health and Children will be taking to assist agencies in addressing the 
problem. 

1.2 Structure of this Document 

lbis document is broken into 5 major sections as fullows : 

Part I 
Part 2 
Part 3 
Part 4 
Part 5 

Part 6 

Introduction 
Required management structiIre 
General methodology for addressing the Year 2000 problem 
Services available from the Department of Health and Children 
Respective Roles of Department of Health and Children and health 
agencIes 
Conclusion 

1.3 Accompanying Appendices 

The document is accompanied by various appendices of a more technical nature. It is 
envisaged that these appendices may be amended or supplemented from time to time. 
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1.4 The Year 2000 Problem 

1.4.1 What is the problem 

The coming of the year 2000 will have adverse effects on many computer systems and 
electronic equipment. This is because a higb proportion of them store dates using two 
digits for the year, e.g. 211197, rather than including the century, e.g. 21111997. Most 
problems occur when dates after th.e start of the year 2000 must be entered, e.g. 3/6/00. 
The computer cannot tell if this refers to the year 1900 or 2000 and in most cases will 
assume 1900. Typical effects are: 

Dates after the beginning of the year 2000 are treated as dates in the past. Since 
many systems prevent dates for appointments being entered retrospectively, 
th.ey will refuse to accept appointment bookings 

Ages are calculated from dates of birth incorrectly 

Perishable items such as blood products and drugs may be incorrectly marked 
as being beyond their "use by" dates 

Financial systems may not be able to issue invoicesl bills 

The fact th.at 2000 is a leap ye~'is not-recognis"oo by all systems'- This;naymean that 
systems will consider 113/2000 to be -a Tuesd,ay rather :than a- Wednesday. Some 
systems may not function at all on 29/2t2000:':;-,':: :cc - .:.:;:':::" -.:'.. . 

. - -"::-~.. f:···· -

F urtherrnore, there are other specific dates around the' new millennium which nlay 
cause problems. For example, soine computer systems were built to accept 99 as an 
unknown date e.g. where a date was unknown it was input as 9/9/99. This will cause 
problems when "th.e real" 9 September 1999 must be processed. 

1.4.2 How did it happen? 

The main r~on for the problem is that in the 1960s and 1970s computer memory and 
storage was expensive, therefore programmers were reluctant to include seemingly 
redundant data such as the century. Some standards bodies also mandated a two digit 
year. After all, it was expected that most programs would only last a few years and 
would disappear before the end of the century. Unfortunately this has not proved to be 
the case: many of those programs are still being used in current systems. 

1.4.3 Is the Year 2000 problem real? 

Yes, it is. Problems have already been reported with major Patient Administration 
Systems. Also, many pes can easily be shown to roll over to 4 January 1980 rather 
than I January 2000. Health agencies have already experienced problems with. 
appointment dates and expiry dates of "00" on certain products. 
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1.4.4 Could it be a big problem? 

Year 2000 projects have a nwnber of unique attributes: 

For most organisations Year 2000 will be one of the most demanding and 
major projects they have ever undertaken; 

The deadline is immovable; 

The deadline bears no relation to the task. In most projects, deadlines are 
influenced by the nature of the tasks and the resources that can be devoted to 
them; 

Everybody else has the same deadline; this will cause contention for resources; 

There is no experience of previous or similar projects to rely on. 

Taken together these factors amount to an unprecedented level of risk, for the project 
and the whole of the organisation undertaking it. It is essential, therefore, to manage this 
risk. A systematic approach is required so that the most important or critical risks are 
given priority. 

1.4.5 Which systems may be affected? 

Any piece of equipment that uses a computer chip may be affected. As well as clinical, 
admi)1istrative and financial systems, this mayinclude medical devices (such as patient 
monitoring equipment, analysers), security systems, building control systems and 
many of your PCS. All healthcare organisations may be affected, health boards and 
large acute hospitals to GP surgeries. 

1.4.6 Will suppJi.es be affected? 

Every organisation should be considering the Year 2000 problem, including your 
suppliers. If they are not, they probably will not be able to maintain continuity of 
supply. Accordingly, as part of your Year 2000 programme, you must satisfy yourself 
that your suppliers are managing their own Year 2000 programmes effectively and that 
they will be in a position to continue to supply goods and services ( and the appropriate 
administrative procedures - e.g. invoices) in the new rnillenniwn. This is particularly 
important for goods with a short shelf life. 
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1.4.7 Whose problem is it? 

The primruy responsibility for delivery of health services lies with the individual 
agencies. Accordingly, the onus is on each agency to ensure that they are still in a 
position to deliver these services over the rriilIennium changeover period. 

1.4.8 Is Year 2000 a priority ? 

Year 2000 considerations must be given priority status over other projects. The reasons 
are 

• it has the potential to cause death or injury or halt the delivery of service 
o the deadline is immovable 
• the longer you leave it 

o the more it will cost 
o the greater the risk of missing the deadline 
o you could be held to be negligent. 

A number oflarge state organisations have already suspended all development in favour 
of year 2000. 

1.4.9 Are there wider considerations? 

Undoubtedly, wider issues will emerge as the new millennium geJs closer. To date we 
are aware of one significarit issue 

uncertainty regarding insurance against Year 2000 risk 

1.4.10 Will there be resource implications? 

, 
There will be considerable resource implications associated with Year 2000. However, 
estimates vruy considerably and it is not feasible to say at the outset what the costs will 
be for any agency. Agencies must ensure that sufficient resources are allocated to the 
problem and that the costs are kept to the minimum. Accordingly, it is essential that 
agencies progress their Year 2000projectsas fast as possible so that funding and other 
implications can be identified. 
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Part 2 
Required Management Structures 

2.1 Year 2000 Steering Committee 

The Department of Health and Children requests agencies to place considerable 
emphasis on their Year 2000 progranune. Accordingly, the overall Year 2000 
progranune should be managed by a Steering Committee (or similar) at top 
management level. The Year 2000 steering committee role is essential, regardless of 
the size of the organisation. The temptation to dismiss elements of Year 2000 as having 
no relevance for an agency must be avoided You should not assume that an area has no 
potential problems witil you have made a thorough check. 

The Year 2000 Steering committee should typically be made up of senior management 
and be representative of the areas likely to be most affected by the Year 2000 problem. 
The terms. of reference for the Steering Committee should include at least the following 

ensuring that senior managers and line mangers are fully aware· of Year 2000 
and its potential impact on their area of the business 

ensuring that appropriate Year 2000 project plans are drawn up - see Part 3 of 
this document 

agreeing prioritisation associated with the project - see Part 3 of this document 

ensuring that the Year 2000 project is appropriately resourced 

setting deadlines for achievement of milestones in the Year 2000 project plan 

monitoring progress on the Year2000 project overall , 

monitoring costs associated with the project 

ensuring that costs associated with the project are kept to a minimum 

keeping the Year 2000 project plan and progress under constant review and 
taking action as necessary 

2.2 Yeal" 2000 Project Manager 

It is essential to appoint a Year 2000 project manager. In small agencies it may be 
sufficient that this role be undertaken by a suitably qualified person on a part time basis. 
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However, it is essential in all organisations that the role be identified and that the steps 
in Part 3 of this document be taken. 

The Year 2000 Project Manager will report to the overall Steering Committee and may 
be a member of the Committee. 

2.3 Year 2000 Liaison Officer 

For administrative purposes, the Department of Health and Children requires a Year 
2000 Liaison Officer to be identified in each agency. The liaison officer will be required 
to liaise with the Department on all aspects of Year 2000 and will be expected to have a 
good understanding of the structure of the Year 2000 project and its progress within the 
agency. Typically, the . liaison officer role might be fulfilled by the Year 2000 Project 
Manager or someone on the Steering Committee. 

In larger agencies, it may be worthwhile to nominate the Liaison Officer to deal with 
the Public Relations (PR) aspects of the problem 

2.4 Year 2000 Project Team 

It is essential to put a project tearn in place in all but the smallest agencies. The 
workload of the various levels will vary significantly from one agency to another. 
Unlike planning a building construction, one of the peculiarities of the Year 2000 
problem is that you typically do not know until you have completed one stage of the 
project how much work is involved at the next stage. 

In larger agencies, it will be necessary to have sub-projects and tearns dedicated to 

information technology (IT) 

medical devices! equipment 
plant and equipment in estates 
sUI1PIy chain 
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3.1 Introduction 

]Part 3 
Methodology 

This part of the document sets out the major steps which must be followed in order 
to manage the Year 2000 problem. It is essential that the approach is followed by 
all agencies, even for areas where the final result will be that there are no Year 
2000 risks or problems. The recommended philosophy is that 

"Everything is guilty until proven innocent. " 

3.2 Document Everything 

Health Agencies may have to face the possibility oflitigation if there are allegations 
of failures arising from Year 2000 problems. Accordingly, it is imperative that 
every aspect of Year 2000 activity is the health agency be documented and that the 
documentation be kept securely. 

3.3 Project Planning 

The first task in the Year 2000 project will be the development of the Year 2000 
project plan. It is generally recognised that it is difficult to plan phases of the Year 
2000 project in advance because you may not know, until you complete one phase, 
how milch work is involved in the next phase. For example, you will not know the 
level of non-compliant systems and equipment until you have completed the 
inventory and assessment phase. 

There are. a number of distinct steps that should be taken to adequately prepare you 
health agency for the Year 2000 issue. These steps are shown in Figure I and 
discussed in chronological order in this part of the document. 

The Year 2000 Project Plan for your agency should contain the following minimum 
information: 

• Project Phases / Steps 
• Associated Start / Completion Dates 
• Personnel Responsible 
e Personnel Involved 
• Dependencies on Other Steps 
o Dependencies on Outside Functions 

• Resource Requirements. 
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Figure 1. Year 2000 Project Steps 

3.4. Awareness Programme 

3.4.1 Introduction 

It is essential to make people withiIHhe. health ageriCy, including senior· 
management, aware ofthe~Year·2006problem:gi!tce t!ieeql!illInent that may be at 
risk is prevalent throughout the health'·agency;it"is i1nperative that health agency 
staff are made aware of the nature of the Year 2000 problemAs the health agency 
staff have a duty of care to the patients, it is essential that they are also aware of the 
steps being taken to address the issue. The project plan should be outlined as the 
managers and staff in each area will be required to facilitate the project in some 
manner and may be required to commit resources to solving the problem. 

There are a number of ways in which this awareness can be achieved. A large 
amount of free information / presentations on the Year 2000 problem exists on the 
Internet (see appendix I). Distribution of some of this will be of benefit. It will also 
be necessary to hold Year 2000 presentations for the staff where the problem can 
be outlined, the plan presented and the implications discussed. There are three 
separate groups who must be given an appropriate level of awareness of the Year 
2000 problem. These groups are as follows: 

Health agency Steering Group / Management; 
2 Management and personnel whose business function might be affected 

(e.g. Users of the Equipment); 
3 Personnel performing the detailed functions of the plan. 

For each of these groups there are a number of stages in the project when 
awareness / information / training sessions will have to be performed. Broadly the 
sessions can be identified as 
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• inventory Build: It will be necessruy to outline the Inventory Build 
mechanisms with the managers in each of the sections responsible for 
susceptible equipment. At these sessions, the detailed steps and information 
required should be addressed. 

• impact Analysis: Once the inventory has been gathered, it will be necessruy 
to identify which items are highest priority for investigation in the health 
agency. This will involve not only the technical managers, but also the users 
of the systems / equipment. 

• Testing: If the testing is to proceed, the user must be aware of the need for 
the testing and the impact such testing will have on their service. In many 
cases the user will have to facilitate the testing, this being In a variety of 
ways. . 

• Project Updates: Project updates can take the form of presentations to the 
applicable health agency personnel or reports developed for the health 
agency management and the DEP ARTMENT OF HEALTH AND 
CHILDREN. 

It may also be necessruy to provide information to entities outside the health 
agency, such as 

• Year 2000 personnel in other health agencies; 
• the general public. 

3.5 Inventory Build 

3.5.1 introduction 

To know which systems or equipment might be affected, first you have to know 
what systems and equipment you have. This is not necessarily as easy as it sounds. 
Few organisations have a complete overall register of items of equipment / , 
software. Within agencies, 'some department - e.g. finance - have asset registers, 
but only for items satisfYing certain criteria - e.g. initial purchase cost above 
£3,000. A value such as this could miss all you PC's. In any event the information 
required for Year 2000 purposes will be significantly different from existing asset 
registrar information. 

3. 55.2 Types of Systems / Equipment 

It is not just computer / IT systems that may be affected by the Year 2000 problem. 
All electronic equipment, including medical devices, could be affected. Examples 
of equipment that may be affected are included in appendix 2. It is necessruy that 
when compiling your inventory of health agency equipment, that ALL affected 
assets are identified throughout the health agency, irrespective of ownership. 
Ownership can be dealt with later. In larger agencies, the main technology groups 
will most likely perform the function of inventory gathering. These groups can 
include Information Technology / Information Management Services Depts., 
Medical Devices, Technical Service Depts, Laboratories, Diagnostic Imaging 
Depts., and General Services Depts. It will also be necessruy to include items or 
components in engineering stores which might be put into service at some later 
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date. However, as a lot of the equipment will be distributed throughout the health 
agency, the input of the user on the groWid is essential if all items are to be 
captured. 

3.5.3 Required Information 

Items of information that should be captured for the inventory database include 
such items as 

o Asset Information (Serial Number, Make, Model, etc) 
• Supplier Name and Address 
• Manufacturer Name and Address 
• Service Company Name and Address 
• Details of Service / Maintenance Contracts 
o Known compliance information 
o Installed Software Packages 
• Interfaces / data exchanges (internal and external to the agency) 
o Operating Software 

• Replacement cost 

In the specific case of computer software, as well as the majority of the above data 
elements that will have to be captured, some additional.elements will also be 
required such as: 

• Hardware Platform 
• Operating System 
• Network Software 
• Linkages to other systems / applications 

A more detailed inventory specification in given in Appendix 3. 

3.5.4 Supply of Goods and Services 

In addition to the asset / equipment / systems inventory,. it is necessary to consider 
suppliers frpm whom the supply of goods and services is at risk from the Year 
2000 problem. The Year 2000 problem will occur in the suppliers organisation, 
and could have serious consequences for the health agency. The following should 
be identified: 

Suppliers of Con sum abies: Consumable supplies may be at risk from the Year 
2000 issue. For example, if your pharmaceutical supplier is not Year 2000 
compliant then the products may be dispatched to your health agency with incorrect 
expiry dates or in the worst case scenario, the products may not be supplied at all. 
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Slippliers of Internal and External Services: Health.agencies also rely on a 
number of external services or institutions for their functioning. These include 
services such as 

• ESB, 

• Water Supply, 

• Financial Institutions, 

• Telecom Eireann, 

• BTSB, 

• YHI, 

• maintenance of equipment, 

• cleaning, 

• waste disposal 

These external service suppliers must also be· Year 2000 compliant. 

3.6 Initial Assessment of Compliance 

3. 6.1 Introdllction 

Once the equipment and software existing in the health agency has been identified, 
then its compliance must be determined. The exact process of determining 
compliance will vary depending on the item / technology group and may ultimately 
involve testing. Contacting the supplier for compliance information will be the 
primary method where products have not been developed in-house. As responses 
have tended to be slow in coming, or don't come at all, this should start as soon as 
possible and will generally start prior to, and run parallel with, the Impact Analysis 
phase of the project. Total reliance on supplier should be avoided. 

3. 6. 2 Dele/mining Date Sensitivity 

Prior to contacting suppliers, it is first necessary to determine those items that are 
definitely not sensitive to the date, or changes in date. These items can usually be 
identified h¥ the technical personnel responsible for such equipment / software. The 
identified items will then be placed on lower priority for future investigations. 

3. 6. 3 Conlacting Slippliers 

For the remaining equipment that is or may be date sensitive, the suppliers should 
be contacted to determine whether these systems are Year 2000 compliant. A large 
proportion of the equipment suppliers may be common throughout the health 
service. It is therefore essential that regular contact and information flow is 
maintained between your health agency and other health agencies (via the project 
managers) and also with the Department of Health & Children. This will help to 
reduce the workload and required resources and optimise the process. Also, as the 
supply chain is usually complicated and outside the overall control of the health 
services, this area can prove to be particularly nebulous. This strengthens the 
reasons for starting to contact suppliers as early as possible. 

Departm(.!nt orHcahh and Children ~ Year 2000 Guideline!> Version 1.1 



3.6.4 Other Sources of Information 

Some information regarding product compliance is appearing on the Internet The 
major suppliers are publishing their product compliance on their web sites. There 
are also sites that are acting as collating agencies for· product compliance 
statements. These should be consulted to assist in the determination of your 
products compliance. Extreme care should be taken in this regard. Items that are 
the same model, with the same model number, from the same manufacturer may 
have differing compliance status. In each case software revisions or serial numbers 
should be checked. The integrity of the site should also be known beforehand. 

3.7. Impact Analysis 

3.7.1 Introduction 

If an item fails as a result of the Year 2000 problem, what are the outcomes of such 
a failure. Is there a threat to the patient's health and safety? 

To allow the prioritisation of equipment into a number of simple categories such as 
Critical, Important and Low Priority, it should be possible to identifY the impact of 
equipment failure on the health agency functions, both service and business. This is 
the purpose of the Impact Analysis phase of the project 

3. 7. 2 Impact Analysis Design 

Before conducting the impact analysis, it is necessary for the health agencies to 
carefully consider their detailed approach to impact analysis. 

There are various elements that are affected if a product fails as a result of Year 
2000 problems. Assessing equipment on the basis of one parameter, such as patient 
safety, is insufficient. Therefore, each item should be assessed under a number of 
headings such as; 

o Patient's Health & Safety 

• Patient's Care and Comfort 
• Diagnostic Capability 
• Staff Safety & Comfort 
• Interruption to Health Service of the health agency 
o Interruption to the Business Service of the health agency 
o Availability of alternative equipment to substitute in the event offailure 

In each case, an inventory item should be assigned a score under each of the above 
parameters, for example: 

Patient's Health & Safety 
I: No threat to patient's health & safety 
3: Low to medium risk 
5: Definite risk to patient's health & safety. 
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The score from each parameter should be combined to achieve a total impact score 
for that item. The design of the Impact Analysis function will normally be 
performed by the project team with input from the technology group normally 
responsible for the item as well as the product users. 

3.7.3 Impact Analysis Assessment 

Once the Impact analysis parameters have been designed, and the inventory 
compiled, the impact of each item of equipment can be assessed. The Impact 
Analysis Assessment should be performed by both the technical group responsible 
for the item and the users of that item. Users will be constituted from persormel 
throughout the health agency including nursing staff, clinicians, paramedical staff, 
clerical and administrative staff Once completed, the Impact Analysis should rank 
each item in terms of its priority within the health agency environment. 

Similar Impact Analysis Assessment should also be performed on your suppliers, 
both of goods and services. You should be able to identify your key suppliers. 

3.7.4 Suppliers of Goods and Services 

In evaluating the list of suppliers it is necessary to try to identify 

• Risks to Continuity of Supply: If the suppliers production or despatch 
systems fail, the supplier will not be able to supply goods or services. In 
certain cases, this could have serious or even catastrophic consequences 
for the health agency. 

• --. Suppliers Business Function: Another type of problem is encountered if 
your supplier's business function is not fully Year 2000 ready. Ibis could 
render their product unavailable or unusable or cause other difficulties for 
the health agency. For example, expiry dates on products may be 
unreliable or wrong, the supplier may not be able to process orders or the 
suppliers accounting function may be faulty. 

3.8 Testing & Fixing 

3.8.1 Introduction 

It is easy to assume that the only way to find out if a system is Year 2000 
conform ant is to test it. Testing can be difficult, expensive, risky and in some cases 
urmecessary. However, in order to ensure Year 2000 compliance, testing of many 
systems is essential. Testing will enable you to 

I. verify supplier claims of Year 2000 conformance; 
2. identify effects of non-conformance; and 
3. investigate items in which no conformance information was obtained from 

the suppliers or other sources. 
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3.8.2 Assessing Suppliers 

Prior to the identification of items to be tested, it is essential to assess the reliability 
of the information coming from your suppliers. Most suppliers will present the 
correct picture regarding compliance of their products. This will often be 
determined from the manufacturers directly or their company headquarters. Some, 
however, will present information that may be poor in its detail, showing no solid 
evidence of adequate testing and test results. It may therefore be necessary to verify 
the information from some suppliers / manufacturers and also to rank their 
responses to your request for product compliance information. 

It is important to verify the information from suppliers whether the supplier 
indicates product compliance and non-compliance. It is possible that some 
suppliers may view the Year 2000 problem as an opportunity to increase sales. 
Others are reluctant to declare their product to be Year 2000 compliant for fear of 
litigation. 

3. 8. 3 Testing Prioritisation 

The results of the inventory build, impact analysis, conformance status and supplier 
I manufacturer assessment should combine to identify a testing prioritisation of 
equipment and systems. The highly critical, high impact items will have priority in 
testing with reducing priority down to. the. non-critical, low impact itelDS: .. . ~ " :" 

3.8.4 Testing Methodologies 
.. '~ .- -.".- , .. -.: -'_...... -

In general, testing is similar·to the normal testing of systems that·occur.routinely, .. 
e. g. acceptance testing I commissioning, testing after upgrades or hardware 
changes. There are, however, a nUmber of important differences. 

o 

o 

o 

Previously utilised test data may not be comprehensive for Year 2000 
testing. 
Specific test arrangements will have to be made for Year 2000 testing. 
You must anticipate the types of faults that could occur and test for them. 

When tes~g for Year 2000 conformance, reference should be made to the BSI 
document PD2000-J "A definition of Year 2000 Conformity. " (See Appendix 4). 
The testing of equipment or systems may be performed in three ways: 

• Performed in-house by your own technical personnel with appropriate user 
input. 

• Performed in-house by the appropriate service company, overseen by your 
technical personneL 

o Contracted out to an external company or another health agency, the 
process being audited by your health agency's personneL 

Whichever method of testing is utilised, it is essential to maintain the results of the 
testing and the test protocols that were used. It should also be noted that the testing 
phase is regarded as being the most demanding on resources. User developed test 
protocols should be subjected to a peer-review process if possible. This will allow 
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the essential auditing of the test protocols and also facilitate the sharing of 
developed protocols for use in testing at multiple sites. Once completed, the results 
of this testing should be made widely known. 

3. 8. 5 Fixing and Validation 

The results of several phases, including impact / conformance analysis and testing 
will identify items of equipment / software that require fixing, upgrading or 
replacing prior to theYear 2000. Several factors will influence this process 
including requirements of service, budgetary constraints, extent of the problem and 
availability of a1temativesystems on-site and at other locations. 

Overall resources available to address the Year 2000 problem dictate that the 
approach must be to fIX wherever it is the cheaper option. 

If an item is replaced or repaired then the updated system must be subjected to the 
same testing / commissioning process as the original system to ensure original 
functionality and Year 2000 compliance. 

3.8.6 Data Linkages/Exchanges 

Items which exchange data with other items must be given particular attention, 
particularly where the exchange takes place with an item outside the organisation. 
Where remedial action is necessary, the sequence of implementation of the 
modified or. replaced components must be consi~ered.carefully. 

Particular attention should be given to network components (such as terminal 
servers) which may exchange data with a number of other items of equipment. 

3.8.7 Suppliers a/Goods and Services 

Suppliers should be questioned about their own Year 2000 programmes. A value 
judgement must be made as to whether the supplier has a good understanding of 
the problem and is taking adequate steps to address it. Where doubt exists about 
the adequacy of a suppliers Year 2000 programme, health agencies should take 
appropriate steps to ensure continuity of supply. 

It is also necessary to make appropriate provisions regarding Year 2000 in all new 
tender documents and contracts as well as making contingency plans. 

3.9 Contingency Planning 

The Year 2000 project is one of risk management. You cannot rely entirely on a fix 
or replace policy. During the project you should endeavour to determine all items 
of equipment affected by the Year 2000 problem and repair or replace that 
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equipment. In reality, this may not be feasible. Resources are limited and time is 
very limited. Also, even items that you have determined as being year 2000 
compliant, may not be. Some aspect of the testing may have been deficient. The 
supplier may have supplied you with the wrong information. You assumed that the 
item would be replaced and out of service, but as the millennium occurs, this is not 
the case. 

In every case, a back-up or contingency plan should be developed. These plans 
may be very simple, such as resetting the system after midnight passes or having 
redundant systems available around the change-over time, to more complicated 
plans such as ensuring adequate staff on duty at midnight or developing a 
relationship for co-operation I sharing of services at turn of the millennium. 

A contingency plan should ideally be developed for each item in the inventory. 
These plans should be developed in conjunction with the users, where appropriate. 
It is also essential that the appropriate staff are informed of the plans, such that they 
can be acted on ifrequired. The formulation of contingency plans for alternative 
consumable I service suppliers will also be required. 

Contingency planning is a very important part of the Year 2000 management 
process. Neither its significance nor is resources requirements should be 
underestimated. 

3.10 Audit Trail 

3. /0.1 Introduction 

For confidence to be established and maintained in the Year. 2000 project, the 
project must be subjected to an audit process. This will take place during the 
project, and may be required at a later stage as a record. When complete, it should 
be possible to track each item through the process and identify the results of each 
phase associated with that item. 

3.10.2 A1Idit Steps, 

Each of the main phases outlined above should be subject to an audit function. In 
particular the following steps in the project should be investigated: 
o Inventory Build 

• Impact Analysis 
o Testing 

• Item Documentation 
• Contingency Planning 

In each case the audit function should be performed by individual(s) not directly 
connected with the actual phase itself. This will most likely be performed by 
members of the project management team, but may be performed by the personnel 
themselves in the case where the work was contracted out to an external company. 
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3.11 Sign-Off and Labelling 

Once the process for a particular item is complete, that item should be signed-off by 
the appropriate manager. This should not be the CEO I Health agency Manager or 
Year 2000 Project Manager, but the manager responsible for that particular item I 
asset. Ideally, each item of equipment should be clearly identified as being Year 
2000 investigated to the user. Labels should be affixed to items of equipment 
(computer hardware, medical devices etc) in a prominent place. This will also help 
to identifY any items not investigated. 

3.12 Fault Reporting Mechanisms 

The Year 2000 Project is a risk management project. Despite best efforts, agencies 
should plan for some failure of equipment as a result of the Year 2000 problem and 
(as discussed above) have contingency plans in place. Mechanisms should also be 
put in place to allow the prompt reporting of such equipment I systems failure and 
facilitate the rapid corrective action taking place. There will undoubtedly be some 
equipment I systems failure that cannot be attributed to the Year 2000 problem but 
will be reported and perceived as so being. These should be identified and 
documented, as it is possible that some claims will be made against institutions for 
alleged Year 2000 equipment failures. 

3.13 Monitoring Progress 

While the Project Manager will have first line responsibility for monitoring project 
progress, the Year 2000 Steering committee must also closely monitor the 
progress of the project and determine whether key milestones are being reached. 
The time frame for this project is absolutely fixed. No slippage can occur on the 
final date. If the project is falling behind in the schedule, then this must be identified 
early and steps taken or resources obtained to allow the project come back on-time. 

3.14 Contracti,!g for New Goods or Services 

It is essential that all new tenders and contracts for goorls or service, inCluding 
capital goods, maintenance services and consumables contain appropriate clauses 
regarding Year 2000 compliance. 

In the case of purchase of equipment and software, the documentation should 
clearly set out a requirement that the items work seamlessly through the 
millennium changeover period. In the case of maintenance services, the Year 2000 
issues should be considered and, wherever feasible, included as a requirement in 
the tender documentation and contact. In the case of supplies of consumables, the 
contract should require the supplier to give an undertaking to take adequate steps to 
ensure that they can continue to supply their product seamlessly and that their 
administrative procedures will not falter throughout the millennium changeover 
period. 
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Part 4 

Assistance Available from 
Department of Health and Children 

The Department of Health and Children has dedicated some resources to managing the 
Year 2000 problem as well as providing limited assistance to agencies. 

Current services available from the Department of Health and Children are 

awareness sessions - these are being organised nationally and can be provided 
locally on request; 

approaches to main suppliers - Department of Health and Children is 
establishing mechanisms for approaching the main suppliers of medical 
equipment with a view to establishing the compliance status of their equipment. 
This information will be made available to health agencies as soon as it 
becomes available; 

advice - Department of Health and Children is assembling expertise in certain 
areas pertaining to the Year 2000 problem. 

The Department will also encourage and sponsor special interest groups in areas of 
common interest across agencies 
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Part 5 

JRespective Roles of 
Department of Health and Children 

and 
Healtb Agencies 

5.1 Department of Health & Children 

The Department of Health and Children has been instructed by the Government to ensure 
that agencies under its aegis are addressing the Year 2000 problem. The Department will 
provide four main functions in respect of the Year 2000 project. These are as follows; 

Determining Policies 

The Department of Health and Children has an overall role in determining policies 
in relation to Year 2000. 

Assistance 

The Department will provide limited assistance to agencies along the lines set out in 
Part 4 of this document. 

Seeking Project Plans 

The methodology outlined in Part 3 of this document identifies a number of critical 
steps which must be performed. The Department is requesting all agencies to 
develop a comprehensive project plan to ensure that Year 2000 compliance is 
achieved on time. A final date has been set for the completion of plans. 

Monitoring 

The Department will monitor each agency's progress towards Year 2000 readiness, 
and in particular, progress towards completion of the various milestones in their 
project plans. 

5.2 Health Agency's Responsibilities 

The responsibility of the health agency falls into two main categories. 

Service Continuity 

The responsibility for ensuring that each agency's health service is not 
impaired by Year 2000 related problems lies totally with the agency. This 

Department ofltcalth and Children - Year 2000 Guidelines - Version 1.1 



• 

requires agencies to set in place the required management structures and supply 
sufficient resources to ensure that the project is initiated as soon as possible, that 
it progresses rapidly and that it is completed within the time frame available. 

Due Diligence 

It is the agency's responsibility to ensure that all reasonable steps and care is 
taken to address the Year 2000 issue and it's associated problems. 

-.. -. 
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Part 6 

Conclusion 

Solving the Year 2000 problem represents a·major challenge for health agencies. There is 
no quick and simple solution. It could affect all electronic equipment and not just.computers 
and their associated software. It is possible to do something about it, if you start now. 

"One oJthe greatest labour saving devices of today is tomorrow." Don't use it. The 
longer you leave the problem, the more it will cost to address it and the greater the 
likelihood offailing to meet.the deadline. 

An approach to tackling the project has been presented in this document. Every 
organisation is following a similar apProacll. You may need to make some adaptations to 
the approach to suit your particular agency. Above all start now -tosach mailh leath na 
h-oibre. 
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Appendix 1 

Internet Information 

Listed below are some useful Internet sites for year 2000 information. Many of them 
contain articles that both explain the Year 2000 problem and how the issue might be 
addressed. They also offer some insight into the possible outcomes of Year 2000 failure. 
Agencies must remember that there is no overall editorial control of the internet. They 
should satislY themselves that any information gained from the internet is from a bone fide 
source. 

Bookmarks for Year 2000 This is a link site and has many categories such as; 
TraininglEducationlAwareness; Best Practice; Pages in other countries; Product 
Compliance; Discussion and FAQs. It appears to be updated regularly. 
hup://pw 1. netcom. coml-ggirod/bookmark hlml 

British Computer Society - The Millennium Problem contains their practical guide to 
Year 2000, Year 2000 events, News Releases and further sources of Year 2000 
information. 
http.://wlvw.bcs.org.uk/millen.hlm 

British Standards Institution's Year 2000 Site includes a definition of the Year 2000 
conformity requirements which is available to download on can be ordered on-line. The site 
also includes; Code of practice for Year 2000 management; Year 2000 survey results and a 
report from their Year 2000 seminars 
http://Wlvw.bsi. org. uk/disclyear2000. hlml 

Busting the Bug - Action 2000 Millennium Bug Campaign includes a software check in '. 
a compliance database and 8 steps to addressing the Year 2000 problem. 
http://Wlvw.open.gov.uk/bug2000/ 

Cassandra Projer.t This site contains a section for HealthlMedical topics. 
http.//millennia-bcs.comiCASFRAME.HTM 

Information Systems Audit and Control Association and Foundation (ISACA) site 
contains Year 2000 resources and Press Releases. 
http://www.isaca.org/ 

Institution of Electrical Engineers. The information on this Website is intended to 
provide information and guidance on the Year 2000 problem (and other date problems) as 
it affects embedded systems. 
h/lp:/I"~vw. iee. org. 1Ik/2000risk/ 

International Yea.· 2000 IT Virtual Conference. Hosted by the US Govememnt, this 
site provides Year 2000 information across a range of disciplines. Papers are invited froma 
any interested parties. 
http://www. i Ipolicy. gsa. go vlmkslyr 2000/in/con! htm 
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Medical Device Millennium Problem This is a Swedish site but has an english language 
version. The purpose of this web-site is to be a notice board and a source of information to 
all people (especially in Sweden) who are working with the medical device millennium 
problem. 
http://www.mta.mas.lu.sel2000/indexeng. him I 

Medical Devices Agency work with users, manufacturers and legislators to ensure that 
medical devices meet appropriate standards of safety, quality and performance and that 
they comply with. relevant Directives of the E.u. See their report Medical Devices and the 
Year 2000 
http://www.medical-devices.gov.uk! 

Millennium Bug includes; links, events, mailing list etc. It is operated by Durham Systems 
Management Ltd. 
http://www.year2000.co.uk/year2000.hlm .: 

Mother of All Year 2000 Link Centers This site categorises the plethora of Year 2000 
sites found on the World Wide Web. This is a serious content link site whose purpose is to 
reference relevant Year 2000 information. Organisation and quality of content are its goals. 
Over 2,600 Year 2000 links are referenced in twenty-foUr categories. 
http.//pw2.netcom.coml-helliotvOO.hlm 

National Bulletin Board for Year 2000 This site claims to be the single most 
comprehensive source of information on Year 2000. It includes; Problems, Solutions, User 
Groups (both U.S. and worldwide), Employment, Forums, Library, Legal Perspective and 
an Interactive Bulletin Board. 
http://www.it2000.com/ 

NHS Executive provides advice, information and support to all NHS organisations and 
their Year 2000 progranunes. Site includes; Helpline, Publications, F AQs, Links, 
Discussion, Courses and Project Plans. 
http://www.imc.exec.nhs.uk/2000/ 

NHS Supplies proyides advice on ensuring that Year 2000 considerations are included in 
contracts placed for supplies and services 

Rx2000 Solutions Institute provides listings of resources specifically related to Health 
Care Year 2000 resources and Generic Year 2000 resources. 
http://www.rx2000.org! 

SAA Consultants contains information about the REIMS Impact2000 product as well as a 
Year 2000 resource guide. 
http://www.saaconsultants.comiRElMSimpact2000Ibenejits.hlm 

Scottish Healthcare Suppliers Year 2000 features Medical Devices, Estates and 
Information Technology with listings of equipment under investigation. Manufacturers 
statements on Year 2000 also available. 
hup://pc47. cee. hw.ac. uk/y2k! 
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Systems ModeUing Ltd. host a site featuring; automatic notification of site updates on 
registration; Year 2000 in Europe, F AQs and a Year 2000 Software Compliancy Checklist 
http://wwwiol.ielsysmodlyear2000.htm 

US Food and Drug Administration - Centre for devices and Radiological Health. See 
their information paper on FDA Activities Related to the Year 2000 Date Problem and 
Medical Devices 
http://wwwfda.gov/cdrhlyr2000/ipyr2000.html 

Year 2000 Times Articles, Links, and Papers written about the Millennium 
http://www.bluemarble.neti-slorageuIY2khtm 

Year 2000 Date Problem - Support Centre This site contains; hardware and software 
manufacturers' statements, general business issues, technical issues, books, links and the 
Year 2000 Support Centre 
http://headlines.yahoo.comlFull_CoverageITechIYear_2000_Probleml 

Year 2000 Information Center provides a forum for disseminating information about the 
year 2000 problem and for the discussion of possible solutions . 

. http://wwwyear2000.comly2k-mainl.html 

Year 2000 Information Network This site contains; Conferences, Articles, Information 
Wire, Vendors, Publications and Downloads. 
http://wwwmbs-program.coml 

Y2Ki: Year 2000 Information Service Year 2000 info!IDation ser:vice and catalyst for 
action. 

-"",- -

hllp://w.ww.jks. co. uk/y2ki1 
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Appendix 2 

Examples of Equipment 
Affected by the Year 2000 Problem 

• Medical supplies, medical devices 
• Utilities: 

o Electricity 
o Water and sewage systems 

• Gas 
o Telephone 

o Community infrastructure 

• Police 
• Fire 
• Ambulance 

• Contracted services 
• Food services 
• Blood banks 
• Linen services 
o Cleaning services 
o Security services 

• Laboratories 
• Personnel services 
o Payroll services 
o Banks 

• Photocopiers 
• Computer Equipment 

o Desktop computers 
• Laptops and notebooks 

• PDAs 
• Mainframes 
o Software 

o Still and video cameras 

• Building Systems 
o Automated sprinkler systems 
o Backup lighting and 

generators 
o Building management systems 
• Fire Control systems 
• Heating and ventilating 

systems 
• Lifts; elevators, escalators 

o Security systems 
• Security cameras 
• Safes and vaults 
• Door locks 

o Manufacturing and Process 
Control 

o Manufacturing plants 
• Chemical & related storage facilities 
o Robots 
o CAD systems 

• Transport 
• Buses 
o Automobiles 
• Signalling Systems 
• Radar Systems 
o Traffic Lights 
o Ticketing systems/machines 
o Car parking and other meters' 
o Transport passenger 

information systems 
o Check in 
o Baggage and received goods 

handling 
• Emergency equipment 
o Communications 

o Telephone exchanges 
o Cable systems 
o Telephone switches 
o Global Positioning System 

(GPS) devices 
o Mobile Telephones 
o Faxes 

o Banking and finance 
o Automated teller systems 

• Credit card systems 

• VCRs 
• Central Heating Control 
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Appendix 3 

Example Inventory Information Dataset 

fl.S$,e.p Jp;;I;'o~;:l,jiipn ;. ,. i.)\· .:J.i" .i· ;.-.; '--$' , .. ~" \. ·..·IT .. ':( ;:;; .,~, 
Technology Group 
Asset Type 
Asset Name 
Asset Number lid 
Serial Number 
Model 
Manufacturer 
Revision / Version Number 
Location 
Year of Production 
Year of Installation 
Replacement Value 
Date of Valuation 
Installed Software Package yiN 
External links YIN 
Service Company YIN 
Service Company - Supplier YIN 
Supplier id 
Impact Analysis Score 
Manufacturer id 
Service Company id 
External Compliance 
information YIN 
External contact id 
Initial Compliant a,b,c,d,e 
Initial Test required YIN 
Initial Test Pass/Fail 
Need Contingency Plan YIN 
Replace/Retire/Upgrade/Repair 
RRUR Date completed 
Need for retest-. YIN 
Retest Pass/Fail 
All phases complete YIN 
Date completed 
Signed off by 
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Asset id 
Supplier Id 
Supplier Name 
supplier Liaison 
Address 
Phone Number 
Fax Number 
Supplier Rating 
Supplier Year 2000 Ready Y!N 
contact made Y!N 
Response Y!N 
Written conformation 
available Y!N 
Date 
Compliance a,b,c,d,e, 

·$!;lXVj;ci¢" G6f!iplj,iliy '.' .... , .. ."."\,,.,. "'" '\. ':'" 

Asset id 
Service Company id 
Service Company name 
Address 
Phone Number 
Fax NUmber 
Term of service contract 
Contact made Y!N 
Response Y!N 
Written Conformation 
available Y!N 
Date 
Compliance a,b,c,d,e, 

Asset id 
Manufacture Company id 
Manufacturer Company Name 
Contact made Y!N 
Response Y!N 
Written conformation 
available Y!N 
Date 
Compliance a,b,c,d,e, 

"? ·/"'i . .'" ... :. 

1'3';';', ., ...... ,., .. """;.""{ 
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Asset id 
Department id 
Department Name 
User Name 
Liaison Name 
Contact Number 
Technology Group Reference 
Name 
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ASSElt id 
Linkage id * 
Link name * 
Type * 
Direction of. * 
Flow i!o!b 
Criticality of * 
link H/M/L 

* may be repeated 

Asset id 
Software Name * 
Version * 
Supplier * 

* may be repeated 
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Appenrlix4 

BSI PD2000-1 
A Definition of Year 2000 Conformity 

THE DEFINITION 

Year 2000 conformity shall mean that neither performance nor functionality is affected by dates 
prior to, during and after the year 2000. 

In particular: 
Rule I. No value for current date will cause any interruption in operation. 
Rule 2. Date-based functionality must behave consistently for dates prior to, during and after year 
2000. . 

Rule 3. In all interfaces and data storage, the century in any date must be specified either explicitly 
or by unambiguous algorithms or inferencing rules. 
Rule 4. Year 2000 must be recognised as a leap year. 

AMPLIfICATION OF THE DEFINITION AND RULES 
" , .' 

" General Explanation 
Problems can arise from some meansof,representlng dates in computer equipment and products 
and from date-logic embedded U; purchased goods or servi~eS;i'as'the'y~8r 2066 aPpimiches and 
during and after that year. As a result, equipment or productS, mcluding embedded contiollogic, 
may fail completely, malfunction or cause data to be corrupted. 

To avoid such problems, organisations must check, and modifY if necessary, internally produced 
equipment and products and similarly check externally supplied equipment and products with their' 
suppliers. The purpose of this document is to allow such checks to be made on a basis of common 
understanding. 

Where checks are made with external suppliers, care should betaken to distinguish between claims 
of conformity and the ability to demonstrate conformity. 

Rule 1 
1.1 This rule is sometimes known as general integrity. 
1.2lfthis requirement is satisfied, roll-over between all significant time demarcations (e.g. days, 
months, years, centuries) will be performed correctly. 
1 3 Current date means today's date as known to the equipment Or product. 

Rule 2 
2.1 This rule is sometimes known as date integrity, 
2.2 This rule means that all equipment and products must calculate, manipulate and represent dates 
correctly for the purposes for which they were intended. 
23 The meaning of functionality includes both processes and the results of those processes. 
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