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EASTERN HEALTH SHARED SERVICES 

Electronic Communication Policy 

 

1. Purpose of the Policy 

The purpose of this policy is to define the way in which computer usage and 
electronic communications are managed in Eastern Health Shared Services (EHSS) 
and the rights and responsibilities of managers and employees.  

2. Scope of the Policy 

This policy applies to all employees of EHSS. It covers computer, Internet and e-
mail usage, the rules regarding Information & Communication Technology Services 
(ICTS) systems and EHSS’s right to monitor such activity.  

3. Procedures 

The ICTS infrastructure, including e-mails and Internet access, has significantly 
improved business operation and efficiencies. They represent a significant investment 
on behalf of EHSS. The parameters and restrictions for their use are defined below. At 
all times employees must behave with integrity and respect the rights of others in 
relation to electronic communication and information. EHSS reserves the right to 
monitor all electronic communication and files.  

Computer Usage 

In making acceptable use of the Board’s computer resources, users must; 

�� Use resources only for authorised purposes. 
�� Protect one’s user ID and system from unauthorised users. 
�� Access only information that is one’s own, that is publicly available, or 

to which the user has been given authorised access 

Access 

All PC access will be through passwords and no individual is permitted onto 
the system using another employee password.  Employees may be given 
access to the Intranet and/or Internet as appropriate to their job needs. For 
those who do not have daily PC access, occasional access will be arranged, as 
necessary, by management. Employees are not permitted to share their 
passwords with anyone inside or outside the organisation. Individuals will be 
allowed to set their own passwords, and must change them as frequently as 
requested by the system set-up requirements. Passwords should be kept secret 
and not disclosed to unauthorised users. 
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Internet 

The Internet is a valuable business tool, which gives access to an array of 
information. In order to prevent it becoming a time-consuming distraction 
from business activities, employees are not permitted to use it except for 
business related reasons during working hours.  
 
Access to appropriate websites for business purposes is generally unrestricted. 
Access to any inappropriate, pornographic or obscene websites, or sites with 
the risk of such material, is prohibited at all times.  

 
All Internet traffic will be monitored by ICTS through a software tool at the 
firewall.   This tool allows ICTS to view the addresses of all sites visited by a 
user and how long the user spent on that site. 

Care must be taken in the use of information accessed through the Internet. 
Most information is unregulated, and as such there is no guarantee of 
accuracy.   Employees should take every reasonable precaution not to 
download files from the Internet unless they are sure the information is from a 
trusted/reliable source.   This is to protect EHSS’s business systems, reduce 
the risk of viruses and ensure that large amounts of storage space are not taken 
up with unnecessary files.  

Outside of working hours, occasional Internet access may be permitted. Prior 
permission should be sought from a manager, who will monitor the level of 
activity. As Internet access is expensive, employees are required to restrict the 
time spent on it.  

Harassment 

EHSS may provide access to the Internet for business purposes. The practice 
of downloading text, pictures, jokes, video clips, graphics, games etc from the 
Internet and distributing them via e-mail to other employees or persons outside 
the company, is prohibited. The content of these downloads may be found 
offensive by certain employees or others.   Employees who are proved to have 
engaged in such practices will be subject to the disciplinary process as 
described in the Staff Handbook and risk possible prosecution. 
 
Employees accessing or storing any form of electronic file, record or 
communication, which could be deemed to harass or discriminate based on 
age, gender, race, religion, disability, marital status, family status, sexual 
orientation or membership of the travelling community is unacceptable, and 
will be subject to the disciplinary process.  

Virus Protection 

EHSS has virus protection software installed on all company hardware but 
there is still a high risk of viruses being received from external electronic 
communications, in particular from unknown sources.  
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All files entering EHSS via the Internet must be virus checked prior to their 
transfer for use to any EHSS machine. All e-mail attachments are also scanned 
for viruses and all image, video, sound and executable files are removed from 
the message.   Details of the senders and recipients of all files removed by the 
system are logged.   The file names and the number and size of messages sent 
and received by each user are also logged and monitored. 
 
If an employee receives an external e-mail or message from an unknown 
source, which they feel is wrongly delivered, the email should not be opened 
and the employee should make immediate contact with a member of the 
Computer Support Centre in ICTS.   In certain cases files that are required for 
legitimate EHSS business may also be filtered.   In such circumstances the 
message recipient should contact the Computer Support Centre and quote the 
corresponding reference number contained in the email message. 
Only disks from a reliable source may be used in EHSS computers.   If in any 
doubt disks must be virus checked by ICT before use. 

E-mail and Contents 

The primary purpose of EHSS’s e-mail system is to promote effective 
communication on business matters. Employees may have access to an e-mail 
account subject to the requirements of the position/role. Personal e-mails must 
be kept to a minimum. 

While e-mail is a fast and efficient method of business communication, 
employees must not overlook the fact that it has the same legal effect as 
written communications. Due to the permanent nature of e-mails and the legal 
implications to both the company and employees, messages should be written 
and formatted in the same manner as standard EHSS written communications. 
The wording, tone and language should be concise and carefully prepared by 
employees in order to avoid ambiguity, inaccuracy, claims of defamation, 
breach of confidentiality and the possibility of offending anyone. In particular 
employees should not use email for the communication or discussion of 
sensitive, controversial or disputed issues, for example disciplinary issues. 

EHSS strictly forbids the practice of flaming, which is sending offensive or 
malicious e-mails, and also forbids the sending of chain mail. No form of 
discriminatory comment, aggression, harassment or bullying is permitted 
through e-mails.  

Legal Implications 

All electronic documentation is now recognised for legal purposes, similar to 
paper based documentation. This includes internal records as well as external 
communications. 

3 
 

January 2003 

Data contained in e-mails could be accessible under Data Protection or 
Freedom of Information legislation. All electronic information is also covered 
by defamatory legislation, and inappropriate material could result in individual 
liability to prosecution.  



All external communications with customers, associates and suppliers must be 
considered for the relevance of content, accuracy, and potential to commit the 
company to business transactions or exposure to liability. Therefore 
employees should clearly evaluate such communication before it is sent, and if 
in any doubt, consult with their manager. Employees should also be aware that 
any files or attachments received via electronic communications from third 
parties (customers, associates, suppliers etc) may be copyright protected. Prior 
to forwarding or distributing any information contained in the files or 
attachments, employees should refer to their line manager or ICTS for advice. 

 
Security 
 
EHSS needs to ensure that any information transmitted from its computer 
system to other systems is secure.   This is essential as much of the 
information could be highly confidential.   Employees should note that email 
is not a secure medium and in addition there is a risk that outgoing messages 
may not go to the intended recipient or could be viewed by third parties before 
receipt by the intended recipient.  
 
The following are examples where information should not be transmitted by 
email 

 
�� Patient records 
�� Personnel records 
�� Any information received under a duty of professional confidence 
�� Any information confidential to EHSS or confidential to another health 

board or health agency 
 

PCs may be accessed by authorised users only. To secure access to the 
authorised user only all PC’s will be programmed to log off after a minimum 
of 20 minutes or as local usage requires. 

Disclaimers 

It is EHSS policy to have the defined disclaimer attached to every external e-
mail communication. Details of this disclaimer are provided to each employee 
by ICTS and are installed on all PCs.  This provides protection to the EHSS in 
relation to organisational matters, and distinguishes personal views 

Confidentiality 

EHSS confidentiality policy as described in the staff handbook applies to all 
electronic communication and data. Employees are not permitted to register 
with websites or electronic services in EHSS’s name without the prior 
permission of their manager.  
 
Employees are not permitted to reveal internal EHSS information to any sites, 
be it confidential or otherwise, or comment on EHSS matters, even if this is 
during after-hours or personal use.  
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Software/Hardware 
 
All software/hardware used by EHSS is the property of EHSS. All software 
installations will be made by ICTS, who will ensure that the organisation is 
fully compliant with all software licence agreements. No software is to be 
installed on any EHSS machine by any other employee or manager. No copy 
of any EHSS software is to be loaded onto hardware not owned by EHSS.  
 
Employees are prohibited from making or using illegal copies of software, 
storing such copies on the systems or transmitting or downloading them over 
the network. 

The display of screen savers is no different to the display of paper notices or 
pictures. Accordingly any such display in the work place must not cause 
offence and must not interfere with work. 

Monitoring 

The ICTS Department is authorised to monitor and record the activities of all 
users on the system. Such monitoring will not be required on an on-going 
basis but will be occasionally used to audit practices. However EHSS retains 
the right to monitor (intercept and read) each individual's e-mail, Internet and 
PC activity to ensure the protection of all employees and that there is no abuse 
of privilege.  Employees should note that EHSS’s security system is capable 
of recording every e-mail and file transfer, Internet site accessed, use of chat 
rooms and newsgroups, for every user. No employee should have an 
expectation of privacy in relation to electronic records or communications.  
 
If a line manager believes that access to an in individual’s computer and or e-
mail account is required for the conduct of organisation’s business and the 
individual is not available, the following procedure shall be followed: 
 

�� The line manager shall obtain permission from a more senior 
manager (Grade VIII or higher) to access the e-mail account. 

�� The employee whose e-mail account has been accessed will be 
advised as soon as possible. 

 
If a line manager believes that access to an individual’s computer and/or e-
mail account is required because there is reason to believe the individual is 
engaged in inappropriate usage, the above procedure should be followed. 
 
Local Managers will manage computer, Internet and e-mail usage and may 
take advice from ICT in relation to their monitoring role. 

Abuse and the Disciplinary procedure 
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Employees found to be abusing EHSS computer systems, including e-mail and 
Internet use, attempting to circumvent system security, including firewalls put 
in place to protect or not operating in line with this policy, will be subject to 
the organisation’s disciplinary procedures 



All employees should report any suspicion or evidence of abuse. 
 
 

4. Examples of Violations of this policy  
 

�� Accessing another person’s computer, computer account, files, or data without 
permission. 

�� Using EHSS network to gain unauthorised access to any computer system. 
�� Engaging in any activity that might be purposefully harmful to systems such 

as creating or propagating viruses, disrupting service, or damaging files. 
�� Performing any act that will interfere with the normal operation of computers, 

terminals, peripherals, or networks. 
�� Using EHSS’s systems or networks for personal gain, e.g. performing work 

for profit with the organisation’s resources in a manner not authorised by 
EHSS. 

�� Creating, displaying, printing, downloading or transmitting information which 
violates EHSS’s bullying and harassment policy.  This includes, but is not 
limited to, displaying sexually explicit, graphically disturbing, offensive or 
sexually harassing images or text on screensavers. 

�� Engaging in any other activity that does not comply with the general principles 
presented above. 
 

This is not an exhaustive list of violations of the policy. Other violations may occur. 
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